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1. Discussion
Since Release 15, 5G Core (5GC) has introduced many new features along with an increasing number of network functions based on Service-based Architecture (SBA). With the increasing number of interconnections among various network functions and the Core network being central to 5G System (5GS), making a robust and resilient Core is more complicated and challenging. This is because 5GC needs to perform correctly and accurately all the time, including handling of abnormal network functions that could cause unintended malicious traffic. It should be able to prevent against (un)expected scenarios such as signal storm period and related misbehaving network functions. 
Furthermore, with a stateless architecture and during the signal storm period, 5GC needs to be able to efficiently process and perform their functionalities without impacting on transaction, latency and throughput. This new solution is an NWDAF-assisted network abnormal behaviour mitigation and prevention. To make the Core more robust and resilient, e.g., against (un)expected abnormal / signal storm. The clause 5.2.4 of TR 23.700-84 (the key issue description of KI#4: NWDAF enhancements to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention) contains as below,
“
This Key issue aims to provide solutions for prediction, detection, prevention, and mitigation of network abnormal behaviours, i.e. signalling storm, with the assistance of NWDAF. In particular, the following aspects will be addressed:
-	Identify scenarios that can result in a signalling storm situation
-	Whether and how existing analytics or new analytics can be used to assist detection and prediction of signalling storm, including aspects of input /output data that needs to be collected/provided by the NWDAF.
What NF(s) will be consumer of such analytics and whether and how they can use them. 
-	Whether and how signalling storm can be prevented or mitigated based on the inputs provided by NWDAF.
NOTE 1:	In terms of data access right, privacy and security improvement, cooperation with SA3 is needed.
NOTE 2:	The study of this key issue will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.
”
This contribution proposes a new solution for FS_AIML_CN KI#4.
[bookmark: _Toc524945853]2. Text Proposal
It is proposed to agree the following solution into TR 23.700-84.

*** Start of the change ***
[bookmark: _Toc22192650][bookmark: _Toc57236595][bookmark: _Toc157747893][bookmark: _Toc50536533][bookmark: _Toc43906649][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc23402418][bookmark: _Toc43906765][bookmark: _Toc54930305][bookmark: _Toc157534622][bookmark: _Toc57236432][bookmark: _Toc23402388][bookmark: _Toc153792592][bookmark: _Toc57530236][bookmark: _Toc153792677][bookmark: _Toc54968110][bookmark: _Toc57532437][bookmark: _Toc44311891][bookmark: _Toc16839382][bookmark: _Toc97052784][bookmark: _Toc97057911][bookmark: _Toc97057838][bookmark: _Toc97052456]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues and Use Cases
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*** Next change (all new text) ***
6.X	Solution #X: NWDAF-assisted Network Abnormal Behaviour Mitigation and Prevention
6.X.1	Description
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157534623][bookmark: _Toc157747894]This solution resolves KI#4 for NWDAF enhancements to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention. In terms of scenarios, there are cases where it is difficult to troubleshoot and or understand whether the NFs themselves are behaving correctly or not. Often, they may not know that their features/functions are behaving (un)expectedly, probably from cases such as signalling storm, and complexities in NF signalling exchange procedures. This can occur despite the irregularity of number of UEs or types of UE devices.
Hence, NFs need to be robust and resilient to ensure that the UE signalling exchange information are validated(detected, predicted, mitigated and prevented) through the AI/ML NWDAF-assistance. In such cases, NFs need to be able to extract/transfer their signalling exchange information and context information to NWDAF to be guided, e.g., mitigation and prevention for any potential (un)expected behaviours. In this, signalling storm mitigation and prevention in general should not be limited to counting a certain number of message-types from certain specific NFs. The solution is to include Input data such as:
· an individual and/or groups of NF’s sudden increase/decrease (bursts) of TPS (Transaction per second) and/or CPS (Connection per second) from various NF interfaces (e.g., SBIs and non-SBIs)
· an individual and/or groups of NF’s information from their “chained-procedures” of a UE or a session such as Connection, Registration, Mobility and Session Managements procedure
· an individual and/or groups of NF’s information contains information about the current UE or session context enabling the NWDAF to determine the cause of a signalling storm
Furthermore, all of the potential scenarios can be observed and measured over a certain duration to include start and end time, number of successful/failed attempts of various UE and NF service requests.

[bookmark: _Toc146539441]6.x.2	Procedures
6.X.1.1	General
The NWDAF can provide network abnormal behaviours (i.e. signalling storm) as follows.



Figure 6.x.1.1-1: Procedure for NWDAF-assisted Network Abnormal Behaviour Mitigation and Prevention

1. The consumer NF subscribes to or sends a request to NWDAF assistance information for the UE originated signalling storm or Abnormal NF signalling Storm using either Nnwdaf_AnalyticsSubscription_Subscribe or Nnwdaf_AnalyticsInfo_Request service operation. The request additionally includes thresholds such as confidence level and accuracy of detection. The request may also include as analytic filters an indication of the use case for signalling storm (e.g. signalling storm due to UE mobility).
1. The NWDAF retrieves Input data from NFs, using Nnf_EventExposure_Subscribe, such as signalling exchange information and context information to derive the required analytics as depicted in clause 6.X.1.2.
1. The NWDAF derives the required analytics based on the consumer NF request. The NWDAF can collect additional Input data from different NFs. The NWDAF collects input data from NFs taking into account the use case of signalling storm if provided in step 1.
1. The NWDAF invokes Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Request response to the consumer NF for the Output data analytics as depicted in clause 6.X.1.3.
1. The consumer NF upon receiving the detection, prediction and mitigation shall execute based on the output as depicted in clause 6.X.1.4.
NOTE: A care needs to be taken with regards to load when requesting data collection to avoid signalling storm caused by the NWDAF-assisted Network Abnormal Behaviour Mitigation and Prevention procedure.

6.X.1.2	Input Data
The NWDAF collects signalling storm information as listed in Table 6.x.1.2-1.
[bookmark: _CRTable6_6_21]Table 6.x.1.2-1: input data collected by NWDAF
	Information
	Source
	Description

	Signalling exchange information
	NF(s)
	an individual and/or groups of NF’s sudden increase/decrease (bursts) of TPS (Transaction per second) and/or CPS (Connection per second) from various NF interfaces (SBIs and non-SBIs)
an individual and/or groups of NF’s information from their “chained-procedures” of a UE or a session such as Connection, Registration, Mobility and Session Managements procedure

	NF context information
	NF(s)
	an individual and/or groups of NF’s information contains information about the current UE or session context enabling the NWDAF to determine the cause of a signalling storm


NFs can extract various information when acting as a consumer or producer. It is assumed to consider Input Data from a Producer NF perspective. 
Input data collection from AMF:
· (Events that can be obtained immediately)
· Attempt number of requests from UE/RAN such as “Initial Registration Request, Mobility and Periodic Registration Request, Service Request, etc.”
· Attempt number of requests from other NFs(such as SMF, PCF, SMSF, etc.) to occur Network Triggered Service Request procedure per UE(i.e., Paging message)
· Attempt number of UE CM state changes
· Attempt number of UE AM Policy Updates (URSP, Restriction Area, etc.)
· UE related state transition information (transition type and/or frequency, etc.)
· UE related timer information (type of timer, timer duration, etc.)
· Public Warning information (WRITE-REPLACE WARNING REQUEST, etc.) 
· (Events that may need some generations)
· Procedure event trend per certain Area of interest, slice, DNN, NSSAI, TAC(Type Allocation Code)
· Success and failure result trend (numbers within certain time interval, ratio, cause/error code etc.) per certain Area of interest
· Expected (or unexpected) consequential event occur trend within a time-window (e.g., UE response after Paging)
Input data collection from SMF:
· (Events that can be obtained immediately)
· Attempt number of UE SM Policy Updates (QoS, Rules, etc.)
· Attempt number of the Charging data requests toward CHF
· Attempt number of requests from other NFs(such as SMF, PCF, SMSF, etc.) to occur in Network Triggered Service Request procedure (i.e., N1N2Transfer via AMF for UP Deactive session)
· Load information of connected UPF(s); using PFCP Load Control Information IE
· Usage information of UE IP address resource(s)(dynamic and static, V4, V6, etc.) for CP allocation of UE IP (total number, usage, number of UE IP(s) which prohibit allocation during certain time interval, etc.)
· Usage information of UE IP address resource(s) (dynamic and static, V4, V6, etc.) for UP allocation of UE IP (total number, usage, number of UE IP(s) which prohibit allocation during certain time interval, etc.)
· UE related state transition information (transition type and/or frequency, etc.)
· UE/Session related timer information (type of timer, timer duration, etc.)
· (Events that may need some generations)
· Procedure event trend per certain Area of interest, slice, DNN, NSSAI, TAC(Type Allocation Code)
· Success and failure result trend (numbers within certain time interval, ratio, cause/error code etc.) per certain Area of interest
· Expected (or unexpected) consequential event occur trend within a time-window (e.g., Charging after Usage Report, Session Modification after SM Policy update)
Input data collection from UPF: 
· (Events that can be obtained immediately)
· Attempt number of Session Report toward SMF occurred by DL packet
· DL packet information; IP Packet Filter Set, Measurement period, Throughput DL(peak or not), Data volume
· UL packet information; IP Packet Filter Set, Measurement period, Throughput UL(peak or not), Data volume
· End to End packet delay
· Usage information of UE IP address resource(s) (dynamic and static, V4, V6, etc.) when UP allocation UE IP
· (Events that may need some generations)
· Procedure event trend per certain RAN(N3 Interface address), slice, DNN, NSSAI
· Success and failure result trend (numbers within certain time interval, ratio, cause/error code etc.) per certain Area of interest
· Expected (or unexpected) consequential event occur trend within a time-window(e.g., Packet flows after Session Establishment)
Input data collection from NRF/SCP:
· (Events that can be obtained immediately)
· Load information of registered NF(s)/Service(s)
· Capability information of registered NF(s)
· Heart-beat related information (Whether to respond immediately, Number of retransmissions, heart-beat interval, etc.) 
· (dynamic) network topology (per slice)
· (Events that may need some generations)
· abnormal NF(s)/Service(s) status trend (transition freq. between registered vs. non-registered status)
· time internal of consumer NF receiving service response (per producer NF(s)/Service(s))
· (pre-configured) VIP's call processing latency (per call procedure)
Input data collected from Common NF:
· (Events that can be obtained immediately)
· Kinds of connected peer Producer NF(s) and its/those number(s) (within certain time window, if needed)
· Requested service information per connected peer Producer NF(s) (within certain time window, if needed)
· SBI message/protocol handling information(retransmitted event/message count and towards which NF(s)) 
Editor’s Note x: The input data to be updated further based on discussions.

6.X.1.3	Output Analytics
The output analytics of signalling storm detection of NWDAF is defined in Table 6.X.1.3-1.
[bookmark: _CRTable6_7_5_31]Table 6.X.1.3-1: signalling storm detection
	Information
	Description

	Report (1..max)
	List of observed signalling storm

	  > Target NF ID
	The target of signalling storm detected by NWDAF

	  > Abnormality ID
	The potential cause of NF Abnormality (e.g. massive UE/frequent access, NF abnormal signalling, etc.)

	  > Source SUPI/NF list
	SUPI(s) of the UE(s) or NF(s) which cause the signalling storm



The output analytics of signalling storm prediction of NWDAF is defined in Table 6.X.1.3-2.
Table 6.X.1.3-2: signalling storm predictions
	Information
	Description

	Report (1..max)
	List of observed signalling storm

	  > Target NF ID
	The target of signalling storm predicted by NWDAF

	  > Abnormality ID
	The potential cause of NF Abnormality (e.g. massive UE/frequent access, NF abnormal signalling, etc.)

	  > Source SUPI/NF list
	SUPI(s) of the UE(s) or NF(s) which cause the signalling storm

	  > Confidence
	Confidence of this prediction



6.X.1.4	Mitigation or Prevention
The following existing mechanism can be used to mitigate and prevent the signaling storm.
[bookmark: _CRTable6_7_5_33]Table 6.X.1.4-1: Example mechanisms to mitigate and prevent the signalling storm
	Abnormality ID
	Actions of NFs

	Massive UE access
	AMF sets back-off timer for MM NAS for a selected set of UEs

	Massive UE access
	SMF sets back-off timer for SM NAS for a selected set of Sessions

	Massive UE access
	PCF sets AM/SM policy control for a selected set of UEs/Sessions

	Massive UE access
	AMF triggers RAN to initiate overload control for a selected set of UEs in specific slice or priority as defined in clause 8.7.7 of TS 38.413 [yy] to start overload control.

	NF abnormal signalling
	NRF configures the local policy to prevent the source NF from being discovered or discovering others.
Source NF configures to reselect other target NFs and unsubscribes the existing abnormal NF.

	NF abnormal signalling
	NRF configures the local policy to prevent the source NF from being discovered or discovering others or deprioritize the source NFs/Services from being select less.

	NF abnormal signalling
	Source NF configures to reselect other target NFs and unsubscribes the existing abnormal NF or triggers UE Reregistration and/or Session Reestablishments, and reselects to other target NFs


NOTE : Detailed mechanisms to mitigate and prevent the signalling storm will consider  operator policy.
Editor’s Note x: Table 6.X.1.4-1 lists are to be updated further based on discussions.

6.X.3	Impacts on services, entities and interfaces
NWDAF:
-	Supports providing subscriptions and/or requests for Abnormal NF signalling Storm Analytics and/or Device originated signalling Storm Analytics.
-	Supports deriving statistics and/or predictions of based on Analytics consumer subscriptions and/or requests.
Consumer NF:
-	Supports subscribing or requesting Abnormal NF signalling Storm Analytics data and/or Device originated signalling Storm Analytics from NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe or Nnwdaf_AnalyticsInfo_Request service.
-	Supports executing the mitigation and prevention actions based on the analytics data from NWDAF.
Source NF:
-	Supports providing additional data exposure for Abnormal NF signalling Storm Analytics and/or Device originated signalling Storm Analytics using Nnf_EventExposure Service.

*** Next change ***
[bookmark: _Toc153792580][bookmark: _Toc153792665][bookmark: _Toc157534595][bookmark: _Toc160781876]2	References
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