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Proposal

It is proposed to add the following solution to the TR 23.700-13.
START OF CHANGES
6.4
Solution #4: <Simplified system for AIoT>

6.4.1
Description
6.4.1.1 General 
The solution addresses KI#1, #2 and KI#3.
It provides a e2e solution to support AIoT services with regard to topology1 and 2.
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Figure 6.4.1.1-1: Topology 1&2
The following assumptions are taken into account for the solutions

-
No matter what Topologies are applied (including more topologies in future release), The Topologies types are transparent to the AIoT devices and the AIoT devices are common designed.
-
In topology2, when the UE out of Uu coverage in some blind area but the AIoT air coverage goes well, the AIoT operation at the UE reader will not stop and continue. 
- 
The AIoT Air interface is assumed to be a new air interface and layers above the AS layer is in the scope of SA2 study. 

6.4.1.2 Abbreviations
6.4.1.3 Terms
The following terms are used for the solution:
· AIoT operation: the operation with communicating to AIoT devices, e.g. inventory and command.
· Inventory: filter and/or discovery one or multiple Ambient IoT device(s).
· Command: e.g. read, write, control, enable or disable one or multiple Ambient IoT device(s).
· AIoT function: the NF providing management and control for AIoT services and AIoT operation.
· AIoT API: the service-based API to provide AIoT Services which can be invoked by the AF.

· AIoT Air interface: the air interface between reader and AIoT devices.

· Reader: the device which supports to communicate one or multiple Ambient IoT device(s). It can operate as a UE and be called UE reader, or can operate as a RAN node and be called RAN reader.
6.4.1.4 Reference Architecture and NFs
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Figure 6.4.1.4-1 the example of reference architecture which supporting topology1&2
Up to different deployment, the above NF may be collocated or standalone. The above reference architecture can be separate into the following alternatives:
-
Alternative1: a standalone network supporting AIoT functionality only. 
-
Alternative2: a network supporting both legacy 5GS functionality and additional AIoT functionality.
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Figure 6.4.1.4-1 the example of reference architecture for alternative1
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Figure 6.4.1.4-2 the example of reference architecture for alternative2
The functionalities may include the following NFs and/or devices:
-
The reader (i.e. UE reader and/or RAN reader).
NOTE:  a 5GS UE may additionally support UE reader functionality. a NG RAN may additionally support RAN reader functionality.
-
The AIoT Function: provides the AIoT control, which may be collocated with AMF or a standalone NF.

-
In some scenario (e.g. operator owned AIoT devices), there might be ta UDM which stores the data of AIoT device.
Editor's note:  It is FFS whether it can be assumed for all scenarios that the device and the CN can be pre-provisioned with CN level per device information (e.g. network layer AIoT device ID, security material).
-
The NRF is responsible for NF discovery as legacy and support AIoT function discovery.

-
The Authentication Function (e.g. AUSF/AAA) provide authentication for AIoT devices. The Authentication Function may be located in the serving network or in the 3rd party
-
The NEF is responsible to authorize the AF request as legacy and support the new scenario of AIoT, i.e. authorize the AIoT operation request from the AF.

6.4.1.5 Protocol Stack
Both the App layer and the AIoT layer are beyond the AIoT AS layer and belongs to non-access layer.

-
The App layer are used to transmit the information between the AIoT device and the Server. 

-
The AIoT layer is used to transmit the information between the AIoT device and UE reader / CN.
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Figure 6.4.1.5-1: protocol stack example for Topology1
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Figure 6.4.1.5-2: protocol stack example-A for Topology2
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 Figure 6.4.1.5-2: protocol stack example-B for Topology2
In protocol stack example-B for Topology2
· The AIoT layer is used to transmit the information between the AIoT device and UE reader.
· There is no user plane for AIoT devices, but for a UE reader, there are control plane and user plane 

· In control plane: the AF can request to CN to discover and select reader based on e.g. the target area or reader ID.
· In user plane: the UE reader can communicate with AS to report the AIoT operation result and interact the AIoT device related information, i.e. the information target to the AIoT device or the information from the AIoT device.
6.4.2
Procedures

6.4.2.1 Inventory procedure purely via control plane

[image: image8.emf]7 Discover and may authenticate the AIoT devices

1. inventory Operation 

Request 

6. AS signaling to discover AIoT device

 (AIoT device Information)

8. Inventory Operation result

AMF/AIoT 

function

AIoT Device

RAN 

Reader(s)/UE 

reader(s)

NEF AF

2. Authorize AF request

Select AIoT function

3. inventory Operation Information 

4 discover and select 

Readers

5. Request to discover AIoT Device

9.Inventory Operation result

Authentificatio

n function


Figure 6.4.2.1-1: Inventory Service Flow

1.
AF sends Inventory Operation Request with the following information: target area for the operation, client which requests the operation, match information which is used to filter and discover the target AIoT devices for the operation.
2.
The NEF authorizes the AF request. If the AF request is authorized, The NEF discovers the AIoT function using the information in Inventory Operation Request, e.g. using the target area for the operation to discovery the AIoT function from NRF. If the target area for the operation matches the AIoT service area of the AIoT Function, the NRF returns the information for the AIoT function to the NEF. 

3.
The NEF forwards the Inventory Operation information to each the selected AIoT function.

4.
AIoT function discovers and selects reader (i.e. UE reader(s) and/or RAN reader(s)) to perform Inventory Operation according to the Inventory Operation information. e.g. using the target area for the operation to discovery the readers. If the target area for the operation matches the AIoT service area supported by the readers, those readers can be selected for execute the inventory operation.
NOTE:  the UE reader can be selected by its IP address or its identifier as legacy or by its location which is matched to the target area of the AIoT operation.
5.
For each of the selected reader, the AIoT Function sends Inventory with the Inventory Operation information.

6.
The select reader executes the inventory operation towards the target AIoT Devices.

7.
The AIoT device which matches to the match information will responses the AIoT device information (e.g. the device ID) to the reader and the AIoT device authentication procedure may be triggered. The step7 can be repeated for multiple AIoT devices.
NOTE:
How the AIoT device authentication performed is left to SA3. How to avoid the leakage of target AIoT devices number caused by forged as inventory from faked ran reader is to be addressed by SA3.
8-9.
AIoT Function report the successfully discovered AIoT device(s) to the AF vie NEF.

6.4.2.2 Command procedure purely via control plane
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Figure 6.4.2.1-2: Command Service Flow

1.
AF sends a command request along with the following information: target area for the operation, client which requests the command operation, match information which is used to filter and discover the target AIoT devices for the operation container.

NOTE1:  The command procedure in this solution assumes the command content is transparent to the CN and can be carried by some container between the AIoT device and AF.
2.
The NEF authorizes the AF request. If the AF request is authorized, The NEF discovers the AIoT function using the information in the Operation Request. How AIoT function is discovered and select is as described in step2 in clause 6.4.2.1-2.
3.
The NEF forwards the Operation information to each the selected AIoT function.

4.
AIoT function discovers and selects reader (i.e. UE reader(s) and/or RAN reader(s)) to perform the Operation according to the Operation information. How reader is discovered and selected is as described in step4 in clause 6.4.2.1-2.
5-9. Discover the target AIoT devices. How to discover and authenticate the AIoT devices is similar as that within the inventory operation procedure. The AIoT device may also authenticate the reader during the procedure. 
NOTE2:
How the reader is authenticated by the AIoT device and how AIoT device is authenticated is left to SA3.
6-9. The reader sends the Operation container to each of the target AIoT devices. 
10-11. AIoT Function report the operation result to the AF vie NEF/ASAF.
6.4.2.3 Discover UE reader via UE reader control plane and AIoT device related data delivery via UE reader user plane
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 Figure 6.4.2.3-1: Procedure flow of user plane data delivery for multiple AIoT devices

1.
AF sends AIoT operation request (e.g.: inventory or command) with the following information: target area, UE reader’s ID/IP address, destination IP address of application server, the information used to indicate or filter the AIoT device.

2.
The NEF authorizes the AF request as legacy. If the AF request is authorized, The NEF discovers the AIoT function using the information in AIoT operation request. 

3.
The NEF forwards the AIoT operation information to AIoT function.

4.
AIoT function discovers and selects reader to perform AIoT Operation according to the AIoT operation information (e.g. target area, UE reader’s ID/IP address). 
5.
For each of the selected reader, the AIoT Function sends AIoT operation with the AIoT Operation information. If a UE is select as UE reader, the AMF/AIoT function authorize the UE as reader and let the RAN to allocate the time frequency resource for the UE reader as described in 6.4.2.4.
6.
The selected reader executes the AIoT operation towards the target AIoT Devices. 
7.
The AIoT device which matches to the information used to indicate or filter the AIoT device will responses the AIoT device information (e.g. the device ID) to the reader. 
8.
According destination IP address of application server, the UE reader interacts the AIoT device related information with application server via PDU session. 
NOTE: the PDU Session should be able reach to the DN where application server is. 
6.4.2.4
UE reader activation 
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 Figure 6.4.2.4-1: Service Flow
1.
The AMF obtains the UE subscription data during the interaction with UDM. 

2-3.  Based on the UE subscription, the AMF authorizes the UE as a reader and notifies the authorization information to the RAN node and UE.

4.
The RAN node activates the UE as its intermedia node if the UE is authorized as a reader. 

5. The RAN node notifies the UE that the UE is activated as a reader and provides the radio configuration (e.g. licensed frequency for communicating AIoT devices).

6. The RAN node notifies the AMF that the UE is activated as a reader.

6.4.3
Impacts on services, entities and interfaces
Editor's note:
This clause captures impacts on existing services, entities and interfaces.

END OF CHANGES
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