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Abstract of the contribution: This paper proposes a new solution addressing KI#2.
1
Discussion

KI#3 is defined in TR 23.700-70 as follows:

5.2
Key Issue #2: Support PDU Set information identification for end-to-end encrypted XRM traffic

5.2.1
Description

The usage of end-to-end encryption is broadly deployed in current networks to provide security and the same is expected for XRM applications.

This key issue proposes to study the enhancement of PDU Set information Identification for encrypted XRM in 5G networks.

The solutions should consider the following aspect:

-
If and how the 5GS performs PDU Set information Identification in an end-to-end encryption scenario.

Solution #22 in TR 23.700-60 addresses the problem statement in KI#2 of TR 23.700-70.
It is therefore proposed to port Solution #22 from TR 23.700-60 into TR 23.700-70 with the necessary text adjustments.

2
Proposal

It is proposed to agree the proposed solution for inclusion in TR 23.700-70.

*** BEGIN CHANGES ***
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*** NEXT CHANGE ***

6.X
Solution #X: Preconfigured N6 tunnelling and GTP-U header extension for conveyance of PDU Set-related information

6.X.1
Key Issue mapping

This solution addresses Key Issues #2 (Support PDU Set information identification for end-to-end encrypted XRM traffic).

6.X.2
Description

This solution assumes that there is a set of preconfigured N6 tunnels between the UPF serving as a PDU Session Anchor (PSA) in the 5GS on one hand and a trusted 5G-XR Application Server (5G-XR AS) on the other hand, as illustrated in Figure 6.X.2-1.
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Figure 6.X.2-1: 5G-XR support with N6 tunnels

The following are the salient features of this solution:

-
Preconfigured N6 tunnels are established between designated UPFs in the operator’s network and a third-party XR service provider based on service level agreements.

Editor's note: How to setup and scale preconfigured GTP-U tunnels is FFS.
Editor's note: How to identify PDU Sessions within preconfigured GTP-U tunnels is FFS.
-
The UPF with preconfigured N6 tunnels is selected based on the S-NSSAI/DNN requested by the UE during PDU Session establishment.

-
Any suitable tunnelling technology can be used for the N6 tunnel between the UPF (PSA) and the 5G-XR AS provided that it relies on extendable encapsulation header that can carry vendor-specific information. This solution specifically assumes that GTP-U tunnelling is used on N6.
NOTE 1:
The use of GTP-U on N6 is already supported using the Traffic Steering functionality described in clause 5.4.8 of TS 29.244 [xx]. Specifically, the Outer Header Creation IE (clause 8.2.56 of TS 29.244 [xx]) and Outer Header Removal IE (clause 8.2.64 of TS 29.244 [xx]) support the use of GTP-U.

NOTE 2:
The security on the preconfigured N6 tunnels, including the GTP-U header, is to be defined by SA3. Default assumption is that Network Domain Security defined in TS 33.210 [zz] is used with preconfigured NDS (IKE/IPSec) tunnels between the network domain of the PSA UPF and the AS data centre where the AS is located.

-
The trusted 5G-XR AS (i.e. the 5G-XR AS at the other end of the N6 tunnel) provides PDU Set-related information in the N6 tunnelling encapsulation header. Whether the PDU payload is encrypted or not is irrelevant, given that all the information that is relevant for PDU Set-level traffic handling is copied in the (external) N6 tunnelling header.

-
The PDU Set-related information is further propagated on N9/N3 towards the RAN inside the GTP-U header using new header extension inside the Frame format for the PDU Session user plane protocol defined in clause 5.5.2 of TS 38.415 [yy].

-
Traffic destined to multiple 5G-XR Clients (residing in the same or in different UEs) can be multiplexed in the same N6 tunnel.

-
The binding of downlink packets onto QoS Flows is performed by the UPF PSA using the existing functionality specified in clause 6.1.3.2.4 of TS 23.503 [4]. In other words, the QoS Flow binding does not rely on the PDU Set-related information in the N6 tunnelling encapsulation header.

-
The extended header can include any of the PDU Set information defined in clause 5.37.5.2 of TS 23.501 [2]:

-
PDU Set Sequence Number.

-
Indication of End PDU of the PDU Set.

-
PDU Sequence Number within a PDU Set.

-
PDU Set Size in bytes.

-
PDU Set Importance, which identifies the relative importance of a PDU Set compared to other PDU Sets within a QoS Flow.

The use of PDU Set Sequence Number, Indication of End PDU and PDU Sequence Number within a PDU Set allows the network entities (UPF or NG-RAN) to determine the PDU Set boundaries, as well as any loss of PDUs. Upon detection of a lost PDU, the network entity can decide to drop the remaining PDUs belonging to the same PDU Set e.g. based on the PDU Set Integrated Handling Information (PSIHI) that is signalled as part of the PDU Set QoS parameters.

6.X.3
Procedures

The UE wishing to access XR services requests a PDU Session using a preconfigured DNN/S-NSSAI.

Based on the requested DNN/S-NSSAI the SMF selects a UPF with preconfigured GTP-U tunnel(s) on N6.
The rest of the mechanisms in this solution (i.e. copying PDU Set information from the N6 tunnelling header into GTP-U headers on N3/N9) takes place in the User plane of 5GS.
6.X.4
Impacts on services, entities and interfaces
UPF impact:

-
Ability to copy PDU Set-related information from the N6 tunnelling header into the GTP-U header extension inside the Frame format for the PDU Session user plane protocol defined in clause 5.5.2 of TS 38.415 [yy].

-
Ability to use the PDU Set-related information received in the N6 tunnelling header e.g. for packet dropping, as described in clause 6.X.2.

AS impact:

-    Support of GTP-u 

-    Ability to generate PDU Set-related information and include it into the GTP-U header extension in the N6 tunnelling header.

NOTE: There is a need for establishment of preconfigured NDS (IKE/IPSec) tunnels between the network domain of the PSA UPF and the AS data centre where the AS is located.
*** END CHANGES ***
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