Error! No text of specified style in document.
3
Error! No text of specified style in document.

[bookmark: scope][bookmark: _Toc93073649][bookmark: _Hlk160016820]3GPP SA WG2 Meeting #161	S2-2403520
Athens, Greece, 26 February – 01 March, 2024           	(revision of S2-2403012)
Source:	Nokia, Nokia Shanghai Bell
Title:	KI#2 Solution for CAG provisioning and access control via V-UDR in the visited network
Document for:	Approval
Agenda Item:	19.12
[bookmark: _Hlk152668706]Work Item / Release:	FS_5G_Femto/ Rel-19
Abstract of the contribution: This paper proposes a solution for KI#2
Discussion
When introducing the concept of 5G Femto in FS_5G_Femto study, the scenario that the UE is roaming to VPLMN (or EHPLMN) and access to CAG cells of 5G Femto in VPLMN must be considered. Currently in 5G, allowed CAG list is provisioned in the HPLMN, of which the allowed CAG list in VPLMN may be also provisioned by HPLMN if SLA is assigned between HPLMN and VPLMN. However, in 5G femto scenario, the provisioning of CAG access may be rather dynamic e.g. when end users visit friend’s home or office in another country. Thus, in roaming cases, it may happen that the UE is not configured with CAG IDs valid in the VPLMN and UE subscription data in HPLMN do not contain list of CAG IDs of the VPLMN. When the UE is registered in the VPLMN (or EHPLMN), the provisioned allowed CAG list must contain VPLMN related CAG IDs to allow the UE to access CAG cells in the VPLMN. This problem applies also to PNI-NPN for which CAG concept was first introduced, i.e., there is no mechanism specified to allow a roaming UE to use a PNI-NPN in the VPLMN if the CAG ID of VPLMN is not provisioned to the UE by HPLMN.
Proposal
[bookmark: _Hlk158285953]A solution is proposed for KI#2 for incorporation in the FS_5G_Femto TR 23.700-45.
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Table 6.0-1: Mapping of Solutions to Key Issues
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[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc148498832]6.X	Solution #X: CAG provisioning and access control via V-UDR in the visited network
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc148498834]6.X.1	Description
In PNI-NPN, Closed Access Group (CAG) identifies a group of subscribers who are permitted/allowed to access one or more CAG cells of the PLMN identified by CAG ID(s), which is assumed to be reused for 5G Femto access control. A CAG cell is a cell broadcasting one or several CAG IDs. CAG membership of UE is configured in the user subscription data and on the UE. If a UE is roaming, the access control should be performed in the visited network based on CAG IDs configured in visited PLMN (VPLMN), and UE needs be provisioned with the allowed visited CAG cell access information in the visited network.
When introducing the concept of 5G Femto in FS_5G_Femto study, the scenario that the UE is roaming to VPLMN (or EHPLMN) and access to CAG cells of 5G Femto in VPLMN must be considered. Currently in 5G, allowed CAG list is provisioned in the HPLMN, of which the allowed CAG list in VPLMN may be also provisioned by HPLMN if SLA is assigned between HPLMN and VPLMN. However, in 5G femto scenario, the provisioning of CAG access may be rather dynamic e.g. when end users visit friend’s home or office in another country. Thus, in roaming cases, it may happen that the UE is not configured with CAG IDs valid in the VPLMN and UE subscription data in HPLMN do not contain list of CAG IDs of the VPLMN. When the UE is registered in the VPLMN (or EHPLMN), the provisioned allowed CAG list must contain VPLMN related CAG IDs to allow the UE to access CAG cells in the VPLMN. This problem applies also to PNI-NPN for which CAG concept was first introduced, i.e., there is no mechanism specified to allow a roaming UE to use a PNI-NPN in the VPLMN if the CAG ID of VPLMN is not provisioned to the UE by HPLMN.
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687]In this solution, the provisioning of a roaming UE and the serving network to enable access control in the VPLMN is provided. As part of this solution, it is assumed that CAG concept as defined for PNI-NPN is re-used for 5G Femto deployments to enable Femto access control in 5G.
[bookmark: _Toc148498835]6.X.2	Procedures
The following figure represents a high-level procedure of the solution.


Figure 6.X.2-1: Call flow for CAG ID(s) provisioning in the visiting network
Step 0: The AMF/V-PCF subscribes to notifications from the V-UDR on changes in the visited CAG information.
Step 1: AF creates a request on visited CAG information which may include visited allowed CAG list, GPSI and external location information via AF. Optionally, the request may also include an expiry time in case the given information is only valid temporarily.
NOTE 1:	External location represents the location of CAG cell of 5G Femto.
NOTE 2:	GPSI can correspond to UE’s MSISDN.
NOTE 3:	Provisioning of visited CAG information to V-UDR can also be performed via OAM. For this case, the given procedure continues to step 5.
Step 2: The V-NEF receives the AF request and authorizes the request. Then, the V-NEF translates the external location information and maps it to internal Ids such as Cell IDs, TAC.
Step 3: V-NEF stores the translated information to V-UDR in a way that visited CAG information and UE identity are mapped and stored together.
Step 4: V-NEF responses back to AF regarding the request on visited CAG information.
Step 5: (optional) V-UDR notifies the AMFs serving the particular Cell ID/TA regarding the update of information on CAG list. 
Editor’s Note: How visited UDR contacts the AMF or finds AMF is FFS.
Step 6: UE performs manual selection of CAG cell.
Step 7: UE sends initial registration request or mobility registration update message to the visited network. 
Step 8: AMF correlates the SUPI and its mapped GPSI/MSISDN received as part of subscription data from H-UDR/UDM, which also delivers the visited CAG allow indication to the serving AMF in visited network. If Visited CAG allow indication is set to true, AMF will get the visited CAG information for this UE either:
· from (local) V-UDR either as received via notification at step 5; or
· the AMF can fetch the Visited CAG information from visited UDR using the MSISDN provided from H-UDR/UDM. 
For either option, the H-UDR/UDM shall provide MSISDN of the UE. The providing of MSISDN of the UE from H-UDR/UDM can be based on the enabled visited CAG allow indication of the UE and/or based on the indication from AMF that the UE is accessing via a visited CAG cell of 5G Femto. The fetched Visited CAG information is from V-UDR. 
Step 9: AMF sends registration accept/reject message. 
In case the registration request is rejected due to UE is not allowed to access this particular CAG cell of 5G Femto, then AMF sends the registration reject message to the UE along with a list of allowed CAG IDs. UE may use the received list of allowed CAG IDs e.g., to manually select another CAG cell from the list.
Step 10: If UE receives a registration accept, UE sends registration complete message.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc148498836]6.X.3	Impacts on services, entities and interfaces
UE:
-	receive visited CAG Information from AMF and update internal allowed CAG list, 
-	provide capability indication to AMF whether it supports visited CAG information.
AMF:
-	based on visited CAG allowed list indication, fetch visited CAG Information from UDR (either directly or via UDM) per UE and perform CAG access control based on this information, 
-	provide visited CAG Information to UE if UE has indicated support of this feature.
UDR (or new NF): 
-	store visited CAG Information and visited allowed CAG list indication per subscriber.
NEF: 
-	expose capability to provision visited CAG Information and visited CAG allowed list indication. 
*** END of changes ***
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