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[bookmark: _Toc462478989][bookmark: _Hlk154651783]Abstract of the contribution: This paper proposes a new solution that’s based on UE Function Delegation in Intermediate Node UE.
1	Discussion

2	Proposal
It is proposed to adopt the proposed new solution in TR 23.700-13.
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Table 6.0-1: Mapping of Solutions to Key Issues
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		* * * * Next Change (All new text) * * * *
[bookmark: _Toc157661584]6.X	Solution #X: UE Function Delegation in Intermediate Node for AIoT Device
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157661585]6.X.1	Description
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687]This solution applies to those AIoT devices that are not capable of direct communication with a 5G network, and instead, may communicate with the network through an Intermediate Node (IN), or “IN-UE”. The AIoT device and the IN-UE may communicate with each other using backscattering communication or other sidelink technologies. It is assumed that the AIoT device is able to identify itself, e.g., using its Device Identifier, over the “AIoT device – UE” interface.
NOTE:	How the AIoT device communicate with the IN-UE is not in the scope of this solution.
The general principles of this solution are:
For a AIoT device or a group of AIoT devices that’s “connected” or “paired” with  that the IN-UE acts as Intermediate Node, the IN-UE instantiates a “UE Function Delegation Module” (UFDM) which represents the AIoT device and appears as a “UE” towards the 5GC. It is also referred to as “UFDM-UE” in this solution. The instantiation may be initiated after the IN-UE has been authorized as the IN. The AIoT device(s) for which the IN-UE acts as the IN may be preconfigured in the IN-UE or obtained during the IN authorization procedure. 
NOTE:	The IN authorization procedure is not covered by this solution.
After a new UFDM is instantiated, the IN-UE initiates an “AIoT device provisioning” procedure with the 5GC and through this procedure the UFDM is allocated a temporary UE identifier, e.g. a temporary SUPI, associated credentials, and other necessary configuration and policies (e.g., URSP policy). A UFDM maintains its own NAS connection and registration state with the 5GC. The UFDM-UE’s NAS connection and IN-UE’s NAS connection share the IN UE’s RRC connection and the UFDM’s NAS messages may be sent as payload of IN UE’s NAS messages.
Though from the perspective of the network, a UFDM functions as a separate UE, the 5GC maintains the association between the intermediate node UE and other “UE(s)” represented by the UFDM(s) residing inside the intermediate node UE, so the network can optimize some procedures, e.g. paging procedure.
The IN UE maintains the association between the UFDM and the AIoT device and manage the lifecyle of the UFDM. For example, when the IN-UE detects that the AIoT device is not responding to the Command or activation signal, the corresponding UFDM instance may be deactivated and the 5GC may also be informed. In that case, the previously provisioned UE identifiers and credentials for the UFDM-UE is invalidated.


[bookmark: _Toc157661586]Figure 6.X.1-1: UFDM in AIoT Capable UE for AIoT devices
The UFDM handles the data forwarding between its associated AIoT device and the network. For example, the UFDM may use Control Plane 5GS Optimization for CIoT mechanism to forward AIoT device data to the application server or vice versa.
6.X.2	Procedures
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688]6.X.2.1	UFDM instantiation and provisioining




Figure 6.X.2.1-1: UFDM instantiation and provisioning

1. The AIoT device “pairs” or becomes “connected” with the IN UE. The IN UE may obtain the device identifier and/or service identifier from the AIoT device.The IN-UE is authorized as a IN. This may happen during the IN-UE Registration based on IN-UE capabilities and subscription information. The AIoT devices that the IN-UE can act as IN may be preconfigured in the UE and provided by the network during the authorization procedure.

2. The UFDM instantiation in the IN UE is triggered by Step 1. For each device that the UE can act as IN, The IN UE creates a UFDM instance, allocates a UFDM instance ID and associate it with the AIoT device.
3. The IN UE initiates AIoT Device Provisioning Request towards the 5GC UDM and includes the AIoT device identifier in the request. If the IN UE is preconfigured with default credentials for the AIoT device, it may also include the default credentials in the request.
4. The UDM validates the AIoT device ID and default credentials (if available). If necessary, the UDM may interact with external servers via NEF to complete the validation process.
NOTE:	How the device ID and credential is validated is not covered in this solution.
Editor's note:	The details of the provisioning procedure (Step 3 and 4) are FFS and the security aspects may need SA3 study.

5. If the AIoT device is valid, the UDM allocates a temporary SUPI, associated credentials (e.g. AKA keys) and provide them to the IN UE in the response message. Other necessary configuration and policies, e.g. URSP rules, default QoS rule, etc. may also be provided.
6. The IN UE stores the received information as the UFDM context.

6.X.2.2	UFDM Registration
UFDM acts as a separate “UE” towards the network so it performs Registration procedures similar to what a normal UE would do. However, to avoid unnecessary signalling, some of the UFDM’s Registration procedures (e.g. periodical Registration update or mobility Registration update) may be combined with the IN UE’s own Registration procedures.


Figure 6.X.2.2-1: UFDM registration
1. The UFDM-UE NAS sends a “Registration Request” to the IN-UE NAS. The UFDM-UE may use the SUPI that’s obtained through the provisioning procedure as the initial UE identifier.
2. If the IN-UE is not already in CM-CONNECTED state, it initiates the signalling procedure to enter CM-CONNECTED state, then it sends the UFDM-UE’s Registration Request as the payload of its own NAS message, e.g. UL Transport, to the serving AMF.
3. The AMF and other NFs handles the UFDM-UE’s Registration request as described in TS 23.502-4.2.2.2.2.
4. The AMF sends the Registration Accept as the payload of the IN-UE’s NAS message, e.g., DL Transport.
5. The AMF associate the UFDM-UE identifier with the IN-UE identifier. By maintaining this association, the AMF is able to target the IN-UE as the recipient for signalling/data of the UFDM-UE.
6. The IN-UE forwards the Registration Accept message to the UFDM-UE.

[bookmark: _Toc157661587]6.X.3	Impacts on services, entities and interfaces
UE:
· Supports UFDM instantiation and management.
· Supports forwarding UFDM NAS signalling as payload of IN UE NAS messages.
· Supports AIoT data forwarding as UFDM data.
AMF:
· Supports handling UFDM NAS messages as IN NAS payload.
· Supports handling AIoT Device Provisioning procedure.
· Supports maintaining association between UFDM UE and IN UE.
UDM/UDR
· Supports validation of AIoT device identifier and credential.
· Supports AIoT Device Provisioning.

* * * * End of Changes * * * *
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