

SA WG2 Temporary Document
Page 2

SA WG2 Meeting #161	S2-2402849
[bookmark: _Hlk91755148][bookmark: _Hlk92114058]Feb 26th – Mar 2nd, 2024; Athens            		    
	
Source: 	Samsung
Title: 	KI#1 new solution for linking User identifier to a UE subscription 
Agenda Item: 	19.8
[bookmark: _Hlk91784932]Work Item / Release:	FS_UIA_ARC / Rel-19
Abstract of the contribution: Describes a solution to address how to link a User Identifier with a UE subscription.
1	Discussion
Describes a procedure for KI#1 related to binding linking of User ID with a subscription based on following issues that needs to be addressed:
-	whether and how User Identifiers are linked and unlinked (i.e. associated) with 3GPP subscriptions in an operator-controlled manner, and
2 	Proposal
[bookmark: _Hlk513714389][bookmark: _Hlk91782779]It is proposed to add this solution to TR 23.700-32 FS_UIA_ARC.

* * * Start of Change : All new text * * * *
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157447963][bookmark: _Toc157448170]6.X	Solution #X: Solution for linking User identifier with a UE subscription via the authenticated UE channel
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc157447964][bookmark: _Toc157448171]6.X.1	Key Issue mapping
This solution addresses KI#1 (linking of User ID).
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157447965][bookmark: _Toc157448172]6.X.2	Description
[bookmark: _Toc500949101]6.X.2.1 Overall scenario


Figure 6.X.2-1 Overall scenario
The figure illustrates a high level architecture for this solution. In this architecture, the service provider is assumed to support the existing OAUTH2 framework for User ID provider. The service provider pre-configures to the MNO with the OAUTH2’s endpoint address for checking the User ID Verification Information (e.g. OAUTH ID token). Using the existing framework, it can authenticates the User ID and issues the User ID Verification Information after successful user authentication and delivers it to the user application. The user application triggers the UE to start User ID binding linking procedure by providing the User ID Verification Information received from the ID Provider through the authenticated UE’s channel (e.g. NAS channel) to the 5GC. The 5GC verifies the User ID verification Information received through the authenticated channel from the UE by invoking the pre-configured endpoint address of OAUTH2 framework for verifying the User ID Verification Information. If the 5GC have checked User ID Verification Information successfully, the 5GC stores the association between the UE’s subscription information and the UE. The association between UE and User ID can be stored in the UDM as well as UIDF, for example, the NF (e.g. NEF) in the 5GC can dynamically update the associated User ID information into the UDM for the UE. After this binding linking procedure is successful, the application service can use the User ID to invoke the subsequent NEF service. The NEF can query the UDM to identify the User ID to map the associated UE.
 
User Information Database Function (UIDF) is a new entity that can store the specific aspects related to a User ID, e.g. specific QoS/ or user plane relates settings for a particular User. The user profile for a particular User ID also store a reference to the UE subscription(s) that are linked to the particular User ID.
After the linking has been performed, UIDF may be updated (by 3rd party AFs or other Network functions) in order to store User specific QoS settings and/or to update the current active UE for the User ID. The current active UE for the User ID may be updated once the user has been authenticated.
Other NFs may further request/subscribe to UIDF for the current active UE for the particular User ID or to receive the User specific settings when a particular User becomes active at a UE.
6.X.3	Procedure



Figure 6.X.3-1 Procedure for UE linking with a User ID

0. A user using a particular application (on a UE already subscribed with the operator), The signalling between application and UE is out of scope. 
1. Application server want to link its own User ID with the UE currently used by the particular User. It provides the User ID along with an authentication token to the UE application. This is application layer interaction and is outside SA2 scope.
Editor’s Note:	 It is FFS what kind of User ID Verification Info and any other parameters that need to be used is to be decided.
2. User application provides that token to the NAS layer, and UE invokes a NAS message in order to bind the particular user ID with it. It provides the User ID and the authentication token received from the application.

3. AMF asks the NEF to request the corresponding AF for verification of authentication token received from UE
4. NEF requests the corresponding AF regarding the authenticity of the token for the requested user identity. 
5. AF is assumed to support the existing OAUTH2 framework for verification the OAUTH2 ID token. The AF verifies that the User ID Verification Info for the particular User ID requested by the NEF 
6. After successful verification of the User ID Verification Info, the AF acknowledges NEF request.
7. After NEF receives the successful verification from AF, the NEF updates the UDM to add User ID information to the UE subscription.
8. After NEF receives the successful verification from AF, the NEF updates the UIDF to associate (i.e. link) the SUPI and User ID.
After this linking procedure is successful, the AF can use the User ID to invoke the subsequent NEF service for requesting specific policies for the User. The NEF can query the UDM/UIDR to identify the User ID to map the linked UE.
[bookmark: _GoBack]Editor’s note: It is FFS how the network restricts one active user identifier on a UE.

[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc157447967][bookmark: _Toc157448174]6.X.4	Impacts on services, entities and interfaces
UE impacts: Sending NAS message along with User ID and authentication token received from the application.
AMF/AUSF impacts: Receiving binding linking request from UE and invoking AMF to verify the binding linking request
UDM impacts: Storage of associated linked user id with a SUPI
UIDF: new core network function.
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