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Abstract: This paper proposes a new Sol#X for KI#3 to support differentiated handling for transporting encrypted XRM traffic by transport level marking.
1. Discussion
[bookmark: _Toc151529969]This PCR proposes a new solution for Key Issue #3: Leverage PDU Set QoS information for DSCP marking over N3/N9 in the transport network to resolve the open issue:
· Study whether, how, and what PDU Set QoS information can be used for DSCP marking on the outer header of downlink packets of the PDU Set over N3/N9 in the transport network (i.e. to enable differentiated handling of transport packets carrying PDU Sets within QoS Flow).
2. Proposal
It is proposed to capture the following changes vs. TR 23.700-70.
[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc157745563][bookmark: _Toc16839382][bookmark: _Toc435670433][bookmark: _Toc436124703][bookmark: _Toc509905226][bookmark: _Toc510604403][bookmark: _Toc22214904][bookmark: _Toc23254037][bookmark: _Toc146636837][bookmark: _Toc148441189]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issue #

	
	<KI #1>
	<KI#2>
	<KI#3>
	<KI#4>
	<KI#5>
	<KI#6>
	<KI#7>
	<KI#8>
	<KI#9>

	#1: PDU Set content ratio awareness at RAN
	x
	
	
	
	
	
	
	
	

	#2: Discarding of redundant PDUs (FEC) and reporting
	x
	
	
	
	
	
	
	
	

	#3: FEC mechanism and PSI based PDU Set QoS Handling Enhancement
	x
	
	
	
	
	
	
	
	

	#4: PDU Set FEC-based PDU Set QoS Handling
	x
	
	
	
	
	
	
	
	

	#5: PDU Set Handling and Information marking …for PSDB/PSER/PSIHI
	x
	
	
	
	
	
	
	
	

	#6: Enhanced Alternative QoS Profiles for PDU set based QoS handling
	x
	
	
	
	
	
	
	
	

	#7: Enhancing alternative QoS profile …PDU set QoS parameters
	x
	
	
	
	
	
	
	
	

	#8: Consistent PDU Set Handling between AF and 5GS
	x
	
	
	x
	
	
	
	
	

	#9: PDU Set information identification for encrypted traffic
	
	x
	
	x
	
	
	
	
	

	#10: PDU Set information identification based on MoQ
	
	x
	
	
	
	
	
	
	

	#11: RTP over QUIC based Encrypted Traffic …QoS flows mapping
	
	x
	
	
	
	
	
	
	

	#12: Obfuscated Metadata to Classify Payload in Encrypted Media Packets
	
	x
	
	x
	x
	
	
	
	

	#13: Multiple DSCP markings per QoS Flow
	
	
	x
	
	
	
	
	
	

	#14: Extending Packet Filter … within a single transport connection
	
	
	
	x
	
	
	
	
	

	#15: Traffic Detection and QoS mapping for XR and Media services
	
	
	
	x
	
	
	
	
	

	#16: AS based trigger of data boost handling with reflective QoS
	
	
	
	
	x
	
	
	
	

	#17: L4S in non-3GPP access networks
	
	
	
	
	
	x
	
	
	

	#18: PDU Set handling in wireline/wireless non-3GPP access
	
	
	
	
	
	
	x
	
	

	#X: Differentiated Handling for Transporting Encrypted XRM traffics
	
	x
	x
	
	
	
	
	
	



* * * * Second change (All new text)* * * *
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc148498832]6.X	Solution #X: Differentiated Handling for Transporting Encrypted XRM traffics Using Metadata over N6
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc148498833]6.X.1	Key Issue mapping
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686]This solution addresses Key Issue #2: "Support PDU Set information identification for end-to-end encrypted XRM traffic" and Key Issue #3: "Leverage PDU Set QoS information for DSCP marking over N3/N9 in the transport network".
[bookmark: _Toc148498834]6.X.2	Description
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687]This solution proposes to enable differentiating handling for transport level marking for e2e encrypted XRM traffic. The assumption of this solution is as follows:
· The end-to-end encrypted XRM traffic uses RTP over QUIC (RoQ) [8].
· The in-band metadata for the encrypted QUIC packet with encapsulated RTP packets is included in UDP Option in [21].
As shown in Figure 6.X.1, the transport layer packet in the downlink communication path from XRM application using RoQ with metadata included in UDP-Option. The PSA UPF receives the downlink XRM traffic from AS over N6 interface, marks DSCP bits in outer IP header of a PDU within the QoS flow, and forwards the PDU, which IP payload encapsulates GTP-U packet with encrypted QUIC packet and unencrypted metadata, to NG-RAN. The transport layer routers can prioritize the downlink XRM traffic delivery based on DSCP bits marked in the outer IP header of the PDU.
Editor's note: How to enable the Security Integrity and Encryption protection for metadata over N6 is FFS.



Figure 6.X-1: diagram of transport level packet with encrypted XRM traffic from Application server
The principles of the solution are as follows:
· The PSA UPF can perform the following: 
· detect an IP flow with encrypted XRM traffic, and identify a PDU Set PDU for downlink XRM traffic based on unencrypted metadata in UDP-Option for a corresponding QUIC packet (in user plane) and N4 session configuration including PDR, FAR, and QER.
· mark DSCP bits in outer IP header of an identified PDU Set PDU for transport level DSCP marking, based on DSCP assistance information, in which the IP payload encapsulates QUIC packets with downlink XRM traffic received from the Application Server. For example, when PSA UPF receives the downlink XRM traffic information and DSCP assistance information from SMF in N4 message, 
· Based on a matched QSC-ID included in the extended packet filter set in PDR, the PSA UPF can identify a QUIC session by dissecting the UDP datagram to get the (unencrypted) metadata from UDP-Option.
· Based on FAR with DSCP assistance information and QER with DSCP marking indicator, for the matched QUIC session based on PDR, the UPF marks the DSCP bit in the outer IP header of the identified PDU according to the priority value indicated in metadata.
· perform PDU Set based handling by identifying a PDU Set based PDU based on RTP extension header or unencrypted metadata included in UDP-Option and marking in GTP-U header.
· The (unencrypted) metadata contains information about the encrypted QUIC packet of the downlink XRM traffic, with the following information:
· downlink QUIC session correlation (QSC-ID) which is generated per IP flow, QUIC connection and QUIC stream.
· priority of the QUIC session which is unique for an XRM application, whereby the QUIC session may be associated to one IP flow with one QUIC connection or one IP flow with one QUIC stream within one QUIC connection.
· downlink PDU Set Information contained in the RTP Extension header of RTP packets encapsulated in an encrypted QUIC packet.
· SMF can determine the following DSCP assistance information and send it to the UPF(s): 
· For the unencrypted XRM traffic or encrypted XRM traffic with unencrypted metadata including PSI: mapping list for PDU Set Importance (PSI) value and DSCP value 
· For the encrypted XRM traffic and unencrypted metadata without PSI: mapping list for priority of the QUIC session and DSCP value, in which the priority of the QUIC session is indicated in metadata. 
· N4 session configuration information is configured as follows:
· determing PDR including extended packet filter with information of QUIC session correlation ID to handle encrypted XRM traffic based on unencrypted metadata. Accordingly, the UPF can detect PDU based on UDP datagram to get the unencrypted metadata from UDP-Option.
· determining QER including DSCP marking indicator to enable/disable differentiated handling for transporting XRM traffic based on marking outer IP header with DSCP bits according to FAR.
· determing FAR including DSCP assistance information for unencrypted XRM traffic and/or encrypted XRM traffic.
· AF sends AF request message, e.g. Nnef_AFsessionWithQoS_Create request or Nnef_AFsessionWithQoS_Update request as defined in clause 4.15.6.6 of TS 23.502 [2], including the following information: 
· Traffic Description indicates IP flow information for the downlink XRM traffic, e.g. IP 5 tuples.
· Protocol Description information which indicates the use of the transport layer protocol for the downlink XRM traffic, e.g. QUIC, QUIC+RTP (RTP over QUIC), RTP over UDP with UDP-Option, etc.
· downlink QUIC session correlation ID (QSC-ID) which is generated based on one or more components of the traffic descriptions: IP flows (each is represented by an IP 5 tuples), QUIC connections, and QUIC streams, e.g. to be associated to a specific QoS requirement of an QoS flow. 
· priority of the QUIC session identified by the QSC-ID, which is unique within the XRM application, e.g. different QUIC sessions may be associated to QUIC connections in different IP flows, different QUIC connections in one IP flow, or different QUIC streams within one QUIC connection in one IP flow.
[bookmark: _Toc151529986]6.X.3	Procedures
The Nnef_AFsessionWithQoS_Create request or Nnef_AFsessionWithQoS_Update request as defined in clause 4.15.6.6 of TS 23.502 [2] can be enhanced accordingly.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc148498836]6.X.4	Impacts on services, entities and interfaces
Editor’s note:	This clause captures impacts on existing 3GPP nodes and functional elements.
* * * *End change * * * *
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