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Abstract: High level solution for basic AIoT Device and related service operations.
1. Introduction/Discussion
An AIoT Device needs to have low complexity with no assumptions about processing capabilities on the device for application information. This solution describes a baseline solution for an AIoT Device to be considered as a memory device accessed over a radio and the base service operations and NEF needs to expose to support this.
It should be noted there is a distinction between Ambient IoT Device operations and Ambient IoT Service operations, even in the cases where they may share the same name, for example inventory. An Ambient IoT Service operation is an exposed service from the network towards an AF from the NEF. The service operation is handled by the network and will very likely involve interactions with an AIoT Device. The interactions between the network (whether RAN or CN) and Ambient IoT Device are AIoT Device operations. An Ambient IoT Service operation will require zero or more AIoT Device operations to complete.

2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-13.
* * * * First change * * * *
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Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	Key Issue #1
	Key Issue #2
	Key Issue #3

	#X
	X
	X
	X
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[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687]This solution provides an architecture overview for the AIoT Devices, basic AIoT Device operations an AIoT Device supports, and AIoT Service operations supported by a network. It is a solution for KI#1, KI#2 and KI#3.
AIoT Devices have reduced functionality compared to other types of UE (e.g. NR, eMTC or NB-IoT). The AIoT Device does not initiate connections to the network, any type of device originated services (e.g. message, communication services), and neither streaming of data to/from the network.
An AIoT Device is more akin to a memory device (for example a flash memory card) that supports basic operations of identification (for inventory operations), and reading and writing data. The inventory, read and writing AIoT Device operations may be configured in the AIoT Device to require authentication before they can be completed successfully.
In order to ensure basic interoperability between AIoT Devices, networks and applications, the information on the AIoT Device can be partitioned into 2 types:
-	3GPP Information, and
-	Application Information.
The 3GPP Information is information that is known to and used by the 3GPP system, and can contain e.g. the following types of information:
· Home Network Identifier: Home network of the AIoT Device.
· Owner Identifier: Identification of the device owner.
· Individual Device Identity: Identity provisioned to the AIoT Device by the 3GPP network. When combined with the Home Network Identifier and Owner Identifier this allows unique identification of the individual AIoT Device within the network. The 3GPP Information is expected to be used as parameters in e.g. in service operations from the AF or with other NFs, for example device identities in inventory responses etc, which is why the 3GPP system needs to be aware of them explicitly.
The identifier information from the owner may also stored in the Ambient IoT device.
The format and contents of the Application Information will depend upon the application and is optional to use. Examples of use of the Application Information include the device having a fixed application defined memory format, where certain locations in the memory are known to contain information read/written by the application, sensor reading(s) or it can be used for more complex message passing techniques, e.g. being used as a mailbox. The contents and use of the Application Information is not expected to be defined by 3GPP, however 3GPP needs to define the operation primitives that allow reading, writing etc of the memory without detailed knowledge of its contents.
The mapping of information / fields and their contents into physical memory is to be defined by Stage 3, including whether it is a flat continuous memory layout, split into memory pages (e.g. page 1 contains 3GPP Information region, and subsequent page(s) contain Application Information, etc).
As part of the provisioning process for an AIoT Device to join a network, the AIoT Device is provided with security materials and security settings which control what operations on which memory regions require what levels of security to be applied.

6.X.2	Procedures
6.x.2.1	Overview
The following base AIoT Service operations are supported:
-	Inventory: to discover the AIoT Device(s) in a specific area.
-	Read Data: Read application data from the memory of an AIoT Device.
-	Write Data: Write application data to the memory of the AIoT Device.
-	Disable Device: Disable the capability of an AIoT Device to transmit RF signals
All of the base AIoT Service operations follow the same core flow. The main difference between them are the parameters from the AF (e.g. for writing the call will contain the data to write, for reading a description of the data to be read etc.) and which AIoT Device operations are invoked as result.
The AIoT Service operations use "Request-response" and "Subscribe-Notify" (including implicit-subscription) as described in TS 23.501 [x] clause 7.1.2. The AF interacts with the NEF to request the 3GPP to perform the basic operations. Depending on the request, the AF could be implicitly subscribed to receive notifications for its requests.
6.x.2.2	NEF Services
6.x.2.2.1	Overview
The NEF supports a new Nnef_AIoT service with the operations described.
NOTE: 	The defined service operation inputs and outputs are example, with the final details expected to be defined by more detailed solutions.
6.x.2.2.2	Inventory Service Operation
6.x.2.2.2.1	Overview
The inventory operations for the Nnef_AIoT service has a request, response and inventory report service operations:
6.x.2.2.2.2	Nnef_AIoT_Inventory service operation
Service operation name: Nnef_AIoT_Inventory
Description: Request to perform an inventory operation.
Inputs, Required: None.
Inputs, Optional: For example, device filtering information, duration, etc.
Outputs, Required: Status.
Outputs, Optional: Correlation Information.
6.x.2.2.2.3	Nnef_AIoT_Inventory_Cancel service operation
Service operation name: Nnef_AIoT_Inventory_Cancel
Description: Request to cancel a requested inventory operation.
Inputs, Required: Correlation Information.
Outputs, Required: Status.
6.x.2.2.2.4	Nnef_AIoT_Inventory_Notify service operation
Service operation name: Nnef_AIoT_Inventory_Notify
Description: Inventory results from a requested inventory operation.
Inputs, Required: Correlation Information.
Outputs, Required: Correlation Information, Status, List of AIoT Devices (e.g. Device Network Identity, etc.).

6.x.2.3.3	Read Service Operation
6.x.2.3.3.1	Overview
The read operations for the Nnef_AIoT service has a request, response and read data report service operations:
6.x.2.3.3.2	Nnef_AIoT_Device_Read service operation
Service operation name: Nnef_AIoT_Device_Read
Description: Request to perform a read operation.
Inputs, Required: AIoT Device identity to read (e.g. Device Network Identity, etc.), memory and length to read.
Inputs, Optional: For example, timeout in case AIoT Device is not located, etc.
Outputs, Required: Status.
Outputs, Optional: Correlation Information.
6.x.2.3.3.3	Nnef_AIoT_Device_Read_Cancel service operation
Service operation name: Nnef_AIoT_Device_Read_Cancel
Description: Request to cancel a requested read operation.
Inputs, Required: Correlation Information.
Outputs, Required: Status.
6.x.2.3.3.4	Nnef_AIoT_Device_Read_Notify service operation
Service operation name: Nnef_AIoT_Device_Read_Notity
Description: Return information read.
Inputs, Required: Correlation Information, Status.
Inputs, Optional: Data read.
Outputs, Required: None.
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6.x.2.3.4.1	Overview
The write operations for the Nnef_AIoT service has a request, response and write status report service operations:
6.x.2.3.4.2	Nnef_AIoT_Device_Write service operation
Service operation name: Nnef_AIoT_Device_Write
Description: Request to perform a write operation.
Inputs, Required: AIoT Device identity to write, memory location and length to write, data to write.
Inputs, Optional: For example, timeout in case the AIoT Device is not located, etc.
Outputs, Required: Status.
Outputs, Optional: Correlation Information.
6.x.2.3.4.3	Nnef_AIoT_Device_Write_Cancel service operation
Service operation name: Nnef_AIoT_Device_Write_Cancel
Description: Request to cancel a requested write operation.
Inputs, Required: Correlation Information.
Outputs, Required: Status.
6.x.2.3.4.4	Nnef_AIoT_Device_Write_Notify service operation
Service operation name: Nnef_AIoT_Device_Write_Notify
Description: Return status of write to an AIoT device.
Inputs, Required: Correlation Information, Status.
Inputs, Optional: None.
Outputs, Required: None.

6.x.2.4.5	Disable AIoT Device Service Operation
6.x.2.3.5.1	Overview
The disable operations for the Nnef_AIoT service has a request, response and notify report service operations. If the AIoT Device is disabled permanently then the network may also discard any stored state for the AIoT Device and no further operations for that AIoT Device will succeed.
6.x.2.3.5.2	Nnef_AIoT_Device_Disable service operation
Service operation name: Nnef_AIoT_Disable_Device
Description: Request to disable RF transmission from an AIoT Device.
Inputs, Required: AIoT Device identity to disable (e.g. Device Network Identity, etc.), duration AIoT Device should disable or permeant.
Inputs, Optional: For example, timeout in case AIoT Device is not located, etc.
Outputs, Required: Status.
Outputs, Optional: Correlation Information.
6.x.2.3.5.3	Nnef_AIoT_Device_Disable_Cancel service operation
Service operation name: Nnef_AIoT_Device_Disable_Cancel
Description: Request to cancel a requested disable operation.
Inputs, Required: Correlation Information.
Outputs, Required: Status.
6.x.2.3.5.4	Nnef_AIoT_Device_Disable_Notity service operation
Service operation name: Nnef_AIoT_Disable_Disable_Notify
Description: Return status of disable AIoT Device.
Inputs, Required: Correlation Information, Status.
Inputs, Optional: None.
Outputs, Required: None.
6.X.3	Impacts on services, entities and interfaces
AIoT Device:
-	An AIoT Device supports the operations and functionalities described.
NEF:
-	Supports the new service operations for AIoT Devices.
RAN:
-	Support of inventory, reading and writing NAS messages to/from an AIoT Device.
CN:
-	Other NFs (new or existing) will be impacted to support the AIoT Device operations. The details of those impacts will be defined by other solutions.
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