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Abstract of the contribution: This contribution proposes a solution for KI#4 to support signalling storm into core network mitigation and prevention based on NWDAF detection and prediction.
[bookmark: _Hlk513714389][bookmark: _GoBack]1	Discussion
Network function(s) may crash due to e.g. massive UE access and unexpected misconfiguration or failure of IP routers, which may consequently generate a significant number of error and redundant reports, leading to a signalling storm.
Thus, this contribution proposes a solution to detect, predict, mitigate and prevent the SBA signalling storm.
2. Proposal
It is proposed to add the following contents to TR 23.700-84.
Start of Change 
[bookmark: _Toc26431228][bookmark: _Toc30694626][bookmark: _Toc43906648][bookmark: _Toc43906764][bookmark: _Toc44311890][bookmark: _Toc50536532][bookmark: _Toc54930304][bookmark: _Toc54968109][bookmark: _Toc57236431][bookmark: _Toc57236594][bookmark: _Toc57530235][bookmark: _Toc57532436][bookmark: _Toc153792591][bookmark: _Toc153792676][bookmark: _Toc157534621][bookmark: _Toc157747892]6	Solutions
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc153792592][bookmark: _Toc153792677][bookmark: _Toc157534622][bookmark: _Toc157747893][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues and Use Cases
	
	Key Issues
	Use cases (optional)

	Solutions
	<Key Issue #1>
	<Key Issue #2>
	<Key Issue #3>
	<Key Issue #4>
	<use case #x>
	<use case #y>

	6.X
	
	
	
	X
	
	

	
	
	
	
	
	
	



Next Change (all new text)
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157534623][bookmark: _Toc157747894][bookmark: _Toc509905226][bookmark: _Toc436124703][bookmark: _Toc510604403][bookmark: _Toc22214904][bookmark: _Toc23254037][bookmark: _Toc435670433]6.X	Solution #X: SBA signalling storm mitigation and prevention based on NWDAF detection and prediction
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157534624][bookmark: _Toc157747895]6.X.1	Description
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc157534625]This solution is for Key Issue#4: NWDAF enhancements to support network abnormal behaviours (i.e. Signalling storm) mitigation and prevention.
Network function(s) may crash due to e.g. massive UE access and unexpected misconfiguration or failure of IP routers, which may consequently generate a significant number of error and redundant reports, leading to a signalling storm.
6.X.1.1	Input Data
To detect and predict SBA signalling storms, 2 distinct types of input data are required, namely SBA signalling feature data, and NF context data.
The SBA signalling feature data can indicate the presence of a SBA signalling storm, enabling the NWDAF to identify such storms. Additionally, by training a ML model to recognize typical SBA signalling patterns, the NWDAF can predict the occurrence of SBA signalling storm when there is a trend of abnormal SBA signalling.
The SBA signalling storm feature is characterized by a significant increase in redundant SBA signalling directed towards the other core network functions over a period of time, leading to abnormal consumption of core network functions resources (e.g. over 85% CPU or memory usage). This can overwhelm the core network function's capacity to handle the SBA signalling, resulting in a high volume of SBA rejection or unhandled SBA requests. So, the following input data is needed in table 6.X.1.1-1.
Table 6.X.1.1-1: Input data: SBA signalling feature data
	Information
	Source
	Description

	S-NSSAI
	NF
	Identifies the Network Slice for which analytics information is provided.

	DNN
	NF
	Identifies the data network name (e.g. internet) for which analytics information is provided.

	Source NF ID
	NF
	NF instance ID of the NF who sends the SBA signalling.

	SBA unhandled request message amount
	NF
	Amount of SBA unhandled request message, e.g. HTTP GET, POST message

	SBA reject message amount
	NF
	Amount of SBA Reject message, e.g. HTTP response with cause value is 40x or 50x.

	SBA redundant message amount
	NF
	Amount of SBA redundant message.

	SBA message amount
	NF
	Amount of all the SBA message.

	Start/end time
	NF
	Start and end time of detection.



The NF context data contains information about the current UE context, or network context and NF’s load, enabling the NWDAF to determine the cause of a signalling storm, such as abnormal redundant request.
Table 6.X.1.1-2: Input data: NF context data
	Information
	Source
	Description

	Number of UEs
	NF
	Total number of UEs that is served by the NF.

	Number of network context
	NF
	Total number of network context (e.g. interface context) that is maintained by the NF.

	NF load
	NRF
	The load of specific NF instance(s) in their NF profile

	NF resource usage
	OAM
	The usage of assigned virtual resources currently in use for specific NF instance(s) (mean usage of virtual CPU, memory, disk).



6.X.1.2	Output Analytics
The output analytics of signalling storm detection of NWDAF is defined in Table 6.X.1.2-1.
[bookmark: _CRTable6_7_5_31]Table 6.X.1.2-1: signalling storm detection
	Information
	Description

	Report (1..max)
	List of observed signalling storm

	  > Target NF ID
	The target NF of signalling storm detected by NWDAF

	  > Reason
	The reason of signalling storm (abnormal redundant request, etc.)

	  > Source NF ID
	The source NF which cause the signalling storm



The output analytics of signalling storm prediction of NWDAF is defined in Table 6.X.1.2-2.
Table 6.X.1.2-2: signalling storm predictions
	Information
	Description

	Report (1..max)
	List of observed signalling storm

	  > Target NF ID
	The target NF of signalling storm detected by NWDAF

	  > Reason
	The reason of signalling storm (abnormal redundant request, etc.)

	  > Source NF ID
	The source NF which cause the signalling storm

	  > Confidence
	Confidence of this prediction



[bookmark: _Toc157747896][bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc157534626]6.X.2	Procedures
For this new analytics, current procedures to support network data analytics as defined in clause 6 of TS 23.288 [5] can be reused. The NF consumer may be NRF.
Besides, the following mechanism can be used to mitigate and prevent the signalling storm.
[bookmark: _CRTable6_7_5_33]Table 6.X.2-1: Mechanisms to mitigate and prevent the signalling storm
	Reason
	NF consumer
	Actions of NFs

	Abnormal redundant request
	NRF
	NRF configures the local policy to prevent the source NF from being discovered or discovering others.



[bookmark: _Toc157747897]6.X.3	Impacts on services, entities and interfaces
NWDAF:
-	New service to provide NWDAF capability for signalling storm detection and prediction.
-	Collects training data for signalling storm detection and prediction.
-	Trains ML model for signalling storm detection.
NRF:
-	Set local policy to isolate the source NF. 
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