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1. Introduction
[bookmark: _Toc510607461]The FS_5GSAT_Ph3_ARCH SID SP-231199 contains the following Work Task:
	WT2: Store and Forward 
WT-2.1: Study, and if applicable, define the parameters needed to characterize and support S&F Satellite operation from a data service perspective, both for NR NTN (5GS) and IOT NTN (EPS).
WT-2.2: Study, and if applicable, define the control plane and user plane enhancements, including the minimum necessary set of Core Network functions to be embedded in the satellite, to support S&F Satellite data operation, both for NR NTN (5GS) and IoT-NTN (EPS). Co-ordinate with SA3 LI if needed. 
NOTE 2:	S&F for IoT NTN will be studied first and if there is remaining time available NR NTN can then be studied.
…	




And TR 23.700-29 contains the following objectives for corresponding Key Issue - KI#2: Support store and forward satellite operation. 
	S&F Satellite operation is especially suited for the delivery of delay-tolerant/non-real-time satellite services (i.e. CIoT/MTC, SMS). To support S&F Satellite operation for such services, it is proposed to study the following items:
-	If applicable, what are the minimum necessary set of core network elements/network functions that should be placed on board the satellite(s) for the intended service(s);
-	Whether and how to trigger S&F Satellite operation, and how to execute S&F Satellite operation;
-	What enhancements on the related UE and network procedures are needed to support S&F Satellite operation, including:
-	Whether to inform the UE when the S&F Satellite operation is applied or not.
NOTE 1:	S&F for IoT NTN will be studied first and if there is remaining time available NR NTN can then be studied.
NOTE 2:	Coordination with SA3-LI on LI aspects is needed.
NOTE 3: 	The candidate solutions need to indicate which service(s) they are addressing (CIoT CP Optimizations, CIoT UP Optimizations, SMS).
…




Store and Forward operation is defined in the Annex B of TR 23.700-29: “under “S&F Satellite operation” mode, the end-to-end exchange of signalling/data traffic is now handled as a combination of two steps not concurrent in time” 
TS 22.261 mandates also following stage 1 requirement: “The 5G system with satellite access supporting S&F Satellite operation shall support mechanisms for a UE to register with the network when the network is in S&F Satellite operation.”
Actual authentication and security procedure (AKA) is as described in 3GPP TS 33.401 [aa] is not suitable for such use case because it supposes to be achieved in tens of seconds with continuous connectivity between UE and core network, where the store and forward use case cannot guarantee such conditions. 
The solution described here addresses the objectives highlighted above, proposing enhancements on Authentication and Key Agreement procedure to be compatible with S&F operation.
The solution is applicable to both 4G and 5G systems. Below description takes 4G system as example.
A satellite operating in satellite store and forward mode contains eNB functionalities plus potentially CN functions that may be necessary to achieve the use case. For example, one possible solution is to consider satellite as a full PLMN seen by the UE with registration capabilities. 
To provide registration capabilities if feeder link is not available, one possible solution also is to have on board of the satellite HSS/AuC capabilities to run the classical AKA procedure. But HSS/AuC contains subscriber key credential and there is a security risk to have such credential onboard of a satellite, for example if satellite is lost or stolen, the user subscription credentials might be compromised. 
To mitigate this risk the solution presented here considers the satellite in Store and forward mode re-using security architecture and principals as described in TS33.401[aa] Annex F “Isolated E-UTRAN Operation for Public Safety”.
This implies satellite will act as local EPC including at least MME, SGW/PGW and HSS functionality.
Following IOPS security concept, the HSS/AuC on board of satellite only contains derived keys from a master key MK so that the master key may not be compromised in any case. On the other hand, the subscriber master MK is securely stored in USIM.
The concept is also extended to 5GS. 

2. Text Proposal
The following text is proposed to be applied to TR 23.700-29.
[bookmark: _Toc97108978][bookmark: _Toc100782791][bookmark: _Toc100983165]*** First Change ***
[bookmark: _Toc97108967][bookmark: _Toc100782780][bookmark: _Toc100983154]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: definitions][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G system, Stage 2".
[4]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".
[5]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[6]	3GPP TS 22.261: "Service requirements for the 5G system; Stage 1".
[7]	3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".
[8]	3GPP TR 22.865: "Study on satellite access Phase 3".
[9]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[10]	3GPP TS 29.514: "5G System; Policy Authorization Service; Stage 3".
[bookmark: MCCTEMPBM_00000030][11]	3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[12] 	3GPP TS 38.413: " NG-RAN; NG application protocol (NGAP)".
[13]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description".
[14]	3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)".
[15]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[16]	IETF RFC 7976: "Updates to Private Header (P-Header) Extension Usage in Session Initiation Protocol (SIP) Requests and Responses" (https://www.rfc-editor.org/rfc/rfc7976.txt).
[17]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[18]	3GPP TS 23.272: "Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2".
[19]	3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".
[20]	3GPP TS 29.338: "Diameter based protocols to support Short Message Service (SMS) capable Mobile Management Entities (MMEs)".
[aa]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".



*** Next Change ***
[bookmark: _Toc22214907][bookmark: _Toc23254040][bookmark: _Toc146636840][bookmark: _Toc148441192][bookmark: _Toc151176058][bookmark: _Toc151701866] 6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	[bookmark: _Hlk155623497]
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[bookmark: _Toc100700472][bookmark: _Toc26520138][bookmark: _Toc26530876][bookmark: _Toc26530926][bookmark: _Toc26530975][bookmark: _Toc30685082][bookmark: _Toc31014357][bookmark: _Toc31109398][bookmark: _Toc31109468][bookmark: _Toc31109559][bookmark: _Toc43819872][bookmark: _Toc43882354][bookmark: _Toc49966751][bookmark: _Toc50390310][bookmark: _Toc50450148][bookmark: _Toc50450360][bookmark: _Toc50451582][bookmark: _Toc50451794][bookmark: _Toc50464474][bookmark: _Toc54378872][bookmark: _Toc54776462][bookmark: _Toc57373207][bookmark: _Toc73524089][bookmark: _Toc75324070]*** Next Change (all new text) ***
[bookmark: _Toc100782814][bookmark: _Toc100983192]6.X	Solution #X: IOPS security concept for Store and Forward
[bookmark: _Toc97108983][bookmark: _Toc100782815][bookmark: _Toc100983193]6.X.1	Description
A satellite operating in satellite store and forward mode contains eNB/gNB functionalities plus potentially CN functions that may be necessary to achieve the use case. For example, one possible solution is to consider satellite as a full PLMN seen by the UE with registration capabilities. 
To provide registration capabilities if feeder link is not available, one possible solution also is to have on board of the satellite HSS/AuC (resp. AUSF/UDM/ARPF/SIDF) capabilities to run the classical AKA procedure. But HSS/AuC (resp. AUSF/UDM/ARPF/SIDF) contains subscriber key credential and there is a security risk to have such credential onboard of a satellite, for example if satellite is lost or stolen, the user subscription credentials might be compromised. 
To mitigate this risk the solution presented here considers the satellite in Store and forward mode re-using security architecture and principals as described in TS 33.401 [aa] Annex F “Isolated E-UTRAN Operation for Public Safety”.
For 4G system, this implies that the satellite will act as local EPC including at least MME and HSS functionality, and that, following IOPS security concept, the HSS/AuC on board of satellite only contains derived keys from master key MK, for the given the satellite. 
By the ways the master key associated with the subscription may not be compromised in any case. On the device side, the subscriber master MK is securely stored in USIM.
Compared to classical 4G AKA, the UE shall first decode E-UTRAN Cell Identity and provide it to the USIM, that will derive the subscriber master key to obtain symmetrical key K_nsat for this satellite. Nominal AKA procedure will be performed after with symmetrical key K_nsat.  
For 5G system, this implies that the satellite will act as local 5GC including at least AMF and AUSF/UDM/ARPF/SIDF functionalities. The concept described in Annex F of TS 33.401 [aa] can be reused, where ECI is replaced by NR Cell Id (NCI) and the SUPI/SUCI (de)concealment steps shall be added as described in chapter 6.X.2.2.
[bookmark: _Toc97108984][bookmark: _Toc100782816][bookmark: _Toc100983194]
6.X.2	Procedures

6.X.2.1	Procedures for EPC
The main steps for the procedure are the following: 


Figure 6.X.2.1.1: IOPS security concept applied to S&F in EPS
 
	Initial conditions:
· USIM is configured with IMSI and master key MK for local PLMN
· HSS/AuC on board of the satellite is configured with IMSI and derived key K_nsat for satellite Nsat. 
· Satellite identifier nsat matches eNodeB_Id.

1. UE detects service link and select the local PLMN.
2. UE sends ATTACH request to the local MME 
3. Local MME generates the AUTHENTICATE REQ to the local HSS/AuC for the requesting IMSI 
4. Local HSS/Auc generates AV from the key Knsat derived from MK for the satellite nsat. Proprietary bit of AMF is used to indicate that the authentication is performed with a satellite acting as a local network
5. Local HSS returns authentication response to the local MME 
6. Local MME challenges the UE with RAND and AUTN 
7. ME challenges the USIM, with RAND, and AUTN with proprietary bit of AMF to indicate that the authentication is performed with a satellite acting as a local network for the AUTHENTICATE CMD. The ECI (E-UTRAN Cell Id) is also added as parameter to the command for the USIM to perform the derivation. 
8. USIM retrieves nsat from ECI
9. Derivation of K_nsat from MK by the USIM. The USIM checks AMF value and derives K_nsat from MK thanks to KDF where n=nsat stored previously. The derived key K_nsat takes the role of permanent subscriber K to perform AKA procedure.
10. USIM returns RES and keys computed with this K_nsat
11. Normal continuation of the ATTACH procedure 


6.X.2.2	Procedures for 5GS
[bookmark: _Hlk158129747]The main steps for the procedure are the following: 



Figure 6.X.2.2.1: IOPS security concept applied to S&F in 5GS.
	Initial conditions:
· USIM is configured with SUPI and master key MK for local PLMN, together with master key and certificate for SUPI/SUCI: Master Key SUCI_MK, Master SUCI PK QM
· Local AUSF/UDM/ARPF/SIDF on board of the satellite is configured with SUPI and derived key K_nsat for satellite nsat, together with private key for SUCI. 
· Satellite identifier nsat matches gNodeB_Id.

1. UE detects service link and select the local PLMN.
2. GET IDENTITY COMMAND with specific context to provide NCI (NR Cell Id) as parameter.
3. USIM retrieves nsat from NCI. 
4. USIM derives SUCI Public Key for “nsat”. 
5. USIM computes SUCI.
6. USIM responds with SUCI.
7. UE sends REGISTRATION REQUEST request to the local AMF.
8. Local AMF generates the AUTHENTICATE REQ to the local AUSF/UDM/ARPF/SIDF for the requesting SUCI. 
9. local AUSF/UDM/ARPF/SIDF de-conceals the SUCI. 
10. [bookmark: _Hlk158925193]Local AUSF/UDM/ARPF/SIDF generates AV from the key K_nsat derived for the satellite nsat. Proprietary bit of AMF is used to indicate that the authentication is performed with a satellite acting as a local network
11. Local AUSF/UDM/ARPF/SIDF returns authentication response to the local AMF. 
12. Local AMF challenges the UE with RAND and AUTN. 
13. [bookmark: _Hlk158927707]UE challenges the USIM with RAND, and AUTN with proprietary bit of AMF to indicate that the authentication is performed with a satellite acting as a local network for the AUTHENTICATE CMD.
14. Derivation of K_nsat from MK by the USIM. The USIM checks AMF value and derives K_nsat from MK thanks to KDF where n=nsat stored previously. The derived key K_nsat takes the role of permanent subscriber key to perform AKA procedure.
15. USIM returns RES and keys computed with this K_nsat.
16. Normal continuation of the REGISTRATION procedure. 



[bookmark: _Toc97108985][bookmark: _Toc100782817][bookmark: _Toc100983195]6.X.3	Impacts on existing nodes and functionalities
6.X.3.1	For EPS
USIM:
· Retrieves nsat from ECI provided by the UE in AUTHENTICATE cmd. 
· derives K_nsat from MK with Nsat
[bookmark: _Hlk158716148]UE:
· New parameter ECI on AUTHENTICATE cmd.
HSS/AuC:
· HSS/AuC on board of the satellite is configured with IMSI and derived key K_nsat for satellite nsat

6.X.3.2	For 5GS 
USIM:
· retrieves nsat from NCI provided by the UE in the GET IDENTITY cmd. 
· derives K_nsat from MK with nsat
UE:
· New parameter NCI on GET IDENTITY cmd.
Local AUSF/UDM/ARPF/SIDF:
· AUSF/UDM/ARPF/SIDF on board of the satellite is configured with SUPI and derived key K_nsat for satellite nsat, together with private key for SUCI computation
*** End of Changes ***
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