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[bookmark: _Toc462478989]Abstract of the contribution: This paper proposes a new Solution to address KI#1 "Selection of UPF providing a selected user plane functionality".
[bookmark: _Hlk158208767]1	Discussion
This paper proposes a new solution for KI#1 of the FS_UPEAS_Ph2
[bookmark: _Hlk158208812]2	Proposal
It is proposed to include the following changes in TR 23.700-63 V0.1.0.
[bookmark: _Toc510607461]		* * * * Start of Changes * * * *
[bookmark: _Toc157587533][bookmark: _Toc157657229][bookmark: _Toc500949099][bookmark: _Toc22214909][bookmark: _Toc94258956][bookmark: _Toc97289436][bookmark: _Toc104883059][bookmark: _Toc113426207][bookmark: _Toc117496632][bookmark: _Toc122517854]6	Solutions 
6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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		* * * * Second Change (all new text) * * * *
[bookmark: _Toc326248711][bookmark: _Toc94258958][bookmark: _Toc510604409][bookmark: _Toc22214911]6.x	Selection of UPF providing a selected user plane functionality
[bookmark: _Toc151529371][bookmark: _Toc148441678][bookmark: _Toc151529481][bookmark: _Toc93070686][bookmark: _Toc92875662]6.x.1	Description
Editor's note:	This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details.

[bookmark: _Toc93070687][bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Hlk158464772][bookmark: _Hlk158461705]This solution provides a justification on a need to extend the existing UPF advertising capabilities and corresponding call flow. 
[bookmark: _Hlk158615581]The N6 LAN is the portion of the 5G network that carries data from the User Plane Function (UPF) to the Internet and serves as a platform for service providers to offer a range of value-added services, utilizing distinctive features enabled by a mix of IP-based service functions. These functions may include firewall services, carrier-grade NAT (CGNAT), deep packet inspection (DPI), policy control, as well as traffic and content optimization.
[bookmark: _Hlk158615308][bookmark: _Hlk158615447]In the current 5G architecture, Service Function Chaining, also called N6-LAN Traffic Steering, can be used to the steering of subscriber's traffic flows to appropriate operator or 3rd party Service Functions (e.g. NAT, antimalware, parental control, DDoS protection) in the N6-LAN. These services are typically provided by a wide variety of vendors. Service providers need to steer the traffic and direct it to specific service functions, which might be linked together, as required, to adhere to specific policy enforcement and service-level agreements tailored to individual subscribers.
However, there are multiple challenges in the current approach. 
· Increased latency of service chaining: One of the primary goals of 5G is to provide reduced and bound latency. The use of multiple user-plane network functions in a service chain might considerably increase processing time, defeating the primary goal of 5G.
· Operational complexity: Mixing CNFs from various vendors adds CNF sprawl and operational complexity due to different tooling needed to manage these CNFs throughout their life cycle.
· Consistency of the application platform: The service providers need the CNFs to be deployed across the network to where it makes most sense, whether different cloud providers, on-premise data centres, or edge locations. The application platform needs to provide a consistent experience across these different environments.
· Additional Capex/Opex for the operators to main separate service functions for these value add services 
· [bookmark: _Hlk158714988][bookmark: _Hlk158720286]In clause 5.6.16.1, as outlined in 23.501[2], it is noted that all UPFs in the operator network serving as PSA for the DNN/S-NSSAI/DNAI subject to N6-LAN traffic steering need to be configured with the same traffic steering information for N6-LAN traffic steering. However, it's important to recognize that such uniformity may present drawbacks, including limitations in flexibility, scalability concerns, and potential security implications.
In standard operator network configurations, various distributed UPFs may cater to different purposes like low-latency edge applications, offload requirements, or tailored services. Co-locating service functions with UPFs offers efficiencies, particularly when microservices already support some or all of these functions. Additionally, certain UPF vendors have integrated value-added service functions like DPI and optimization into their products, with some offering security or analytic capabilities. However, NRF currently lacks the functionality to discover UPFs that consolidate these value-added service functions.
We have identified 3 scenario that justify use case that necessitate a need to extend the existing UPF advertising capabilities in case UPF has integrated additional functionalities as below:
· [bookmark: _Hlk158504295]Scenario 1: Identifying UPF supporting features as NAT.
Background: Multi solution environment where some of UPF support NAT, it is difficult to select UPF as per requirement. 
· Scenario 2: DDoS or Firewall support in UPF.
[bookmark: _Hlk158509742]Background: To identify which UPF enabled with security features. 
· Scenario 3: Layer 7 DPI inspection
Background: One of the key product capabilities that is often integrated in the UPF is Deep Packet Inspection (DPI) based services. DPI is the examination of layer 7 (L7), which contains Uniform Resource Identifier (URI) information. In some cases, layer 3 (L3) and layer 4 (L4) analyzers that identify a trigger condition are insufficient for billing purposes, so layer 7 examination is used.
Problem statement: To identify which UPF enabled with L7 DPI capabilities. 
Solution to the above scenarios, could be that the UPF can register its profile with the NRF with these additional parameters e.g. supporting NAT, supporting DDoS or Firewall, L7 DPI.
During the discovery of UPF supporting selected user plane functionality, a consumer may include in the discovery request to NRF with required UPF capability information. The NRF returns one or more candidate for instances of UPF to the consumer.
[bookmark: _Toc151529482][bookmark: _Toc151529372][bookmark: _Toc148441679]6.x.2	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.
[image: ]
Figure 6.x.3-1: Procedure for Energy related information collection and exposure
1. The UPF sends the Nnrf_NFManagement_NFRegister Request message to NRF to inform the NRF of its NF profile when the NF service consumer becomes operative for the first time. The UPF NF profile parameters include existing parameters defined e.g. S-NSSAI(s) and the associated NSI ID(s), DNN(s), IP range, DNAI etc. and in addition, NAT, DDoS or Firewall, Layer 7 DPI are provided with the UPF NF profile. 
2. The NRF stores the UPF profile and marks the UPF Event Exposure service as available. 
3. The NRF acknowledge UPF Registration is accepted via Nnrf_NFManagement_NFRegister response. 
[bookmark: _Hlk158713838]4. The consumer (e.g. SMF) discovers the UPF via the NRF by invoking the Nnrf_NFDiscovery_Request (including selected user plane functionality) service operation.
5-6. The NRF notifies the consumer with one or more UPF instances. The required selected user plane functionality capability information may include NAT, DDoS or Firewall, Layer 7 DPI capability.
6.X.3	Impacts on services, entities and interfaces 
[bookmark: _Hlk158501672]Editor's note:	This clause captures impacts on existing 3GPP services, entities and interfaces.
UPF:
-	Register "Selected user plane capability information (NAT, DDoS or Firewall, Layer 7 DPI type)" in NF profile to NRF.
NRF:
-	Support UPF supporting NAT, DDoS or Firewall, Layer 7 DPI registration and discovery procedure.
* * * * End of Changes * * * *
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