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[bookmark: _Hlk158726764][bookmark: _Hlk158731647]Abstract of the contribution: The contribution proposes a new solution: User authentication for multi user UE  for Key Issue #2: Authentication and Authorization of Users and Restrictions on Users.
1. Introduction
This contribution proposes a new solution to Key Issue #2: Authentication and Authorization of Users and Restrictions on Users.

2. Proposal
It is proposed to agree the following solution to 3GPP TR 23.700-32 v0.1.0.

* * * Start of 1st change * * * *
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Editor's note:	This clause describes the mapping between solutions and key issues.
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issues

	
	1
	2
	3
	4

	X
	
	X
	
	

	
	
	
	
	

	…
	
	
	
	



* * * End of 1st change * * * *


* * * Start of 2nd change * * * *
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc146539438][bookmark: _Toc117509218]6.x	Solution #X: User authentication for multi user UE
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc146539439]6.x.1	Key Issue mapping
[bookmark: _Hlk149311564]The solution applies to Key Issue #2: Authentication and Authorization of Users and Restrictions on Users.


[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc146539440]6.x.2	Functional Description
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc146539441]Assumptions:
- It is assumed that a UE and the UE’s subscription may be used by multiple users. Such an UE is provided with an User Profile in the UDM linked to the UE’s subscription profile. The UE’s User Profile may contain list of User Identifiers to identify the users within the 3GPP system. Each User Identifier may have attributes such as: List of S-NSSAI(s)  –  one or more S-NSSAI(s) which can be used by the user which may be controlled by the URSP rules; QoS – allowed QoS level for the user; Secondary authentication – whether the user requires secondary user specific authentication.
- It is assumed that one or more users may require user specific authentication with an AAA Server (AAA-S) which may be hosted by the HPLMN operator or a third party which has a business relationship with the HPLMN. The AMF may determine the need for user specific authentication based on the UE’s User Profile retrieved from the UDM. 
6.x.3	Procedures
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Figure 6.X.3: User authentication for multi user UE
1. After the standard UE authentication during the registration procedure, the AMF may trigger an user specific authentication when one or more users require user specific authentication with an AAA Server (AAA-S) which may be hosted by the HPLMN operator or a third party which has a business relationship with the HPLMN. AMF may determine the need for user specific authentication based on the UE’s User Profile. For example, the AMF triggers user specific authentication for user identifier-x.
2. The AMF may request from the UE the EAP Id (Enhanced Authentication Protocol Id) for the user identifier x in a NAS MM Transport message (EAP Id request, user identifier-x).
3. The UE provides the EAP Id for the user identifier-x in NAS MM Transport message (EAP Id, user Identifier-x). The EAP Id provides the EAP authentication method and parameters.

4. The AMF sends the EAP Id to the AUSF in a Nausf_Communication_EAPMessageTransfer (EAP Id, AAA-S address, GPSI, user identifier-x). The AAA-S address is retrieved from the UDM. 

5. The AUSF sends Authentication Request (EAP Id, GPSI, user identifier-x) to the AAA-S.

6. EAP messages are exchanged with the UE to authenticate the user identifier-x. This procedure may repeat for each user if multiple users are to be authenticated.

7. EAP authentication completes. An EAP-Success/Failure is returned to the AUSF within the Authentication Response (EAP Success/Failure,  GPSI, user identifier-x).

8. The AUSF sends the Nausf_Communication_EAPMessageTranfser (EAP-Success/Failure, user identifier-x, GPSI) to the AMF.

[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc146539442]6.x.4	Impacts on existing services, entities and interfaces
UE, AMF:	new user specific authentication procedure.
* * * End of 2nd change * * * *
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