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**** First Change ****

[bookmark: _Toc19171743][bookmark: _Toc27844027][bookmark: _Toc36134185][bookmark: _Toc45175866][bookmark: _Toc51761896][bookmark: _Toc51762381][bookmark: _Toc51762864][bookmark: _Toc153795886]4.3.7.4.2	NAS level congestion control
4.3.7.4.2.1	General
NAS level congestion control contains the functions: "APN based congestion control" and "General NAS level Mobility Management control".
The use of the APN based congestion control is for avoiding and handling of EMM and ESM signalling congestion associated with UEs with a particular APN. Both UEs and network shall support the functions to provide APN based EMM and ESM congestion control.
The MME may detect the NAS signalling congestion associated with the APN and start and stop performing the APN based congestion control based on criteria such as:
-	Maximum number of active EPS bearers per APN;
-	Maximum rate of EPS Bearer activations per APN;
-	One or multiple PDN GWs of an APN are not reachable or indicated congestion to the MME;
-	Maximum rate of MM signalling requests associated with the devices with a particular subscribed APN; and/or
-	Setting in network management;
- 	UE location verification for satellite access is ongoing, as described in clause 5.4.11.4.
The MME may detect the NAS signalling congestion associated with the UEs belonging to a particular group. The MME may start and stop performing the group specific NAS level congestion control based on criteria such as:
-	Maximum rate of MM and SM signalling requests associated with the devices of a particular group; and/or
-	Setting in network management.
The MME may detect the NAS signalling congestion associated with the UEs that belong to a particular group and are subscribed to a particular APN. The MME may start and stop performing the APN and group specific NAS level congestion control based on criteria such as:
-	Maximum number of active EPS bearers per group and APN;
-	Maximum rate of MM and SM signalling requests associated with the devices of a particular group and a particular subscribed APN; and/or
-	Setting in network management.
The MME should not apply NAS level congestion control for high priority access and emergency services.
With General NAS level Mobility Management control, the MME may also use the reject of NAS level Mobility Management signalling requests under general congestion conditions such as detecting congestion of one or several DCNs in an MME serving multiple DCNs.
In addition, for UEs that don't support the Service Gap Control feature (see clause 4.3.17.9), the MME may return a Mobility Management back-off timer to the UE in responses to requests where the intention is to send MO data or re-attach with PDN connectivity when the Service gap timer for the UE is running at the MME.

**** Next Change ****
4.3.7.4.2.7	Control Plane data specific NAS level congestion control
Under overload conditions the MME may restrict requests from UEs for data transmission via Control Plane CIoT EPS Optimisation. A Control Plane data back-off timer may be returned by the MME (e.g.in Attach/TAU/RAU Accept messages, Service Reject message or Service Accept message). While the Control Plane data back-off timer is running, the UE shall not initiate any data transfer via Control Plane CIoT EPS Optimisation, i.e. the UE shall not send any Control Plane Service Request with ESM Data Transport message as defined in TS 24.301 [46]. The MME shall store the Control Plane data back-off timer per UE and shall reject any further request (other than exception reporting and a response to paging) for data transmission via Control Plane Service Request from that UE while the Control Plane data back-off timer is still running.
The MME may also provide a Control Plane data back-off timer to the UE during location verification for satellite access, as described in clause 4.13.4.
NOTE 1:	The Control Plane data back-off timer does not affect any other mobility management or session management procedure.
NOTE 2:	The Control Plane data back-off timer does not apply to user plane data communication.
If the UE is allowed to send exception reporting, the UE may initiate Control Plane Service Request for exception reporting even if Control Plane data back-off timer is running.
The UE may respond with Control Plane Service Request without ESM Data Transport to a paging even if the Control Plane data back-off timer is running.
If the MME receives a Control Plane Service Request in reponse to paging, and the MME has a Control Plane data back-off timer running for the UE, and the MME is not overloaded, and MME decides to accept the Control Plane Service Request, then the MME shall respond with Service Accept message without the Control Plane data back-off timer and stop the Control Plane data back-off timer. If the UE receives a Service Accept message without the Control Plane data back-off timer from the MME while the Control Plane data back-off timer is running, the UE shall stop the Control Plane data back-off timer. The Control Plane data back-off timer in the UE and the MME is stopped at PLMN change.
If the MME receives a Control Plane Service Request with ESM Data Transport message, and decides to send the UE a Control Plane data back-off timer, the MME may decide to process the Control Plane Service Request with ESM Data Transport message, i.e. decrypt and forward the data payload, or not based on the following:
-	If the UE has additionally indicated in a NAS Release Assistance Information in the NAS PDU that no further Uplink or Downlink Data transmissions are expected, then the MME may process (integrity check/decipher/forward) the received Control Plane data packet, and send SERVICE ACCEPT to the UE with Control Plane data back-off timer. The UE interprets this as successful transmission of the Control Plane data packet and starts the Control Plane data back-off timer.
-	For all other cases, the MME may decide to not process the received control plane data packet and sends SERVICE REJECT to the UE with Control Plane data back-off timer. The UE interprets this indication as unsuccessful delivery of the control plane data packet and starts the Control Plane data back-off timer. Then MME may take into consideration whether the PDN Connection is set to Control Plane only to make the decision whether to reject the packet and send SERVICE REJECT or move the PDN connection to user plane and process the data packet.
-	Alternatively, if UE has not provided in the in Control Plane service request the NAS Release Assistance Information, and the EPS bearer belongs to a PDN connection not set to Control Plane only, and UE supports User Plane CIoT Optimisation (or legacy S1-U), then the MME may initiate establishment of S1-U bearer during Data Transport in Control Plane CIoT EPS Optimisation (according to the procedure defined in clause 5.3.4B.4). In this case MME may also return a Control Plane data back-off timer within the NAS message.
The MME only includes the Control Plane data back-off timer if the UE has indicated support for Control Plane data back-off timer in the Attach/TAU/RAU request.
NOTE 3:	If the MME is overloaded or close to overload, but the UE has not indicated support for Control Plane data back-off timer, the MME can use other overload control mechanisms, e.g. mobility management back-off timer or use user plane data communication.

**** Next Change ****

[bookmark: _Toc153796062]4.13.4	Verification of UE location
In order to ensure that the regulatory requirements are met, the network may be configured to enforce that the selected PLMN is allowed to operate in the current UE location by verifying the UE location during EMM and ESM procedures. In this case, when the MME receives the User Location Information (ULI) for a UE using satellite access for Cellular IoT, the MME may decide to verify the UE location.
If the MME determines based on the Selected PLMN ID and the identity of the cell serving this UE that it is not allowed to operate at the present UE location the MME should reject any NAS request with a suitable Cause value. If the UE is already registered to the network when the MME determines that the UE is not allowed to operate at the present UE location, the MME may initiate an explicit detach of the UE. The MME should not reject the request or detach the UE unless it has sufficiently accurate UE location information to determine that the UE is located in a geographical area where the PLMN is not allowed to operate.
NOTE 1:	The area where the PLMN is allowed to operate can be determined based on local regulations and licensing conditions.
If the MME is not able to determine the UE location with sufficient accuracy to make a decision or if the received ULI is not sufficiently reliable, the MME proceeds with the Mobility Management or Session Management procedure and may initiate UE location procedure after the Mobility Management or Session Management procedure is complete, as specified in clause 9.1.17 of TS 23.271 [57], to determine the UE location. The MME shall be prepared to detach the UE if the information received from the E SMLC indicates that the UE is registered to a PLMN that is not allowed to operate in the UE location. In case of a NAS procedure, the MME should either reject any NAS request targeted towards a PLMN that is not allowed to operate in the known UE location and indicate a suitable cause value, or accept the NAS procedure and initiate the Detach procedure once the UE location is known. In the Detach Request message to the UE, the MME shall include a suitable cause value.
In order to ensure that the regulatory requirements are met, based on operator configuration, the MME may prevent the UE from accessing certain services while location determination is ongoing. In this case the MME discards UL/DL Session Management Requests and other UL/DL NAS messages (e.g. SMS) that should not be allowed while the UE location is not known to sufficient acuracy. During the Attach, TAU or UE-triggered Service Request procedure, the MME also ignores any request to activate user plane connection from the UE. The MME may also provide a back-off time to the UE, e.g. as described for APN based congestion control in clause 4.3.7.2.4.1 or Control Plane data back-off timer in clause 4.2.7.4.2.7. In case of network-triggered Service Request to activate a user plane connection, the MME silently discards the message from SGW or replies to SGW indicating that the UE is not reachable, as described in clause 5.3.4.3. In case extended buffering is supported the MME may indicate an DL Buffering Duration time to PDN GW, as described in clause 5.3.4.3.
NOTE 2: 	In order to ensure that LPP messages can be handled during location verification, the MME cannot use the general Mobility Management back-off time.


**** End of Changes ****
