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1. Introduction
This solution addresses key issue on identifying the Human User of a Subscription and usage of User Identifiers.
2. Text Proposal
It is proposed to capture the following changes in TR 23.700-32.
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[bookmark: _Toc23326075][bookmark: _Toc23326573][bookmark: OLE_LINK3][bookmark: OLE_LINK1]6.X	Solution #X: <Solution Title> Configuration and Usage of User Identifiers
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Editor's note: This clause lists the key issue(s) addressed by this solution.
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	<Key Issue #1>
	<Key Issue #2>
	<Key Issue #3>
	<Key Issue #4>

	#X
	√
	√
	
	



6.X.2	Description
Editor's note: This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details. 
This solution addresses key issue #1 “Identifying the Human User of a Subscription”, including what information is stored as part of the User Identity profile and how User Identity Profiles are configured, stored, and updated.
Additionally, this solution also addresses key issue #2 “Authentication and Authorization of Users and Restrictions on Users”. In the architectural assumptions, there is a restriction about the usage of user identify that when the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time. Therefore, it’s proposed that the UE and network may store the SUPI/User identify status. When a UE with a User ID is provided for service, the SUPI/User identify status shall be marked as “active”, and the service request should be rejected from the UE with other User ID. 
About how the User ID is assigned, two possible options are assumed:
Option A: A specific type of SUPI (User ID type of SUPI) is assigned, which could include the User ID information. When a UE requests service with the specific type of SUPI, the network can identify the User ID and provide differentiated service for the related User ID.
Pros: the current N2 and NAS interface need not be enhanced.
Cons: A new type of SUPI is introduced.
Option B: Introduce a new type of parameter identifying the User ID. When a UE requests a User ID related service, the UE shall provide SUPI and User ID to network.
Pros: compared with option A, the specific assignment of SUPI is not needed.
Cons: The current N2 and NAS interface need be enhanced. And the PDU session establishment/modification procedure may also be enhanced.
Editor's note: the detail of how to assign the User ID is defined in TS 23.003.
[bookmark: _Toc23326078][bookmark: _Toc23326576]6.X.3	Procedures
[bookmark: OLE_LINK16]Editor's note: This clause describes high-level procedures and information flows for the solution.

The figure 6.X.3-1 below shows a high-level flow of the actions needed for Configuration and Usage of User Identifiers. 


Figure 6.X.3-1: high-level flow of Configuration and Usage of User Identifiers
The procedure includes the following steps:
1A: The UE is pre-configured with UIA info, which may include SUPI, the User ID(s) list associated with the SUPI, the related credential(s) used for identity authentication, SUPI/User identify status, and so on. The user is assumed to be uniquely identifiable with SUPI and a User ID or User ID tpye of SUPI, and the User ID may be a host ID(the User ID is allocated by 5GC) or User ID@AAA-server-name(the User ID is allocated by AAA sever).
1B: The network (e.g. UDM or UDR) may be pre-configured/stored with UIA profile per SUPI, which may include SUPI, the User ID(s) list associated with the SUPI, subscribed QoS info, SUPI/User identify status, and so on.
2: When UIA info is updated, the network can update the UIA info during registration procedure or UE parameters Update procedure. The application layer approach, which may be alternative, is out of 3GPP scope.
3: When a user requests service, the associated UE may send the PDU session related request message to network including the SUPI and User ID or User ID tpye of SUPI, which may be PDU session establishment/modification request.
4: During the PDU session establishment/modification procedure, the SMF may trigger the Secondary authentication using pre-configured credentials: When the UE requests the service with SUPI+User ID or User ID tpye of SUPI, the network may trigger secondary authentication, the UE uses pre-configured credentials to process the authentication.
5: When the SUPI+User ID or User ID tpye of SUPI has completed the authentication, the network enables the connectivity between UE and DN. Meanwhile, the network(e.g. UDM) shall mark the SUPI/User identify status as “active”, since only a single user identifier is active with a UE subscription at a given time when the user identifier applies to a human, the service request from the UE(SUPI) with other User ID should be rejected. 
6: The SUPI/User identify status may be synchronized to other NF(e.g. AMF, SMF) and UE. When a SUPI/User identify status is marked as “active”, the UE should not initiate the service for the other User ID, and the AMF should reject the the service for the UE(i.e. SUPI) with other User ID.
7: The UE transmits the data with connectivity between UE and DN.
8: When the connectivity between UE and DN is released, for example, the UE is de-registered or the PDU session is released, the network shall mark the SUPI/User identify status as “inactive”, which means for the UE(SUPI) there is no User ID is being served. 
Furthermore, to avoid the service failure for the other User ID due to the connectivity for the serving User ID not release in time, the network may set a timer for each User ID, the timer may be same or not same for all the User ID. When the time expires, the network triggers to release the connectivity for the serving User ID, so that the UE with other User ID can be served.
9: The SUPI/User identify status should be synchronized to other NF(e.g. AMF, SMF) and UE. When a SUPI/User identify status is marked as “inactive”, the UE can initiate the service for any User ID, and the AMF can accept the service for the UE with User ID.
[bookmark: _Toc157692402]6.X.4	Impacts on services, entities and interfaces
Editor's note: This clause captures impacts on existing 3GPP nodes and functional elements.
UE impacts:
-	The UE is pre-configured/updated with UIA info, which may include SUPI, the User ID(s) list associated with the SUPI, the related credential(s) used for identity authentication, SUPI/User identify status, and so on.
-	The UE supports the User ID tpye of SUPI.
-	Possible impact on authentication method (to be confirmed by SA WG3).
AMF impacts:
-	Possible impact to store SUPI/User identify status and based on the status to accept or reject the UE’s request.
SMF impacts:
-	Possible impact to store SUPI/User identify status and based on the status to accept or reject the UE’s request.
-	(If the User ID is assigned with Option B) Possible impact to the PDU session establishment/modification procedure based on the SUPI+User ID.
UDM/UDR impacts:
-	The UDM may be pre-configured/stored with UIA profile per SUPI, which may include SUPI, the User ID(s) list associated with the SUPI, subscribed QoS info, SUPI/User identify status, and so on.
-	The UDM switches the SUPI/User identify status based on whether the User ID related a SUPI is served or the timer of serving for a UE with User ID.
* * * * End of changes * * * *
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