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[bookmark: _Toc462478989][bookmark: _Hlk146818774]Abstract of the contribution: This paper proposes to update solution #10 for MoQ introduction during PDU Session establishment procedure.
1	Discussion
[bookmark: _GoBack]Solution #10 proposed a solution for identifying PDU Set information from encrypted traffic based on the Media over QUIC (MoQ). 
In step 0, the QUIC connection has established between UE and AF/AS, which should be clarified how the QUIC connection establishment is performed when UPF acts as an MoQ relay. This paper proposes a QUIC connection establishment procedure during PDU Session establishment.
In addition, the format of OBJECT message has been updated in MoQT[9], which is updated accordingly in this paper. 
2	Proposal
It is proposed to adopt the following changes into TR 23.700-70.
[bookmark: startOfAnnexes][bookmark: _Toc500949097][bookmark: _Toc93070684][bookmark: _Toc92875660]		* * * * 1st Change (revision marked) * * * *	
[bookmark: _Toc157745615][bookmark: _Toc92875663][bookmark: _Toc500949101][bookmark: _Toc93070687]6.10	Solution #10: PDU Set information identification based on MoQ
[bookmark: _Toc157745616]6.10.1	Key Issue mapping
This solution addresses the Key issue #2 to Support PDU Set information identification for end-to-end encrypted XRM traffic. 
[bookmark: _Toc157745617]6.10.2	Description
QUIC is a UDP-based, stream-multiplexing, encrypted transport protocol that is widely accepted. However, QUIC natively integrates TLS encryption technology, making it difficult for the network intermediate node to identify the application layer information such as PDU Set information.
Media over QUIC (MoQ) develops a simple low-latency media delivery solution for ingest and distribution of media. MoQ focuses on building protocol mechanisms for publication of media and means to identify and receive the media, which can be used over raw QUIC or WebTransport. MoQ specifies a simple method for clients to authenticate to the relay or server to transmit or receive media.
The basic data element of MOQT is an object. An object is an addressable unit whose payload is a sequence of bytes. Objects are comprised of two parts: metadata and a payload. The format of the MOQT OBJECT_STREAM message is as follows:

[image: ]
-	Subscribe ID: The subscription identifier that is unique within the session.
-	Track AliasID: A session specific identifier for the track, which identifies the Track Namespace and Track Name. Messages that reference a track, such as OBJECT, reference this Track Alias instead of the Track Name and Track Namespace to reduce overhead. The track identifier obtained as part of subscription and/or publish control message exchanges.
-	Group SequenceID: The object is a member of the indicated group ID within the track.
-	Object Sequence: The order of the object within the group. The sequence starts at 0, increasing sequentially for each object within the group.
-	Object Send Order: An integer indicating the object send order or priority value.
-	Object Payload Length: The length of the following Object Payload. If this field is absent, the object payload continues to the end of the stream.
-	Object Payload: An opaque payload intended for the consumer and SHOULD NOT be processed by a relay.

[bookmark: _MON_1768314051]

The metadata is never encrypted and is always visible to relays. So, the PDU-set related information could be identified in the relay (i.e. the UPF).
This paper proposes a solution for identifying PDU Set information from encrypted traffic based on the MoQ. In this solution, UPF acting as a relay node could identify the PDU Set information and place it in MoQ metadata/GTP header.
The solution is based on the existing PDU Session Establishment/ modification with the following enhancement:
AF:	Provide Encrypted Traffic Handling Assistance Information along with the Protocol description.
PCF:	Determine PCC Rules based on Encrypted Traffic Handling Assistance Information and the Protocol description.
SMF:	Provide N4 rule to activate the MoQ relay functionality of UPF.
UPF:	Identify the PDU set information based on MoQ metadata. Maintain two QUIC connections (i.e. one between the UE and UPF, another one between the UPF and the AS) for one QoS flow.
UE:	Support the QUIC/MoQ connection establishment with UPF.
Editor's note: It is FFS how the PDU set information (e.g. PDU Sequence Number within a PDU Set) can be supported by MoQ.
6.10.3	Procedures
6.10.3.1	Procedure of MoQ introduction during PDU Session establishment
This procedure is used for QUIC connection establishment between UE and AF/AS during PDU Session establishment. 
UE
(R)AN
AMF
UPF
AF/AS
SMF
PCF/NEF
1. PDU Session Establishment Request

2. AMF performs SMF selection and invokes SMF to create SM context

8. AMF sends the NAS message containing  MoQ relay address to the UE, and receives the N2 PDU Session Response

9. QUIC connection establishment

4. UPF selection

5. N4 Session Establishment/Modification Request

6. N4 Session Establishment/Modification Response
7. Namf_Communication_N1N2MessageTransfer

3. SMF may perform an SM Policy Association Establishment procedure
0. N4 Association is setup between UPF and SMF

Figure 6.10.3-1: QUIC connection establishment during PDU Session establishment
0.	The N4 Association is setup between the SMF and the UPF, and the UPF supported functionalities containing MoQ relay capability and media content information (e.g. Track namespace, Track Alias) are provided to the SMF.
1.	The UE initiates the UE Requested PDU Session Establishment procedure by the transmission of a NAS message containing a PDU Session Establishment Request within the N1 SM container. The MoQ supporting capability is indicated by the UE in 5GSM Core Network Capability.
2.	The AMF selects an SMF and invokes the Nsmf_PDUSession_CreateSMContext Request. The AMF forwards the PDU Session ID together with the N1 SM container containing the MoQ supporting capability received from the UE.
3.	The SMF may perform an SM Policy Association Establishment procedure to establish an SM Policy Association with the PCF and get the PCC Rules for the PDU Session.
4.	If the MoQ supporting capability is provided by the UE, the SMF will perform UPF selection considering the following parameter(s) and information:
-	MoQ relay capability of the UPF;
-	Media content information stored in the UPF.
5-6. SMF initiates an N4 Session Establishment/Modification procedure with the selected UPF, and indicates UPF to report the MoQ Relay address (maybe the same as UPF address). And then UPF sends the N4 Session Establishment/Modification response containing the MoQ Relay address to SMF.
7.	The SMF includes the MoQ Relay address in N1 SM container that AMF shall provide to the UE.
8.	The AMF sends the NAS message containing PDU Session ID and PDU Session Establishment Accept to the UE, with the N1 SM container containing the MoQ Relay address to the UE.
9.	The UE will initiate the QUIC connection establishment with the UPF according to the MoQ Relay address received from network. And the UPF triggers the connection establishment with the AF/AS, which is based on the mechanism defined in MoQT [9].

6.10.3.2	Procedure of MoQ introduction after PDU Session establishment
The procedures is used for AF requested encrypted traffic handling, and the QUIC connection may or may not be established between the UE and the AF. The network could help to identify the PDU set information based on the AF provided assistance information.


Figure 6.10.3-21: PDU Set information identification based on MoQ
0.	A PDU session has been established between the UE and UPF. A QUIC connection has been established between the UE and AS.
1.	The AF/AS may provide Encrypted Traffic Handling Assistance Information (ETHAI) along with the Protocol Description to the NEF/PCF, the ETHAI includes the MoQ relay support indication along with one or more URI of AS, UE GPSI. Those information can be provided via AF triggered traffic influence procedure.
2.	The PCF generates PCC rules based on the AF provided ETHAI and Protocol Description, and sends the PCC rules to the SMF.
3.	If the PCC rules indicate the MoQ relay support, the SMF generates the N4 rules containing the Protocol Description information and ETHAI. The SMF sends the N4 rules to the UPF and requests the UPF to activate the MoQ relay functionality.
4.	Then the UPF triggers the connection(s) establishment with the UE identified by the UE IP address. And the UPF triggers the connection establishment with the AS identified by the URI. Alternatively, the UPF may trigger the UE and AF to initiate the MoQ connection establishment, by sending the UPF's URI with a "moq" scheme.
5.	Upon successfully established the connections, the UPF sends the N4 modification response to SMF.
6.	The SMF sends the response of the MoQ relay support to AF via PCF/NEF.
7.	For the downlink direction, the PSA UPF identifies PDU Set information from MoQ metadata, and sends the PDU Set information in the GTP-U header to RAN.The PDU Set Information can be extracted from the metadata as following:
-	The PDU Set Sequence Number could be extracted from Object Sequence.
-	Indication of End PDU of the PDU Set could be identified based on the Payload Length.
-	PDU Set Size in bytes could be identified based on Object Payload Length.
-	PDU Set Importance could be identified based on Object Object Send Order.
[bookmark: _Toc92875664][bookmark: _Toc510604409][bookmark: _Toc326248711][bookmark: _Toc93070688]6.10.4	Impacts on services, entities and interfaces
AF
- 	Provide Encrypted Traffic Handling Assistance Information along with the Protocol description.
PCF 
- 	Determine PCC Rules based on Encrypted Traffic Handling Assistance Information and the Protocol Description.
SMF
- 	Provide N4 rule to activate the MoQ relay functionality of UPF.
- 	Perfom UPF selection considering the MoQ relay capability and media content information.
UPF
- 	Identify the PDU set information based on MoQ metadata.
-	Maintain two QUIC connections(i.e., one between the UE and UPF, another one between the UPF and the AS) for one QoS flow.
UE 
- 	Support the QUIC/MoQ connection establishment with UPF.

* * * * End of Changes * * * *
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[image: image1.png]The format of the OBJECT message is as follows:

OBJECT Message {
Track ID (i),
Group Sequence (i),
Object Sequence (1),
Object Send Order (i),
[Object Payload Length (i), ]
Object Payload (b),
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Figure 4: MOQT OBJECT Message
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