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Abstract of the contribution: This contribution proposes the solution for supporting of Store and Forward Satellite operation. 
1 Discussion
TR23.700-29 has proposed the KI#2 that support of Store and Forward Satellite operation. 
Considering S&F Satellite operation is especially suited for delivering delay-tolerant/non-real-time satellite services (i.e. CIoT/MTC, SMS), this solution shows how to enable S&F Satellite operation for CIoT CP Optimizations.
2 Proposal
It is proposed to add the following candidate solution to TR 23.700-29.
******************** 1st Change ********************
6.0
Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues

	
	Key Issues

	Solutions
	1
	2
	3
	

	x
	
	x
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


******************** 2nd Change ********************
6.x
Solution for KI#2: Support of Store and Forward Satellite operation for small data transmission

6.x.1
Description

6.x.1.1
General 

This solution resolves KI#2 to support Store and Forward Satellite operation for small data transmission.

Since the UE-satellite-ground network connectivity is intermittent for the Store and Forward Satellite Operation, the UE's initial attach cannot be completed at one time when the UE is in the coverage of the satellite, if the satellite does not support authentication and security procedures towards the UE, i.e. several rounds of interactions between the UE and satellite and between the satellite and the ground network are required in order to perform the authentication and security procedures as specified in clause 5.3.10 of TS 23.401 [5]. However, for reason of the information security and the complexity of the network operation, it’s infeasible to store and maintain all the subscription information on the satellite. To speed up the Attach procedures, it is proposed to store the part of subscription information in UE individually and the on-board core network elements can perform some of the authentication and security procedures to complete the initial attach procedure once when the UE is in the coverage of the satellite. 
During CIoT MO data transmission procedure, the data is contained in the NAS message (i.e. Service Request message) which is forwarded transparently by the eNB on board the satellite towards the satellite MME. As specified in clause 5.3.4B.1 of TS 23.401 [5], the data transport in Control Plane CIoT EPS Optimisation is accomplished by using the NAS transport capabilities of RRC and S1-AP protocols and the data transport of GTP-u tunnels between MME and S-GW and between S-GW and P-GW. Therefore, a S-GW deployed on the satellite is proposed to support store and forward the data on the satellite. 

For Non-IP connection, the data transport in Control Plane CIoT EPS Optimisation is provided by via the MME with the SCEF. As specified in clause 4.5.14 of TS 23.682 [7], the SCEF may perform buffering of MO and/or MT Non-IP data, and neither the MME/SGSN nor the IWK-SCEF are expected to buffer data pertinent to PDN connection to the SCEF. So, a SCEF deployed on the satellite is proposed to buffer the data to support the Non-IP data delivery (NIDD).

NOTE:
The detailed procedure for the authentication and security procedures performed between the UE and the on-board network elements is be defined by SA3.
Editor's note:
This solution only supports to access one satellite 
6.x.1.2
Reference Architecture 

In order to support Store and Forward Satellite operation for small data transmission, the following figure shows the high level reference architecture:


[image: image1.emf]UE

S-eNB

S-MME

CIoT 

services(SCS/AS)

L

T

E

-

U

u

S1-U

Satellite

S

5

o

v

e

r

 

F

e

e

d

e

r

 

l

i

n

k

S-S-GW

SFCF

HSS

NTN-

gateway

EPC

S11

S1-MME

SFa

S-SCEF T6a

S

6

t

/

T

8

 

o

v

e

r

 

F

e

e

d

e

r

 

l

i

n

k

P-GW

SGi

S

6

a

 

o

v

e

r

 

F

e

e

d

e

r

 

l

i

n

k

T8


Figure 6.x.1.2 – Reference Architecture for support of Store and Forward Satellite operation for small data transmission 
The core network elements/functions to be deployed on board the satellite include:

-
SFCF(S&F control function): A new entity/function responsible for caching S&F UE subscription information, and executing security related operations.
-
S-MME(Satellite Mobility Management Entity): A MME on-board satellite that not only supports the feature of Control Plane CIoT EPS Optimisation as specified in TS 23.401 [5], but also supports the determination of S&F data retention period ; 
-
S-S-GW(Satellite Serving Gateway): A SGW that is not only able to store S&F user data as defined in the feature of Control Plane CIoT EPS Optimisation, but also supports S&F data storage quota enforcement, retention period execution, and the management of timers for S&F data storage;

-
S-SCEF(Service Capability Exposure Function): A SCEF that is not only able to store S&F user data for Non-IP Data Delivery as specified in the TS 23.682 [7], but also supports S&F data storage quota enforcement, retention period execution, and the management of timers for S&F data storage;

NOTE: 
The on-board network elements can be one or more components. The functions of the SFCF can also be part of the S-MME.
The enhancement of core network functions deployed on the ground include:

-
HSS: S&F UE subscription information preparation;

-
P-GW: identifying the satellite for MT data delivery.

The following reference points are proposed:

SFa: Reference point used between SFCF and the S-MME in the satellite.
6.x.1.3
UE Authentication for S&F and Parameter Negotiation

In order to authenticate UE without contacting HSS on the ground, this solution proposes to pre-store ciphered UE subscription information for S&F operation in the UE side (USIM), and upload such ciphered UE subscription information to the SFCF during the initial attach procedure. When the SFCF receives the ciphered UE subscription information, it can decrypt it and obtain the UE subscription information for S&F operation. Thereafter, the SFCF can authenticate the UE based on the UE subscription information for S&F operation.

HSS on the ground is responsible for generating the ciphered UE subscription information for S&F operation which could be pre-configured in the USIM. The HSS also provides the SFCF on the satellite the key materials to decrypt and verify UE subscription information for S&F operation.
NOTE:
It is out of 3GPP scope how the HSS on the ground provides the key materials to SFCFs onboard.
When the UE is attaching to the S-MME for S&F operation, it includes the ciphered UE subscription information for S&F operation. The S-MME will send an authentication request to the SFCF together with the ciphered UE subscription information, and get the authentication result from the SFCF. If the UE authentication successes, the S-MME will determine the S&F data retention period based on the satellite coverage available information and indicate it to the UE.

6.x.1.4
Storing and Forwarding MO Data

A UE can send the MO data to the serving satellite after successful attach. The MO data can be stored in the S-GW or SCEF. The S-GW or SCEF may start the S&F data storage timer which is determined based on satellite ephemeris information and satellite storage quota, so that the S-GW or SCEF can recycle the satellite storage after the S&F data storage timer expires.

After the UE complete the MO data transmission, it either initiates a detach or TAU/RAU procedure if UE wants to use the PSM and request the Periodic TAU/RAU Timer, or sends a data transmission completion notification to the S-MME, which may trigger a MME-initiated detach procedure. If the UE doesn’t complete the MO data transmission before the serving satellite flies away, it can access another satellite supporting S&F operation, and send the remaining MO data.

The S-S-GW or S-SCEF storing MO data will forward the stored data to the corresponding server on the ground once a S5 or T8 interface over feeder link is available. The S-S-GW or S-SCEF detects the S5 or T8 interface available based on satellite internal implementation. The SCEF may receive a data transmission completion notification from the S&F server and stop the S&F data storage timer; otherwise, it should consider the data forwarding fails, and notify the MME of the failure.
6.x.1.5
Storing and Forwarding MT Data

When the P-GW/NTN gateway receives a notification for UE’s downlink data packet from the server, it has to obtain the UE location to determine which satellite is serving that UE. 
NOTE:
It is FFS how the P-GW/NTN gateway obtains the UE location.
When the feeder link of that satellite is available, the P-GW/NTN gateway forwards the downlink data notification to the S-S-GW/S-SCEF. The S-S-GW sends Downlink Data Notification ACK including S&F data storage quota to the P-GW. Then, the S-S-GW receives and stores the data. 

The S-MME will wait for UE resuming the connection by TAU procedure (e.g. after the Periodic TAU/RAU Timer of PSM expires, or return to the satellite’s coverage) or re-attach procedure for MT data transfer.

6.x.2
Procedures

6.x.2.1
Attach with MO data transmission
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Figure 6.x.2-1: Initial attach and MO data transmission for CIoT under S&F Satellite Operation
0a.
The HSS provides S&F UE subscription information key materials to the SFCF. The UE stores ciphered S&F UE subscription information.
NOTE:
The HSS provisioning of S&F UE subscription information key materials to SFCF and S&F UE subscription information to UE is dependent on SA3 and CT6.
0b. When the UE is in the satellite coverage, the UE receives the broadcast message from a satellite eNB, which indicates storage and forwarding mode and/or satellite ID. The UE can, based on its policies, decide to access this network or other networks not in S&F mode at that time.
1.
The UE initiates the Attach procedure to the eNodeB with an Attach Request including the support of storage and forwarding, ciphered UE subscription information and expected S&F data storage quota. The UE also indicates its support of the Control plane CIoT EPS Optimisations. 
2.
According to the attach request, the S-MME sends an authentication request to the SFCF together with the ciphered UE subscription information, and get the authentication result from the SFCF. Then, the S-MME performs authentication and setups NAS security.
3.
The S-MME obtains the UE location to verify and determines whether the PLMN is allowed to operate at the UE location as specified in the TS 23.401[5].
4.
If Control Plane CIoT EPS Optimisation applies, the S-MME sends Create Session Request (Support of Storage and forwarding, expected S&F data storage quota) to S-S-GW. For PDN type "non-IP" when Control Plane CIoT EPS Optimisations are enabled for the UE, the S-MME establishes a connection to the S-SCEF as specified in the TS 23.682 [7]. 

5.
The S-S-GW returns a Create Session Response (determined S&F data storage quota) message to the S-MME. For PDN type "non-IP", the S-SCEF address indicated in subscription data as specified in the TS 23.682 [7].
6.
The S-MME determines the S&F data retention period based on the satellite coverage availability information.
7.
The S-MME sends Attach Accept to UE which may include satellite ID, S&F data retention period, determined S&F data storage quota.
8.
RRC connection configuration and attach complete as specified in the TS 23.401 [5].
9.
The UE may send data that meets the S&F data storage quota to S-S-GW/S-SCEF.
10.
The S-S-GW/S-SCEF stores data. The S-GW/SCEF may also start the S&F data storage timer.
11.
When the feeder link is available, based on the internal implementation of satellites, the S-S-GW/S-SCEF can have a connection with the ground CN functions. 
12.
The S-S-GW/S-SCEF forward the data to the ground server
Editor's note:
It is FFS how to support the roaming scenarios.
6.x.2.2
Tracking Area Update with MO/MT data transmission

According to the reference architecture, UE may trigger tracking area update procedures the same as the satellite access and discontinuous coverage conditions for Cellular IoT as specified in the clause 5.3.3.0 of TS 23.401 [5].

Moreover, after the UE complete the data transmission and if it wants to use the PSM, it may also trigger a tracking area update procedure to request a Periodic TAU/RAU Timer value during TAU procedures as specified in the clause 4.5.4 of TS 23.682 [7].

6.x.2.3
Service Request for MO Data transmission
Figure 6.x.2-3 shows the procedure for Mobile Originated Data Transport in Control Plane CIoT EPS Optimisation for Store and Forward Operation.
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Figure 6.x.2-3: MO Data transport in Control Plane CIoT EPS Optimisation for Store and Forward Operation
1.
The UE has registered with the network.
2.
The UE sends data to the S-S-GW/S-SCEF.
3.
The S-GW/SCEF stores data. The S-S-GW/S-SCEF may also start the S&F data storage timer.
4a.
If the UE has completed the MO data transmission, it may initiate a detach procedures and the network release the session as specified in the TS 23.401 [5]. Or the UE may initiate TAU procedures and negotiate the Periodic TAU/RAU Timer value with the network to use PSM. Or the UE may send data transmission completion notification to the S-MME, which may initiate the detach procedures. 

4b.
If the UE doesn’t complete the MO data transmission, it may store the data and access another satellite supporting S&F operation, and send the remaining MO data.
5. 
When the feeder link is available, based on the internal implementation of satellites, S-S-GW or S-SCEF knows that the S5 or T8 interface is available, and forwards data to the corresponding server on the ground.

6a.
If the data is fully transmitted from the S-S-GW/S-SCEF to the ground P-GW or server, the S-S-GW or S-SCEF may receive the data transmission completion notification from the P-GW or S&F server and stops the S&F data storage timer.

6b. If data transmission fails from the S-S-GW/S-SCEF to the ground P-GW or server, the S-S-GW or S-SCEF may receive a data transmission failure notification from the P-GW or S&F server, skip step 7 - 8. 

7. If the data is fully transmitted from the S-S-GW/S-SCEF to the ground P-GW or server, the S-S-GW or S-SCEF may send session release request to the P-GW or S&F server. 

8. The P-GW or S&F server may send session release response to the S-S-GW or S-SCEF. 

9a. The S-S-GW or S-SCEF sends session release response to S-MME if a session release response is received. 
9b.
If S-S-GW receives a data transmission failure notification in step 6b, it sends session release failure to S-MME due to data transmission failure/abnormality.
10a. S-MME deletes UE context after receiving session release response.

10b. S-MME keeps the UE context and notifies the UE of the abnormal cause received from S-S-GW or S-SCEF when the UE connects to the network next time.
6.x.3
Impacts on services, entities and interfaces
This solution impacts the following system entities.
HSS:

-
S&F UE subscription information preparation
S&F control function (SFCF):

-
Catch S&F UE subscription information
-
Execute security related operations
Satellite eNodeB(S-eNB): 

-
Broadcast Satellite ID and/or Storage and forwarding mode 
S&F UE:

-
Stores S&F UE subscription information
-
Reports Storage and forwarding support
-
Reports Expected S&F data storage quota
Satellite MME(S-MME)：

-
Determines S&F data retention period
Satellite S-GW(S-SGW): 

-
Determines S&F data storage quota
-
Control S&F data storage timer
Satellite SCEF(S-SCEF): 

-
Determines S&F data storage quota
-
Control S&F data storage timer
Ground P-GW: 

-
Identify the satellite for target UE to transfer MT data
******************** End of Change ********************
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