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Abstract of the contribution: It is proposed a new use case and corresponding key issue for NWDAF assisted in prevention and mitigation of signalling storm.
1. Discussion
[bookmark: _Hlk513714389]Introduction
This contribution proposes a new use case and corresponding key issue to address work task #3.2 of the FS_AIML_CN SID (SP-231800) approved at the SA #102 meeting.
· WT3: Study enhancements to support NWDAF-assisted policy control and address network abnormal behaviour
· WT3.2 – Study prediction, detection, prevention, and mitigation of network abnormal behaviours i.e. signalling storm with the assistance of NWDAF. 
NOTE 9: The study will focus primarily on existing enforcement mechanisms when available and identify new ones when no existing ones can be used.
NOTE 10: The study will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.
Use Case / Scenario for signalling storm
In some NB-IoT scenarios, NB-IoT devices in some area may be active at the same time so that a large amount of  registration transactions type signalling will rush into the network, which may cause signalling storm in that area during this period of time.  
Furthermore, some disallowed-accessing NB-IoT devices (e.g. devices in arrears) may be refused to provide service by the system server, accordingly, the PDU sessions of these devices will not be established successfully and the devices will be forced to go offline. However, the registration process of these disallowed-accessing NB-IoT devices is not affected based on current mechanism, so that these devices will attempt to repeat the registration transactions during this highly accessing time. The NB-IoT devices with this kind of behaviours will bring a large amount of invalid signalling to network and make the signalling storm serious enough to be potentially suspected as DDoS attack. 
In such case, NWDAF can provide some analytics on behaviours of NB-IoT devices and the network status within some area of interest to help network allocate different time period for registration transactions in batches of these NB-IoT devices, to avoid flooding signalling flood. In addition, NB-IoT devices with repeat registration transactions are able to be identified with the assistance of NWDAF and the network can take further action for these devices to prevent invalid registration attemptssignalling and mitigate a potential signalling storm that may potentially look like DDoS attack.
NWDAF has already provided some Analytics IDs related to abnormal behaviours and load status for network, e.g. “NF load information”, “Abnormal behaviour”, “Suspicions of DDoS attack”, "Session Management Congestion Control Experience", etc. in TS23.288[x] to assist in protecting the network from signalling storm and abnormal network functions from different aspects. However, the prevention of signalling storm caused by NB-IoT scenario with the assistance of NWDAF is not studied. Apparently, existing Analytics IDs are not enough for the network to handle athe signalling storm. Further investigation is required on how to prevent and mitigate signalling storm in NB-IoT scenario. 
This following aspects will be studied in this key issue:
- Identify the use case where the NWDAF can assist in prediction, detection, prevention, and mitigation of network abnormal behaviours i.e. signalling storm?
- Whether and how existing Analytics ID(s), or new Analytics ID(s) can be used to assist in prediction, detection, prevention, and mitigation of network abnormal behaviours i.e. signalling storm?
- What information should be collected as input and provided as output by NWDAF for these Analytics ID(s)?
- Which NF(s) can benefit from NWDAF to addressing signalling storm and how does the consumer NF(s) use these Analytics ID(s)?
2. Proposal
It is proposed to adopt the following text in TR 23.700-84.

* * * * Start of Change * * * *
5.1.y	Use Case #y: NWDAF assisted in signalling storm prevetion and mitigation
5.1.y.1	Description
In some NB-IoT scenarios, NB-IoT devices in some area may be active at the same time so that a large amount of registration transaction type signalling will rush into the network, which may cause signalling storm in that area during this period of time.  
Furthermore, some disallowed-accessing NB-IoT devices (e.g. devices in arrears) may be refused to provide service by the system server, accordingly, the PDU sessions of these devices will not be established successfully and the devices will be forced to go offline. However, the registration process of these disallowed-accessing NB-IoT devices is not affected based on current mechanism, so that these devices will attempt to repeat the registration transactions during this highly accessing time. The NB-IoT devices with this kind of behaviours will bring a large amount of invalid signalling to network and make the signalling storm serious e.g. potentially suspected as a DDoS attack. 
[bookmark: _GoBack]In such case, NWDAF can provide some analytics on behaviours of NB-IoT devices and the network status within some area of interest to help network allocate different time period for registration transactions in batches of these NB-IoT devices, to avoid signalling flood. In addition, NB-IoT devices with repeat registration transactions are able to be identified with the assistance of NWDAF and the network can take further action for these devices to prevent invalid registration attempts and mitigate a potential signalling storm e.g. potentially look like DDoS attack.
NWDAF has already provided some Analytics IDs related to abnormal behaviours and load status for network, e.g. “NF load information”, “Abnormal behaviour”, “Suspicions of DDoS attack”, "Session Management Congestion Control Experience", etc. in TS23.288[x] to assist in protecting the network from signalling storm and abnormal network functions from different aspects. However, the prevention of signalling storm caused by NB-IoT scenario with the assistance of NWDAF is not studied. Apparently, existing Analytics IDs may not be enough for the network to handle a signalling storm. Further investigation is required on how to prevent and mitigate signalling storm in NB-IoT scenario. 
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