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Abstract: It is proposed a new Key Issue for WT #3.2.   
1. Introduction/Discussion
Based on the last SA#102 Plenary meeting for approved R19 FS_AIML_CN (SP-231800), this paper proposes a KI related to WT3.2.
	- WT3: Study enhancements to support NWDAF-assisted policy control and address network abnormal behaviour
- WT3.1 – Study whether and what additionally needs to be supported in order to enhance 5GC NF operations (i.e. policy control and QoS) assisted by NWDAF. The work will firstly identify the specific use cases to be considered, in order to identify the appropriate scope. The work will analyse the result impacts on NWDAF (e.g. the need to understand specific NF functionality), and the compatibility of new solutions wrt existing analytics, in order to determine the need and benefits of new solutions. 
[bookmark: _Hlk155712548]- WT3.2 – Study prediction, detection, prevention, and mitigation of network abnormal behaviours i.e. signalling storm with the assistance of NWDAF.
NOTE I: The study will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.



Signalling storm will heavily consume network resources and result in  service outages. The signalling storm mitigation study is to leverage AI/ML Technology to mitigate network abnormal behaviours/signalling storm happened with the assistance of NWDAF. 
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-84.
[bookmark: _Toc519004414]* * * * First change * * * *All new
[bookmark: _Toc20300][bookmark: _Toc13499][bookmark: _Toc42778927][bookmark: _Toc43393004][bookmark: _Toc31296319][bookmark: _Toc31448644][bookmark: _Toc44004162][bookmark: _Toc50022216][bookmark: _Toc21835][bookmark: _Toc15756][bookmark: _Toc7522][bookmark: _Toc19029][bookmark: _Toc27948][bookmark: _Toc3806][bookmark: _Toc16652][bookmark: _Toc17871][bookmark: _Toc21435][bookmark: _Toc42769871][bookmark: _Toc50020943][bookmark: _Toc50021512][bookmark: _Toc4518][bookmark: _Toc25416943][bookmark: _Toc25417298][bookmark: _Toc31639120][bookmark: _Toc25740432][bookmark: _Toc25417765][bookmark: _Toc30155475][bookmark: _Toc30155595][bookmark: _Toc31360939][bookmark: _Toc50022865][bookmark: _Toc50309518][bookmark: _Toc50023450][bookmark: _Toc54769837][bookmark: _Toc54786152][bookmark: _Toc57641041][bookmark: _Toc59101394][bookmark: _Toc54779192][bookmark: _Toc57201003][bookmark: _Toc50579250]X.1	Key Issue #X: NWDAF enhancements to support network abnormal behaviours (i.e. Signalling storm) mitigation and prevention
[bookmark: _Toc25740433][bookmark: _Toc30155476][bookmark: _Toc30155596][bookmark: _Toc31448645][bookmark: _Toc25416944][bookmark: _Toc31639121][bookmark: _Toc31296320][bookmark: _Toc410][bookmark: _Toc25417766][bookmark: _Toc15442][bookmark: _Toc31360940][bookmark: _Toc25417299][bookmark: _Toc2494][bookmark: _Toc4260][bookmark: _Toc29592][bookmark: _Toc75][bookmark: _Toc42778928][bookmark: _Toc44004163][bookmark: _Toc50579251][bookmark: _Toc250][bookmark: _Toc2108][bookmark: _Toc5522][bookmark: _Toc20996][bookmark: _Toc24135][bookmark: _Toc50020944][bookmark: _Toc50022866][bookmark: _Toc50023451][bookmark: _Toc2202][bookmark: _Toc50021513][bookmark: _Toc42769872][bookmark: _Toc43393005][bookmark: _Toc50022217][bookmark: _Toc50309519][bookmark: _Toc54786153][bookmark: _Toc54769838][bookmark: _Toc54779193][bookmark: _Toc59101395][bookmark: _Toc57201004][bookmark: _Toc57641042]X.1.1	Description
This Key issue aims to provide solutions for prediction, detection, prevention, and mitigation of network abnormal behaviours, i.e. signalling storm, with the assistance of NWDAF. In particular, the following aspects shall will be addressed:
-   Identify scenarios that can result in a signalling storm situations ;  
-	-	Whether and how to detect or measure signalling storm with the assistance of NWDAF?	Comment by Nokia rev04: Redundant with text in the beginning of the description
· 
Whether and how existing Analytics IDs, or new Analytics ID(s) can be used to assist detection and prediction of signalling storm analytics?
· What input /output data needs to be collected/provided by the NWDAF to support network abnormal behaviours i.e. signalling storm mitigation and prevention?
· 
· 
· What information should be collected by the NWDAF for  Analytics IDs (e.g. user context, security context and session context)
· 
-  Whether and how to support  prevention and mitigation for the signalling storm with the assistance of NWDAF?

How to enhance the procedures among the related entities with the assistance of NWDAF to support prevention and mitigation for the signalling storm (e,g. NF discovery and (re)selection). 	Comment by Nokia rev04: Enumeration is too solution oriented.

 OAM enhancements are not in SA2 remit.
I tried to cover the aspect in a more general way in the new bullet I added instead above
NOTE 1: In terms of data access right, privacy and security improvement, cooperation with SA3 is needed.
NOTE 2:	The study of this key issue will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.


* * * * End of changes * * * *
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