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Abstract of the contribution: The contribution proposes a solution to KI#2: Support of Store and Forward Satellite operation
Introduction
This contribution proposes a solution for Attach procedure in EPC for KI#2: Support of Store and Forward Satellite operation.
Discussion
The architecture for the discontinuous coverage for the UE is specified in Rel-18 versions of TS 23.501 and 23.502 for 5GS and in TS 23.401 for EPS.
The main 5GS requirements are in TS 23.501 clause 5.4.13, where the UE and the AMF’s capabilities to determine the predicted UE out-of-coverage period(s) and to negotiate this between the UE and the AMF are specified. Similar procedures are specified for the EPS between the UE and the MME in TS 23.401. 
For EPC, the Attach procedure is specified in 23.401 clause 5.3.2.
Discontinuous ground station connectivity for satellites requires storage and forward operation where messages are buffered in the appropriate NF or network element on board the satellite for a period of time to wait for the NF or the network element to gain ground station connectivity.
The Attach procedure will include authentication, security mode and default PDN connection establishment procedure within it.
This proposal only intent to solve IoT NTN case as agreed to prioritize IoT NTN over NR NTN case. This proposal uses the architecture discussed in S2-2400317.
Proposal
A solution is proposed for KI#2 for incorporation in the FS_5GSAT_ARCH_Ph3 TR23.700-29.

*** Start of changes (all new text) ***
6.X	Solution #X: Attach Procedure in EPC for S&F scenario
[bookmark: _Toc97036719][bookmark: _Toc101526146][bookmark: _Toc104882844][bookmark: _Toc113425992][bookmark: _Toc117496417][bookmark: _Toc122517639]6.X.1	Key Issue mapping
This solution aims to the resolve the Key Issue #2, " Support of Store and Forward Satellite operation ".
[bookmark: _Toc97036720][bookmark: _Toc101526147][bookmark: _Toc104882845][bookmark: _Toc113425993][bookmark: _Toc117496418][bookmark: _Toc122517640]6.X.2	Description
As agreed in KI#2, The Store and Forward Satellite (S&F) operation in a EPC system with satellite access is intended to provide some level of communication service for UEs under satellite coverage with intermittent/temporary satellite connectivity (e.g. when the satellite is not connected via a feeder link or via ISL to the ground network) for delay-tolerant communication service.


Figure 6.X.2-1: Example of MME split architecture for Store and Forward operation
[bookmark: _Toc97036721][bookmark: _Toc101526148][bookmark: _Toc104882846][bookmark: _Toc113425994][bookmark: _Toc117496419][bookmark: _Toc122517641]In regenerative architecture, the RAN will be placed in a satellite. In the Store & Forward (S&F) scheme, the MME is at satellite will be responsible for providing Store and forward feature. MME in satellites are represented as MME-NT (non-terrestrial) in the above diagram. Let’s assume the time T1 is between 10:00 and 10:20 and T2 is between 10:40 and 11:00. The satellites will have ground station coverage when hovering over Rennes and Orleans but not when crossing Le Mans.
At time T1, the black satellite covers Le Mans, and the white satellite provides coverage to Rennes. At T2, the black satellite will be at Orleans and the white satellite will be covering Le Mans.
At time T3, the white satellite will sync up with the MME-T at Orleans.
6.X.3	Procedures
[bookmark: _Toc101526149][bookmark: _Toc104882847][bookmark: _Toc113425995][bookmark: _Toc117496420][bookmark: _Toc122517642]6.X.3.1	Attach Procedure in EPC in S&F scenario



Figure 7-2: Attach procedure in S&F
1.	A UE, camping on an E-UTRAN cell reads the related System Information Broadcast. If the UE can proceed to attach, it initiates the Attach procedure by the transmission, to the eNodeB, of an Attach Request (IMSI or old GUTI, Old GUTI type, last visited TAI (if available).
2.	The eNodeB(RAN-1) forwards the Attach Request message in a S1-MME control message (Initial UE message) towards MME-NT-1. In the case of satellite access for Cellular IoT, the MME-NT-1 may verify the UE location and determine whether the PLMN is allowed to operate at the UE location.
3.	If the MME-NT-1 is not in contact with the ground station when receiving a message in step2, MME-NT-1 shall store the attach request message and, generate a interim GUTI and send an new NAS clear text message towards UE asking to save the interim GUTI for future NAS transactions. MME shall also provide the validity time for this interim GUTI. (UE may send an ack for the same, not shown in the diagram).
4.	When MME-NT-1 regains ground connectivity, it shall forward the attach request, IMSI along with the interim GUTI created for this request in step3 towards MME-T.
5	If no UE context for the UE exists at the MME-T, and if the Attach Request (sent in step 1) was not integrity protected, or if the check of the integrity failed, then authentication and NAS security setup to activate integrity protection and NAS ciphering are carried out. The MME-T borrows the AV from HSS. 
6.	MME-T, after getting the authentication key from HSS, shall try to ascertain the next available satellite which can reach the UE next. When found, it shall create the Authentication NAS payload and forward it to MME-NT-2 (the next available satellite to reach UE). MME-T shall also provide the last known location of UE.
NOTE 1: The MME-T will need the information on next suitable satellite which can serve the UE in shortest possible time. This information can be provided within the PLMN or from an external source. 
6.	When MME-NT-2 reaches the UE area, it will page the UE using either the IMSI or interim GUTI or both or UE can also reach out to RAN when seeing the new cell and reattempt the attach procedure with the previously valid interim GUTI. In both cases, when the UE gets RRC connected, the MME-NT shall forward the stored (in step 6) Authentication Request message to UE.
7.	UE responds back with an authentication response towards MME-NT-2, which MME-NT-2 shall store it till it regains ground connection.
8.	When MME-NT-2 regains connectivity with the ground station, it shall forward the stored Authentication response from UE to MME-T. MME-T validates the response. 
9.	If the UE is authenticated by MME-T successfully, MME-T initiates Security mode by selecting the next available satellite (as per NOTE 1) that can serve the UE next. When found, it shall relay the Security mode command to MME-NT-3 (shown as MME-NT-1 in the diagram). MME-NT-3 shall store the security mode command until it reaches the UE serving area. MME-T shall also provide the last known location of UE.
10.	When the MME-NT-3 reaches the UE serving area, it shall page the UE using the interim GUTI or IMSI or both. or UE can also reach out to RAN when seeing the new cell and reattempt the attach procedure with the previously valid interim GUTI. When the UE becomes connected, the MME-NT-3 will forward the stored security mode command message to UE.
11.	Once the UE applies the security mode, it shall acknowledge the security mode command towards MME-NT-3. MME-NT-3 shall store it till it regains the ground connection again.
12.	When the MME-NT-3 regains ground connectivity, it relays the stored security mode ack message to MME-T.
13.	After receiving the security mode ack from MME-NT-3, the MME-T selects a Serving GW and allocates an EPS Bearer Identity for the Default Bearer associated with the UE. Then it sends a Create Session Request (IMSI, MSISDN, MME-T TEID for control plane, PDN GW address, PDN Address, APN) message to the selected Serving GW. 
14.	The Serving GW creates a new entry in its EPS Bearer table and sends a Create Session Request (IMSI, MSISDN, APN, Serving GW Address for the user plane, Serving GW TEID of the user plane, Serving GW TEID of the control plane) message to the PDN GW indicated by the PDN GW address received in the previous step. (not shown in this diagram and SGW+PGW are represented as SAE GW).
15.	When the create session is received from SAE-GW, the MME-T shall store till it finds the next available satellite to serve the UE next. Once found, the MME-T shall send Attach accept along with Create session response information such as user plane address and TEID to MME-NT-4. MME-T shall also provide the last known location of UE.
16.	The MME-NT-4 shall store the message until it reaches the UE serving area again. When it reaches the UE serving area, it shall page the UE using the interim GUTI, IMSI or both. UE can also connect on its own when it sees a new cell in a new satellite. In either case, when the UE comes to connected state, the MME-NT-4 shall forward the message to RAN and UE. The RAN will create its PDN resources based the user plane IP and TEID information. The UE shall receive the Attach Accept, new GUTI, along with the PDN information. 
17.	UE shall acknowledge by sending the Attach complete message to MME-NT-4. MME-NT-4 shall store it till it regains the ground connectivity.
18.	When the MME-NT-4 regains the ground connectivity, it shall forward the stored Attach complete message to the MME-T.
19. After receiving Attach Complete, MME-T shall configure the PDN connection by sending a Modify bearer Request to SAE-GW by including RAN’s tunnel ID and IP information. (not shown in the diagram).
Editor's note:	How to avoid/minimize DoS attack on MME-NT while handling integrity protected messages from UE (as it lacks the NAS keys for decoding) is FFS.
Editor’s note: How to avoid/minimize fake base station attack when delivering plain text RRC message (message 3) is FFS.
NOTE 2: The UE shall support storing interim GUTI and use it to respond to Paging or while sending any initial NAS request until UE is attached to the network.
NOTE 3: MME-NT should be able to create distinct interim GUTI (one assumption is to have a distinct MME ID for each MME in satellite).
NOTE 4: MME-NTs are not keeping any security material (both AS and NAS). Integrity and ciphering are to be done at MME-T for every NAS message. This is to keep MME-NT as lightweight as possible to save precious Satellite energy resources.
NOTE 5: How to create trust between MME-T and MME-NT is up to SA3.
NOTE 6: 	Due to the dependency on paging procedures (step 6, 10 and 16) to bring the UE into connected mode for DL signalling messages, the failure in paging will prolong the attach procedure. 
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688]6.X.4	Impacts on services, entities and interfaces
UE:
· NAS impact to handle interim GUTI allocation and maintaining non-attached NAS context to monitor paging.
MME-T:
· Handling of new S10 messages to carry both ciphered and plain text NAS messages to/from MME-NTs
· Managing suitable satellite for DL message transfer based on 
MME-NT:
· Handling of plain text NAS and NGAP messages on behalf of MME-T
*** END of changes ***
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