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Abstract of the contribution: This contribution proposes a new solution to support authorization and authentication of third-party identities.
1. 1. Proposal
It is proposed to accept the following changes to TR 23.700-77.

FIRST CHANGE
References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G system, Stage 2".
[4]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".
[5]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS)".
[6]	3GPP TS 26.114: "Media handling and interaction".
[7]	3GPP TS 22.261: "Service requirements for the 5G system".
[8]	3GPP TR 26.813: "Study of Avatars in Real-Time Communication Services".
[9]	3GPP TS 22.156: "Mobile Metaverse Services".
[10]	3GPP TS 24.229: "IP Multimedia Call Control based on SIP and SDP; Stage 3".
[11]	3GPP TS 24.607: "Originating Identification Presentation (OIP) and Originating Identification Restriction (OIR) using IP Multimedia (IM) Core Network (CN) subsystem".
[yy]	ATIS-1000074: "Signature-based Handling of Asserted information using Tokens (SHAKEN)".
[zz]	IETF draft-ietf-stir-passport-rcd-26, "PASSporT Extension for Rich Call Data".
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Table6.0-1: Mapping of Solutions to Key Issues


THIRD CHANGE
[bookmark: _Hlk109164429]6.X	Solution #X: KI#4 - Extensible IMS framework to support authorization and authentication of third-party identities in IMS sessions
6.X.1	Description
This solution corresponds to KI#4 on Extensible IMS framework to support authorization and authentication of third-party identities in IMS sessions.
In this solution, the IMS network is enhanced to support the identity verification and authorization of 3rd party user identity during an IMS call. 
This solution proposes to use the existing Ms reference point and procedures as described in TS 24.229 [xx] and STIR/SHAKEN framework [yy] while adopting draft-ietf-stir-passport-rcd-26 [zz]. 
The Ms reference point as described in TS 24.229 [10] is used to request signing of a SIP Identity header field and verification of a signed assertion in a SIP Identity header field. This enables calling number verification using signature verification and attestation information based on the STIR/SHAKEN framework in ATIS-1000074 [yy].
The types of 3rd party user identity information as used in IMS need to be aligned with the definitions in [zz] and may include the calling person's name and job title, information related to the organization the caller is associated with and information related to the caller's location. 
This solution proposes that the originating IMS network verifies that the use of 3rd party ID data is allowed and the validity of the incoming 3rd party ID data (e.g., the display name in From header or other header info) of the calling party before adding Rich Call Data that is associated with the 3rd party ID data and invoking the signing on behalf of the 3rd Party. The detailed call flows are depicted in Figures 6.X.2.1-1 and 6.X.2.2-1. 
There main user identity information involved in this solution includes: 
1)	The IMS identity (IMPU) of the calling party (typically fetched from P-Asserted-Identity header)
2)	The 3rd Party ID optionally included in the SIP INVITE from the UE (or PBX) to the Originating IMS network.
NOTE:	When the 3rd party ID is not included, default Rich Call Data can optionally be added by the originating IMS network. 
3)	The Rich Call Data (RCD) which may be embedded, signed and verified in the SIP INVITE by the originating IMS network. 
Examples of Rich Call Data are:
-	the name of the calling person or of an entity;
-	the traditional caller ID along with related display information that would be rendered to the called party during alerting;
-	hyperlinks to images, such as logos or pictures of faces, or to similar external profile information;
-	information related to the location of the caller;
-	information related to an organization the caller is associated with, or categories/departments of organizations and institutions;
-	possibly other Rich Call Data (RCD) information elements.
A 3rd party ID Server (3P ID Server) stores the associations between the originating IMPU, 3rd Party ID and the corresponding Rich Call Data information. The Rich Call Data information is subject to signing in the originating IMS network The address of the applicable 3rd Party ID Server for the user can be included in HSS. 
Assumptions:
-	In the PBX case, it is assumed that this 3P ID Server is under control of the 3rd Party (Enterprise) as the enterprise is responsible for assigning the IMS identities which are provided by the IMS operator to their employees and therefore also maintaining the corresponding Rich Call Data (RCD) information. Otherwise, the 3P ID Server could be provided by the originating IMS operator and allow certain access to the enterprise or user via a self-management portal. The access to the enterprise administrator (in the PBX case) or the UE (in the single UE case) self-management portal is assumed to be secured. How this is done is out of scope of the present solution.
-	The originating IMS network is assumed to have a secure channel to the 3P ID Server which stores Rich Call Data. How this secure channel is set-up is out of scope of the present solution. 
NOTE:	When 3P ID Server is located outside the IMS operator domain, the access to the 3P ID Server can be secured in the same way as the SIP trunk link between the IMS network and the PBX; i.e., using mutual TLS as defined in Clause S.2.2 of TS 23.228 [ww].
-	If the user has multiple 3P IDs, the RCD that matches the provided 3P ID for the IMS identity will be selected. If no match is found, a default RCD record or no RCD for the IMS identity will be selected depending on the operator policy.
6.X.2	Procedures

6.X.2.1	How Originating IMS network invokes the signing on behalf of 3rd party (PBX Scenario)



Figure 6.X.2.1-1: How Originating IMS network invokes the signing on behalf of 3rd party (SIP trunk)
1.	The 3rd party PBX sends a SIP INVITE that contains the IMPU of the calling UE and that may or may not contain the 3P ID e.g., provided in a new header on behalf of 3rd party subscriber to IBCF.
2.	The IBCF forwards the SIP request to the S-CSCF and then to the IMS AS. 
3a-b.	The IMS AS checks whether the IMS subscription of the calling PBX is authorized to use 3P IDs. This is enabled through a new attribute in the IMS AS user profile for the PBX retrieved from the HSS as repository data. If the PBX is not authorized to use 3P IDs, then the IMS AS removes the 3P ID within the SIP INVITE (if present) and do not execute the rest of 3P ID related steps during the call set-up.  
	If the PBX is authorized to use 3P IDs, the IMS AS gets Rich Call Data of 3rd party subscriber from the 3P ID Server based on the received IMS identity. The address of the applicable 3P ID Server for the user is also retrieved from HSS as part of the IMS AS user profile. If no RCD data exists for this user (IMPU), the rest of 3P ID related steps are not executed during the call set-up. The call continues without presenting 3P ID to the called endpoint.
NOTE 1:	If no 3P ID is received in the SIP INVITE from the PBX, suppression of a 3P ID Server lookup can be optionally applied based on a local policy. If there is a mismatch between the received 3P ID in the SIP INVITE and data retrieved from the 3P ID Server based on the IMS identity, it is governed by a local policy of the IMS AS how the population of the Rich Call Data into the SIP Identity header will be done.  
4.	The IMS AS adds a P-Asserted-Identity header field asserting the telephone number and Rich Call Data of the 3rd party subscriber and invokes the STI-AS to sign the Identity header based on TS 24.229 [10].
NOTE 2:	The STI-AS is the signing network function in this solution. However the role of the signing network function is undertaken by the IBCF if the target is in a different terminating network.
5.	The STI-AS interacts with SKS (not shown in the figure) and signs the SIP identity header according to STIR/SHAKEN framework and draft-ietf-stir-passport-rcd-26.
6.	The STI-AS returns the signed SIP identity header back to the IMS AS.
7a-b.	The IMS-AS, through standard solution, routes the call to the S-CSCF or egress IBCF. Then the SIP INVITE is routed over the NNI through the standard inter-domain routing configuration. The terminating service provider’s ingress IBCF receives the INVITE over the NNI and forwards to terminating IMS subsystems.
8.	The terminating IMS subsystem invokes the STI-VS to verify the signed SIP identity header.
9.	The STI-VS interacts with STI-CR (not shown in the figure) to validate the certificate, extracts the public key and verifies the signature in the Identity header field, which validates the Caller ID and Rich Call Data when signing the INVITE on the originating STI-AS based on TS 24.229 [10].
10.	Depending on the result of the STI validation, the STI-VS determines that the call is to be completed with an appropriate indicator and the result is passed back to terminating IMS subsystem which continues to set up the call to the terminating SIP UA. If the Caller ID is validated OK but not the rich call data, the call can continue but without showing name card info to terminating SIP UA.
11.	The SIP INVITE with the result is sent to terminating SIP UA.
12.	The terminating SIP UA sends 18X and 200 to originating IMS subsystem and to the 3rd party PBX. The call continues following standard solution.
[bookmark: _Toc136953942]6.X.2.2	How Originating IMS network invokes the signing on behalf of 3rd party (Single SIP registration)


Figure 6.X.2.2-1: How Originating IMS network invokes the signing on behalf of 3rd party (single SIP registration)
1. The originating SIP UA sends a SIP INVITE that contains the IMPU of the calling UE and that may or may not contain the 3P ID e.g., provided in a new header on behalf of 3rd party subscriber to P-CSCF.
2.	The P-CSCF forwards the SIP request to the S-CSCF and then to the IMS AS. 
3a-b.	The IMS AS checks whether the IMS subscription of the calling user (IMPI or IMPU based) is authorized to use 3P IDs. This is enabled through a new attribute in the IMS AS user profile for the user retrieved from the HSS as repository data. If the user is not authorized to use 3P IDs, then the IMS AS removes the 3P ID within the SIP INVITE (if present) and do not execute the rest of 3P ID related steps during the call set-up.  
	If the user is authorized to use 3P IDs, the IMS AS gets Rich Call Data of 3rd party subscriber from the 3P ID Server based on the received IMS identity. The address of the applicable 3P ID Server for the user is also retrieved from HSS as part of the IMS AS user profile. If no RCD data exists for this user (IMPU), the rest of 3P ID related steps are not executed during the call set-up. The call continues without presenting 3P ID to the called endpoint.
NOTE 1:	If no 3P ID is received in the SIP INVITE from the user, suppression of a 3P ID Server lookup can be optionally applied based on a local policy. If there is a mismatch between the received 3P ID in the SIP INVITE and data retrieved from the 3P ID Server based on the IMS identity, it is governed by a local policy of the IMS AS how the population of the Rich Call Data into the SIP Identity header will be done.  
4.	The IMS AS adds a P-Asserted-Identity header field asserting the telephone number and Rich Call Data of the 3rd party subscriber and invokes the STI-AS to sign the Identity header based on TS 24.229 [xx].
NOTE 2:	The STI-AS is the signing network function in this solution. However the role of the signing network function is undertaken by the IBCF if the target is in a different terminating network, although the IBCF is not used in this solution case.
5.	The STI-AS interacts with SKS (not shown in the figure) and signs the SIP identity header according to STIR/SHAKEN framework and draft-ietf-stir-passport-rcd-26.
6.	The STI-AS returns the signed SIP identity header back to the IMS AS.
7a-b.The IMS-AS, through standard solution, routes the call to the S-CSCF or egress IBCF. Then the SIP INVITE is routed over the NNI through the standard inter-domain routing configuration. The terminating service provider’s ingress IBCF receives the INVITE over the NNI and forwards to terminating IMS subsystems.
8.	The terminating IMS subsystem invokes the STI-VS to verify the signed SIP identity header.
9.	The STI-VS interacts with STI-CR (not shown in the figure) to validate the certificate, extracts the public key and verifies the signature in the Identity header field, which validates the Caller ID and Rich Call Data when signing the INVITE on the originating STI-AS based on TS 24.229 [10].
10.	Depending on the result of the STI validation, the STI-VS determines that the call is to be completed with an appropriate indicator and the result is passed back to terminating IMS subsystem which continues to set up the call to the terminating SIP UA. If the Caller ID is validated OK but not the rich call data, the call can continue but without showing name card info to terminating SIP UA.
11.	The SIP INVITE with the result is sent to terminating SIP UA.
12.	The terminating SIP UA sends 18X and 200 to originating IMS subsystem and to the originating SIP UA. The call continues following standard solution.


[bookmark: _Toc23254044]6.X.3	Impacts on services, entities and interfaces


This solution addresses the requirements of KI#4 and is applicable to both UNI (SIP UA) and NNI (IP PBX) case. The solution reuses existing STIR/SHAKEN architecture with enhancements that the STI-AS and STI-VS needs to support the signing and verification of the Rich Call Data identity header.
The solution relies on a Database which contains the association of the 3rd Party specific user identities and the corresponding Rich call data information with the corresponding IMS identities.
The solution requires no changes on the IP PBX and SIP UA. The solution requires minimal impact on the existing IMS procedures.


END OF CHANGES
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