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Abstract of the contribution: Solution for KI#4 for the case where several RTP media streams and various other protocols are multiplexed into a single end-to-end transport layer traffic flow.
Discussion
Many XRM applications exchange multiple media streams of various types (video, audio, pose or other sensory information) which may have different QoS requirements. It has become a common practice to multiplex all the streams along with other application traffic into a single (UDP/IP) transport layer traffic flow, i.e., carried in packets sharing the same IP 5-tuple and even the same DiffServ Code Point (DSCP). In this case different QoS treatment cannot be applied to the individual media streams by 5GS, as the packet filtering or detection rules for QoS mapping in both DL and UL direction are only based on the 5-tuple and the DSCP/ToS field.
The SA2 Release 19 XRM Study Item Description introduces this issue in Work Task #2.1 as follows:
WT#2: QoS handling enhancement for XRM service 
WT#2.1: Study whether and what enhancements are needed for traffic detection and QoS Flow mapping for 			different media types multiplexed data flows within a single end-to-end transport connection.
In SA2#160 the related Key Issue #4 was agreed to TR 23.700-70:
XR and interactive media services are likely to send data traffic of different media components and with different QoS requirements. Several media streams could be multiplexed on the same end-to-end transport layer connection.
For example, in XR service, several media streams could be multiplexed on a single IP 5-tuple with Transport protocol like IETF QUIC [11], using different QUIC connections or different QUIC streams.
In another example, video and audio RTP streams or different layers of media streams with different QoS requirements are multiplexed into a single transport layer connection with same IP 5-tuple.
Current 5GS QoS Framework does not fit well to support differentiated QoS for the multiplexed traffic flows when they share the same IP 5 tuple. 
This key issue proposes study traffic detection and QoS Flow mapping in 5GS for different media streams multiplexed within a single end-to-end transport connection.
- How to identify multiplexed traffic flows with different QoS requirements within a single transport connection.
- How to do QoS Flow mapping for traffic flows with different QoS requirements.
- Whether and what information needs to be provided from AF for traffic detection.
- Whether and how AF provides QoS requirements of different traffic flows to the 5GS.
This document proposes a solution specific for the case where the media streams are carried using RTP or Secure RTP and are multiplexed into the same transport layer traffic flow with each other and with other protocols including RTCP or Secure RTCP, STUN, TURN, DTLS or QUIC according to IETF RFC 5761[a], RFC 5764[b], RFC 7983[c], RFC 8872[d] and RFC 9443[e]. This multiplexing method is commonly supported by RTP-based applications today including those compatible with WebRTC. 
[bookmark: _Int_LpDRe3f9]The solution allows an AF to provide 5GS identification information and QoS requirements for each RTP-based media stream and also for any of the other protocols within the multiplex, and the 5GS User Plane to use the identification information to provide them the requested QoS treatment. This is achieved by extending the Flow Description information in the AFSessionWithQoS API and the corresponding PCC rule Service Data Flow Filter with the additional identification information. Similar extensions are needed in the Protocol Detection Information (PDI) in the Packet Detection Rules (PDRs) provided by SMF to UPF, and to cover the UL direction also in the UE Packet Filter Set information provided by SMF to the UE within the UE QoS rules.
In addition to RTP-based streams providing specific QoS treatment to DTLS is relevant, as DTLS transports the data sent over the WebRTC data channel, and some XR applications use the data channel for delay- or QoS-critical traffic such as the pose information.
This solution does not provide a way to identify different types of data carried within end-to-end encrypted transport protocols such as QUIC or DTLS, but these protocols are identified just on the protocol level. Solutions to that would belong to Key Issue #2.
Proposal
A solution is proposed for KI#4 for incorporation in the XRM Ph2 TR23.700-70.
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[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc148498832][bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc148498833]6.X	Solution #X: Support of multiplexed media traffic 
6.X.1	Key Issue mapping
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686]This solution is for Key Issue #4, which addresses the situation where multiple media streams of the same or different type with potentially different QoS requirements are multiplexed within the same transport layer (L4) traffic flow, meaning they all share the same IP 5-tuple. Applying different QoS treatment to different media streams requires identification of the individual streams and the identification requires inspection of packet header information beyond the 5-tuple.  
This solution applies to the case where multiple media streams carried using RTP or Secure RTP are multiplexed into the same transport layer traffic flow potentially with other protocols including RTCP, Secure RTCP, STUN, TURN, DTLS and/or QUIC according to IETF RFC 5761[a], RFC 5764[b], RFC 7983[c], RFC 8872[d] and RFC 9443[e]. This is the approach commonly supported by RTP-based applications today, including those compatible with WebRTC.
The solution allows an AF to provide 5GS identification information and QoS requirements for each individual RTP-based media stream, and on the protocol level also for any of the other protocols multiplexed into the same transport layer traffic flow. While providing specific QoS requirements for the RTP-based media streams is the essential requirement for the solution, providing specific QoS requirements for the multiplexed traffic carried by DTLS or QUIC is also important, as those protocols may be used also for carrying delay- or QoS-critical application data such as pose or other sensory information. DTLS is particularly relevant for the WebRTC-based applications as the transport used by the WebRTC data channel is SCTP/DTLS.
In this type of multiplexing, it is possible to identify the different protocols and media streams by specific rules even without inspecting any end-to-end encrypted information or any additional meta-data. DTLS and QUIC can be identified on the protocol level but deeper identification of what they carry is not possible and belongs to Key Issue #2.
Specifically, the solution addresses the following points of KI#4:
XR and interactive media services are likely to send data traffic of different media components and with different QoS requirements. Several media streams could be multiplexed on the same end-to-end transport layer connection.
[…] video and audio RTP streams or different layers of media streams with different QoS requirements are multiplexed into a single transport layer connection with same IP 5-tuple.
- How to identify multiplexed traffic flows with different QoS requirements within a single transport connection.
- How to do QoS Flow mapping for traffic flows with different QoS requirements.
- Whether and what information needs to be provided from AF for traffic detection.
- Whether and how AF provides QoS requirements of different traffic flows to the 5GS.
[bookmark: _Toc148498834]6.X.2	Description
Many XRM applications exchange multiple media streams of various types (video, audio, pose or other sensory information) which may have different QoS requirements. It has become a common practice to multiplex all the streams along with other application traffic into a single (UDP/IP) transport layer traffic flow, i.e., carried in packets sharing the same IP 5-tuple and even the same DiffServ Code Point (DSCP).
For applications using RTP or Secure RTP the multiplexing is based on IETF RFC 5761[a], RFC 5764[b], RFC 7983[c], RFC 8872[d] and RFC 9443[e]. These allow any number of (S)RTP streams to be multiplexed over the same UDP/IP traffic flow, along with other protocols specifically including (S)RTCP, STUN, TURN, DTLS and QUIC. DTLS and QUIC may be used for carrying delay critical information alongside with (S)RTP. Especially the WebRTC based applications already today may use the SCTP/DTLS-based data channel for purposes such as transporting pose information from VR glasses to the server performing viewport-dependent rendering.
An example is shown in the Figure below. The Application Server (AS) is sending two RTP video streams and a single RTP audio stream to UE. They are all multiplexed into the same UDP/IP traffic flow along with RTCP, DTLS and STUN. The current Packet Detection Rules (PDRs) in the UPF only allow identification of the entire UDP/IP flow and mapping it to a single QoS flow. As a result, if PDU Set based QoS handling is beneficial for the RTP video streams it is applied to the QoS flow, and then RTP audio stream and all the other protocols are treated using the PDU Set based QoS handling even if that was not desirable.
In a basic case, the application might request both RTP video streams to be served according to common PDU Set based QoS parameters while the RTP audio stream and the other protocols to be served according to common ordinary QoS parameters. In an extreme case the application might request each RTP media stream and also the DTLS-based WebRTC data channel to be served according to their dedicated QoS requirements, with video streams served according to PDU Set based QoS handling. In principle, various scenarios in between would be possible depending on the application’s QoS requirements. For the most flexible support for the different scenarios, it should be possible to identify each protocol and each RTP media stream and both request and apply differentiated QoS treatment for each.
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Fig 6.X.2-1: Different protocols and RTP media streams multiplexed into a single UDP/IP traffic flow.
Each UDP/IP datagram only carries one of the protocols and there are rules how to identify the protocol using the first two bytes of the UDP payload. In case of (S)RTP, it is further possible to identify a specific media stream based on specific RTP header fields. This solution proposes to extend the packet detection information used in the 5G System beyond the IP 5-tuple in such a way that specific protocol(s) and specific RTP media stream(s) can be identified and be mapped to distinct QoS flows according to their QoS requirements. PDU Set based QoS handling may or may not be applied to any of the QoS flows. Any mechanisms for identifying PDU Sets defined in Release 18 such as using the RTP PDU Set Header Extension [TS26.522] can be applied.
Note that this solution only applies to applications that use the specific protocols and multiplexing rules standardized in the IETF. These are already in widespread use. This solution does not address how specific information carried within end-to-end encrypted transport protocols such as DTLS or QUIC can be identified. If DTLS or QUIC are multiplexed within the same UDP/IP traffic flow as (S)RTP, distinct QoS handling can however be applied to them on the protocol level.
6.X.2.1	Detection of protocols and media streams
This section explains the protocol and media stream identification rules standardized in the IETF RFCs cited above.
Detection of the specific protocol
The detection of the specific protocol within a UDP transport flow is possible based on the first byte of UDP payload as specified in RFC 9443. The rules for this are shown in the Figure below taken from the RFC. 
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Fig 6.X.2.1-1: The first byte of UDP payload is used to identify different protocols.
RTP and RTCP still need to be separated from each other. This is achieved according to the rules provided in RFC 5761 based on the value of the second byte of the UDP payload, which in RTP contains the Marker (M) 1-bit and the Payload Type (PT) 7-bit header fields and in RTCP the 8-bit Packet Type header field. The value of the second byte is guaranteed to be distinct between RTP and RTCP by any implementation compliant with RFC 5761.

Detection of the specific RTP stream 
Once the protocol has been determined to be RTP, it is further possible to identify the specific RTP stream it belongs to. This requires the inspection of RTP Synchronization Source (SSRC) and Payload Type (PT) header fields. Depending on the situation, multiple media streams may share the same SSRC value or have the same Payload Type, but each stream multiplexed together is required to always have a unique combination of SSRC and PT values. The Figure below shows these header fields in the baseline RTP header.  


[image: ]
Figure 6.X.2.1-2: RTP Headers (IETF RFC 3550)
Summary of the detection rules
In summary the following information is needed to identify the specific protocol and the specific RTP media stream
· First Byte of the UDP Payload: This identifies the specific protocol, i.e., RTP/RTCP, ZRTP, DTLS, QUIC, STUN or TURN.
· Second Byte of the UDP Payload: In case the first byte identifies the protocol as RTP/RTCP; the second byte is needed to distinguish whether the protocol is RTP or RTCP.
· Synchronization Source (SSRC) and Payload Type (PT) in RTP header: In case the protocol is RTP; SSRC and PT values together always uniquely identify the specific media stream.

6.X.2.2	Extensions needed to 3GPP specifications
This section outlines all the enhancements needed in the 3GPP specifications to support the identification and differentiated QoS treatment for the different RTP media streams and protocols multiplexed into the same transport layer (UDP/IP) traffic flow. With these enhancements the AF can request and 5GS can deliver dedicated QoS for any RTP media stream or any protocol within the multiplex.
In essence, all that is required is to extend the information used to identify IP traffic flows according to the rules outlined in the previous section in several functions or interfaces of the 5G System. It should be noted that the extensions do not need to change at all how the overall logic of the functions and the procedures work, rather only the identification information is extended. 
The identification information is extended by three new fields:
· Protocol: This field can have one or multiple of the following values: “RTP”, RTCP”, “ZRTP”, “DTLS”, “STUN”, “TURN” and “QUIC”. 

The field denotes the application/transport protocol carried on top of UDP/IP. A UDP/IP packet matches the Flow Description or Packet Filter with this field based on the rules defined in IETF RFC 9443 [e] and RFC 5764 [b].
NOTE: Both RTP and Secure RTP are covered by the Protocol field value “RTP” as their identification rules are identical.
· Rtp-ssrc: This field is only valid if the Protocol field has value “RTP”.  It can include one or multiple 32-bit unsigned integer values. 

The field denotes the Synchronization source (SSRC) header field value in the RTP header as defined in IETF RFC 3550 [f]. An RTP/UDP/IP packet matches the Flow Description or Packet Filter with this field if the packet’s RTP SSRC header value is equal to one of the field values. 
· Rtp-pt: This field is only valid if the Protocol field has value “RTP”. It can include one or multiple 8-bit unsigned integer values. 

The field denotes the Payload Type header field value in the RTP header as defined in IETF RFC 3550 [f]. An RTP/UDP/IP packet matches the Flow Description or Packet Filter with this field if the packet’s RTP PT header value is equal to one of the field values.

Examples:
· protocol=“dtls” : identifies DTLS packets 
· protocol=["stun”, “turn”, “rtcp”, “dtls”]: identifies all non-RTP packets 
· protocol=”rtp”, rtp-ssrc=”1234567890”, rtp-pt=”99”: identifies a specific RTP media stream 

The extension needs to be applied to the following interfaces and functions:
· Nnef_AFSessionWithQoS service in AF/NEF interface: The Flow Description information is extended so that the AF can target its QoS requirements to a specific RTP media stream or protocol. The same extension is applied also when the Flow description is used in services exposed by PCF or TSCTSF.

· PCC rules in the PCF/SMF interface: The Service Data Flow Filter is extended to allow the PCC rules to be targeted to a specific RTP media stream or protocol.

· Packet Detection Information (PDI) in the Packet Detection Rules (PDR) in the SMF/UPF interface: The PDI is extended so the SMF can configure the UPF to detect the specific RTP media stream or protocol carried within an IP packet in the DL direction and map that to a specific QoS treatment (QoS flow).

· The Packet Filter Set information in QoS rules provided by SMF to UE is extended so the SMF can configure the UE to map a specific RTP media stream or protocol carried within an IP packet in the UL direction to a specific QoS treatment (QoS flow).

NOTE: The UE QoS rule extension is only relevant if traffic in the UL direction is in scope.

For the above interfaces and procedures there are three alternatives on how exactly to extend the identification information with the new fields:
1. The new fields are added directly to the existing IP Packet Filter definitions. The semantics of this definition and its use in all functions and interfaces would remain unchanged.

2. The new fields are within an entirely new Application Layer Packet Filter definition that exists as a new parameter or Information Element in parallel to the IP Packet Filter. The new parameter or IE is used in combination with the existing IP Packet Filter with similar semantics. The new parameter or IE is added to the following main services and interfaces:

· Nnef_AFSessionWithQoS: Application Layer Flow Description 
· Npcf_SMPolicyControl: Application Layer Service Data Flow Filter
· N4 (SMF/UPF PFCP): Application Layer Packet Filter (Set)

3. The new fields are added to the existing Protocol Description definition. At the moment, Protocol Description is just provided transparently from AF to UPF and UE. In this option also PCF and SMF process the PD by looking into the new fields when creating PCC and PDR rules, respectively. Also, UPF and UE use the new fields for packet filtering, not just for PDU Set identification but also for QoS Flow classification.

Considering the backwards compatibility and capability discovery, option 2., i.e., a new Application Layer Packet Filter definition seems most suitable. The new parameter would allow its support to be expressed as an explicit optional new capability in each interface.  
6.X.3	Procedures

[image: ]
Figure 6.X.3-1: Procedure for providing traffic flow identification information and QoS requirements for individual RTP media streams or protocols in case several media streams and protocols are multiplexed within the same UDP/IP traffic flow.
1. AF requests QoS for specific traffic flows using the Nnef_AFSessionWithQoS service. In addition to providing for each traffic flow the existing Flow Description (IP 5-tuple, IPv4 ToS or IPv6 TC) to identify a particular UDP/IP traffic flow it includes the extended Application Layer Flow Description fields (“protocol” and “rtp-ssrc” and/or “rtp-pt”) to identify a particular set of protocols or RTP media streams within the UDP/IP traffic flow. For each of these “application layer” traffic flows it provides its requested QoS parameters that can be either traditional QoS parameters or PDU Set QoS parameters. For the flows it provides PDU Set QoS parameters it can optionally include a Protocol Description. 

Example:
· Flow Description = {source IP, destination IP, udp, source port, destination port}, Application Layer Flow description = {protocol=”rtp”, pt=”97”}, QoS parameters = {PSDB, PSER, PSIHI, …}, Protocol Description. // video
· Flow Description = {source IP, destination IP, udp, source port, destination port}, Application Layer Flow description = {protocol=”rtp”, pt=”98”}, QoS parameters = {PDB, PER …}. // audio
· Flow Description = {source IP, destination IP, udp, source port, destination port}, Application Layer Flow description = {protocol=”dtls”}, QoS parameters = {PDB, PER …}. // data channel

2. NEF provides the corresponding information to the PCF.

3. PCF authorizes the QoS request, generates the PCC rules, and provides them to SMF. The Service Data Flow Filters in the PCC rules include the extended Application Layer Service Data Flow Filter fields (“protocol” and “rtp-ssrc” and/or “rtp-pt”) in addition to the IP packet filters.
4. Based on the PCC rules, SMF sends QoS rules for the uplink traffic. QoS rules include the extended Application Layer Packet Filters with the new fields (“protocol” and “rtp-ssrc” and/or “rtp-pt”).  

5. Based on the PCC rules the SMF creates the PDR, FAR and QER rules and provides them to the UPF. The Packet Detection Information in PDR includes the extended Application Layer Packet Filters with the new fields (“protocol” and “rtp-ssrc” and/or “rtp-pt”).

When UPF receives a DL packet it matches it with the existing IP packet filters in the PDRs. If the IP packet filter matches the packet and the PDR also contains the extended Application Layer Packet Filters, the packet is matched against them. If they also match, the packet matches the PDRs and the UPF treats the packet according to the associated FAR and QER, that provide, the information to which QoS flow the packet should be mapped to.
When UE receives a UL packet it matches it with the existing IP packet filters in the QoS rules. If the IP packet filter matches the packet and the QoS rule also contains the extended Application Layer Packet Filters, the packet is matched against them. If they also match, the packet matches the QoS rule and the UE treats the packet accordingly, e.g., the UE maps it to a specific QoS flow.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc148498836]6.X.4	Impacts on services, entities and interfaces
The extended Flow Description, Data Flow Filter, Packet Filter or Packet Detection Information is passed along through several interfaces from AF to User Plane, but the main impact will be on UP entities, namely UPF in the DL and UE in the UL direction, as they apply it on per packet basis. On AF, PCF or SMF level the extended information does not alter the logic of the functions or services they provide. 
- 	AF – Provides the QoS requirements for the specific protocols or RTP media streams using AFSessionWithQoS 	by applying the extended Flow Description information. 
-	NEF – Receives the extended Flow Description information from AF and passes it to PCF or TSCTSF.
-	TSCTSF – Receives the extended Flow Description information from NEF and passes it to PCF. 
-	PCF – Receives the extended Flow Description information from the AF (or NEF or TSCTSF) and includes the corresponding extended Service Data Flow Filter information in PCC rules to SMF.
-	SMF – Receives the extended Service Data Flow Filter information in PCC rules from PCF and includes the corresponding extended Packet Detection Information to UPF in Packet Detection Rules and in case of UL direction the extended Packet Filter Set information in QoS Rules to UE. 
-	UPF – Receives PDRs with the extended Packet Detection Information from the SMF and applies it for packet detection. The extended information needs to be used only if the IP packet matches with the “ordinary” IP Packet Filter Set in the PDR. 
-	UE – Receives QoS rules with the extended Packet Filter Set information in a QoS rule and applies it for QoS flow mapping. The extended information needs to be used only if the IP packet matches with the “ordinary” IP Packet Filter Set in the QoS rule.
-	RAN – No Impact
*** END of second change ***
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transport layer traffic flow with each other and with other protocols including RTCP 


or Secure RTCP


, STUN, TURN, DTLS or QUIC according to IETF RFC 


5761[a], RFC 5764


[b]


,


 


RFC 7983


[c]


, RFC 


8872


[d] and


 


RFC 


9443


[e]


.


 


This


 


multiplexing method


 


is commonly supported by RTP


-


based 


applications today 


including those 


compatible with WebRTC.


 


 




3GPP   3GPP SA WG2 Meeting #1 60 - Ad - Hoc - e   S2 - 2 401194   E - meeting ,   January   22 - 29 , 202 4                 Source:   Nokia, Nokia Shanghai Bell   Title:   KI # 4   Support for multiplexed media traffic   Document for:   Approval   Agenda Item:   1 9. 3   Work Item /  Release:   FS_ XRM Ph2   / Rel - 19   Abstract of the contribution:  Solution for KI# 4   for the case where several RTP  media  streams and   various   other   protocols are   multiplexed into a single end - to - end transport layer traffic flow.   Discussion   Many  XRM applications exchange multiple media streams   of various types (video, audio, pose or other sensory  information)   which may have different QoS  requirements.  It has become   a common practice   to multiplex all the streams   along with other application traffic   in to a  single (UDP/IP) transport layer traffic flow , i.e.,   carried in   packets   sharing the  same IP 5 - tuple   and   even the   same DiffServ Code Point (DSCP) .  In this case different QoS treatment cannot be applied  to the   individual   media streams  by   5GS, as  the packet   filtering or   detection  rules for  QoS mapping  in   both DL and UL  direction are only based on  the 5 - tuple and the  DSCP/ToS   field.   The SA2 Release 19 XRM Study Item  Description introduces this issue in Work Task #2.1 as follows :   WT#2: QoS handling enhancement for XRM service    WT#2.1: Study whether and what enhancements are needed for traffic detection and QoS Flow mapping for      different media types multiplexed data flows within a single end - to - end transport connection.   In SA2#160 the related Key Issue   #4   was agreed to TR 23.700 - 70:   XR and interactive media services are likely to send data traffic of different media components and with different QoS  requirements. Several media streams could be multiplexed on the same end - to - end transport layer connection.   For example, in XR service, several media streams could be multiplexed on a single IP 5 - tuple with Transport protocol  like IETF QUIC [11], using different QUIC connections or different QUIC streams.   In another example, video and audio   RTP streams or different layers of media streams with different QoS  requirements are multiplexed into a single transport   layer   connection with same IP   5 - tuple .   Current 5GS QoS Framework does not fit well to support differentiated QoS for the  multiplexed traffic flows when  they  share the same IP 5 tuple.    This key issue proposes study traffic detection and QoS Flow mapping in 5GS for different media streams multiplexed  within a single end - to - end transport connection.   -   How to identify multiplexed traffic flows with different QoS requirements within a single transport connection.   -   How to do QoS Flow mapping for traffic flows with different QoS requirements.   -   Whether and what information needs to be provided from AF for traffic detection.   -   Whether and how AF provides QoS requirements of  different traffic flows to the 5GS.   This document proposes a solution specific for  the case  where the media streams are carried using RTP or S ecure  RTP  and  are multiplexed into the same  transport layer traffic flow with each other and with other protocols including RTCP  or Secure RTCP , STUN, TURN, DTLS or QUIC according to IETF RFC  5761[a], RFC 5764 [b] ,   RFC 7983 [c] , RFC  8872 [d] and   RFC  9443 [e] .   This   multiplexing method   is commonly supported by RTP - based  applications today  including those  compatible with WebRTC.    

