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[bookmark: _Toc462478989]Abstract of the contribution: This paper proposes corrections to definition of encrypted media and KI#2 in 23.700-70 v0.2.0 
1	Discussion
In SA2#159, SA2 agreed on the following definitions for encrypted media traffic. 
	Fully Encrypted Media Flow: A media flow where both the media header and media payload are encrypted from end-to-end. Fully encrypted headers and payload are not visible in the network. Examples include RTP cryptex (RFC 9335 [7]), RTP over QUIC (RoQ) (draft-ietf-avtcore-rtp-over-quic [8]) and Media over QUIC (MoQ) (draft-ietf-moq-transport [9]).
Partially Encrypted Media Flow: A media flow where some media headers (e.g., base header) are not encrypted. Other media headers (e.g., extension header) and media payload are encrypted from end-to-end. The payload and headers that are encrypted from end-to-end are not visible in the network. Examples include SRTP (RFC 3711 [5]) with partially encrypted header extensions (RFC 6904 [6], draft-ietf-avtext-framemarking [10]).



For RTP cryptex (RFC9335), certain header fields are left outside of encryption. Specifically, ‘M’ bit and ‘timestamp’ information are outside the encrypted header extensions. These are useful information for PDU Set identification as also described in TS 26.522 Annexe A.1.  It is proposed to list RTP cryptex as an example of partially encrypted media flow.    
For Media over QUIC, the metadata is not end-to-end encrypted and is always visible to Media over QUIC Relay. It is proposed to list Media over QUIC under the Partially Encrypted Media Flow category. 
Additionally, this pCR proposes an editorial correction in KI#2 to add “traffic” to the key issue text.   
2	Proposal
It is proposed to adopt the following changes into TR 23.700-70 v0.2.0.



	
	* * * * 1st Change (revision marked)



3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Fully Encrypted Media Flow: A media flow where both the media header and media payload are encrypted from end-to-end. Fully encrypted headers and payload are not visible in the network. Examples include RTP cryptex (RFC 9335 [7]), RTP over QUIC (RoQ) (draft-ietf-avtcore-rtp-over-quic [8]) and Media over QUIC (MoQ) (draft-ietf-moq-transport [9]).
Partially Encrypted Media Flow: A media flow where some media headers (e.g., base header) are not encrypted from end-to-end. Other media headers (e.g., extension header) and media payload are encrypted from end-to-end. The payload and headers that are encrypted from end-to-end are not visible in the network. Examples include SRTP (RFC 3711 [5]) with partially encrypted header extensions (RFC 6904 [6], RTP cryptex (RFC 9335 [7]), Media over QUIC (MoQ) (draft-ietf-moq-transport [9]) and draft-ietf-avtext-framemarking [10]).
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[bookmark: _Toc510607461]		* * * * 2nd Change (revision marked) * * * *
5.2	Key Issue #2: Support PDU Set information identification for end-to-end encrypted XRM traffic
[bookmark: _Toc148498825]5.2.1	Description
The usage of end-to-end encryption is broadly deployed in current networks to provide security and the same is expected for XRM applications.
This key issue proposes to study the enhancement of PDU Set information Identification for encrypted XRM traffic in 5G networks.
The solutions should consider the following aspect:
-	If and how the 5GS performs PDU Set information Identification in an end-to-end encryption scenario.
NOTE 1:	Solutions that rely on breaking end-to-end encryption are out of the scope of this key issue.
NOTE 2:	The work on this key issue may need coordination with SA WG4 and SA WG3.



* * * * End of Changes * * * *
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