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[bookmark: _Hlk514274591]1		Discussion
This P-CR provides a Key Issue for the following work tasks on the agreed FS_AIML_CN.

[bookmark: _Hlk155286015]-	WT3.2 – Study prediction, detection, prevention, and mitigation of network abnormal behaviours i.e. signalling storm with the assistance of NWDAF. 
[bookmark: _Hlk155286871]NOTE 9: The study will focus primarily on existing enforcement mechanisms when available and identify new ones when no existing ones can be used.
NOTE 10: The study will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.

3GPP SA5 has defined procedures where, via OAM, performance measurements for each NF can be provided containing statistics on the number of SBI requests received at each NF serving one or more UEs. Such statistics cannot be used to determine the reason of certain NF or NF types receiving an unexpected high number of signalling, e.g., SBI messages. 
NWDAF/analytics can be utilised to identify the trigger or "network event" that resulted in an unexpected high number of SBI signalling to one or more NF types. It is important to note that NWDAF can also be utilised to predict which NF/NF types would be impacted if a certain "network event" occurs.
Examples of "network events" can be an NF malfunction or an unexpected mobility event. Use cases for such network events need to be discussed/agreed during the solution phase.
Whether the NWDAF can identify "network events" that resulted in an unexpected number of SBI signalling events or "the other way around", i.e., NWDAF predict where an increased signalling load will happen when a certain network event occurs can be discussed during the solution phase.

2		Proposal
The following key issue is proposed.
******************************** First change (all new text)  *******************************
[bookmark: _Toc101170915][bookmark: _Toc8115][bookmark: _Toc101336981]6.x	KI#x: Signalling storm detection, prediction and mitigation
[bookmark: _Toc101170916][bookmark: _Toc552][bookmark: _Toc97269611][bookmark: _Toc101336982]6.x.1	Description
Currently, OAM provides performance measurements that contain statistics on the number of signalling received by a certain NF type. Such statistics cannot be used to determine the reason for an unexpected high number of signalling in one or more NF-types within the core network.
The objectives of this key issue is to study how analytics/NWDAF can be utilitsed to assist in detecting, predicting and mitigating signalling storms. Specifically the following need to be studied:
-	Identify which scenarios can result in a signalling storm situation (e.g., NF malfunction)
-	For the identified scenarios evaluate how the NWDAF/analytics framework can be utilised to allow analytics consumers to determine actions so as to migate/resolve a signalling storm situation.


******************************** End of change *******************************
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