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6.X	Solution#X: Use UDP-option and Proxy-UDP to address the PDU-Set info identification for E2E encrypted XRM traffic
[bookmark: _Toc500949099][bookmark: _Toc93070686][bookmark: _Toc92875662]6.X.1	Key Issue mapping
This solution addresses the KI#2, the support of PDU set information identification for end-to-end encrypted XRM traffic.

6.X.2	Description
[bookmark: _Toc500949101]The usage of end-to-end information encryption between a media server and a subscriber is widely deployed for media service transmission. As specified in the TR 23.700-70, a media flow could be either fully encrypted – with both the media header and the media payload encrypted, or partially encrypted – with the media payload encrypted but the media header only partially encrypted. This solution proposal addresses the case of the full-encryption of an XRM media flow – evidently, the partially-encrypted case can be accommodated with the same solution.
Based on the Rel-18 XRM work, when XRM packets (of a media flow), generated at a media server, reach a UPF, the UPF needs to extract and parse the packet contents for PDU set information identification. For this scenario, either the packet contents have to be in plaintext, as required in the Rel-18 XRM Phase-1 work, for which the UPF faces no challenge to build up the PDU-set info, or if the packet is end-to-end encrypted, the UPF must have some mechanism to ‘decrypt’ the packet for PDU-set info extraction & parsing. Here, ‘end-to-end’ means the communication of a subscriber (UE) and a media server (AS), via intermediaries over a public domain. This KI#2 mandates that any solution that relies on the breaking of end-to-end encryption be unacceptable.

6.X.2.1	UDP-Option
As we know, if a media flow is fully encrypted end-to-end at a media server, then no intermediary, regardless of being an eavesdropper or an authorized observer as design, could peek into the media frame, including both the header and payload, except the destination receiver (i.e., UE) of the flow. So, our solution must depend on somewhat technology that will be applied in the media server and that would also carry the so-required PDU set related information outside of the (encrypted) media frame layer. Remember this PDU-set info is per-packet associated and thus the technology would be best implemented in some on-packet field(s). 
With this mind, we propose to use the new IETF technology UDP-option [X1] for the PDU-set information carryover. The UDP-option draft [x1] extends thru the use of transport header options that are associated with the UDP protocol. Most commonly, media frames are RTP-encap’ed that would run over UDP. By using the UDP encap with options, though the inside RTP-frame may be encrypted (or not; doesn’t matter), the PDU-set related information are carried in the (outside) UDP option fields. For example, according to the UDP-option IETF draft [X1], we may get a code from the 'Kind' range [10...126] to identify the top-level as the type of ‘3GPP Services’. Then, we further define the sub-structures for more concrete service types. Regarding this solution, it would be the ‘XRM service’. Successively, the related PDU-set information would be defined and carried in Option fields. Moreover, another advantage is that UDP is a layer-4 protocol and its header & (newly-added) options are not normally processed by intermediary network elements (e.g., routers, switches, etc.). Not only does this relieve the processing burden off IP transport devices, but also gives a clear demarcation of the TCP/IP layer structure. The Figure 6.x.2.1 is the encap’ed UDP datagram structure with Option fields added toward the end:
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Figure 6.X.2.1: UDP w/ Option for PDU Set information carryover
When this type of UDP-option encap’ed media frame reaches a UPF, the UPF can use the PDU-set information carried in the UDP-option fields for XRM service handling. At the UPF, the original RTP-encap’ed media frames are still encrypted and the UPF cannot peek into them. So, the E2E encryption is still warranted.
However, one issue we must further tackle is that, when a UDP-option datagram is transmitted from a media server to a subscriber (UE in a 5GS network) over a public domain, the UDP-option fields are not encrypted and that critical PDU-set information, if in plaintext, might be observed & compromised by a 3rd-party entity. So, we introduce the scheme ‘Proxying UDP in HTTP’ as in RFC 9298 [X2] for the purpose.

6.X.2.2	RFC-9298 Proxying UDP in HTTP
We propose to use the HTTP/3 to proxy the UDP datagram, as per the RFC 9298 [X2]. Because the UDP option fields contain sensitive PDU-set information, HTTP/3 will be used as the proxy protocol. HTTP/3 runs over QUIC, which provides the integrity and privacy protection via TLS. Since the RFC 9298 has been introduced into TS 23.501 [xx] via the standard work of ATSSS, we do not foresee any significant barrier for the inclusion of the RFC 9298 technology for this XRM E2E encryption KI. The HTTP/3 proxy client runs on a media server, while the HTTP/3 proxy server is installed and activated in the mattered UPF. The Figure 6.x.2.2 shows the encap’ed structure of the UDP-proxying HTTP/3 datagram payload:
UDP Proxying HTTP Datagram Payload {
     Context ID (i), 
     UDP Proxying Payload (..), 
} 



Figure 6.X.2.2: UDP-proxying HTTP datagram payload
This HTTP payload will be further encap’ed with QUIC + Proxy-UDP, and sent over to the HTTP/3 proxy server on a UPF over the public domain. The QUIC protocol helps the integrity protection. Once the HTTP/3 proxy server (on the UPF) receives the HTTP datagram, it extracts out the UDP-proxying payload (as shown in Figure 6.x.2.2). The UDP-proxying payload, conforming to what is shown in the Figure 6.x.2.1, contains the PDU-set related information (in plaintext) in UDP option fields. At this moment, the UPF can start processing the PDU-set information following the work that has been standardized via the Rel-18 XRM.

6.X.2.3	The Holistic Solution: UDP-option + RFC 9298
In summary, our solution is the combined application of both the IETF UDP-option [x1] and the RFC 9298 [x2]. The holistic solution is shown in the Figure 6.x.2.3:
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Figure 6.X.2.3: Holistic solution: UDP-option + RFC 9298
In the Figure 6.x.2.3, at the side of ‘Media Sever’, the point ‘M1’ shows a UDP datagram with UDP option fields [X1] to carry over the XRM PDU-set information. The E2E encrypted RTP media data is included. The point ‘M2’ shows a (UDP-proxying) HTTP datagram payload as per the RFC 9298 [X2]. With the HTTP/3 being used for proxy, the point ‘M3’ shows the final proxied UDP datagram that will be transmitted, over a public domain, toward the UPF (in a 5G network). At the UPF, the UDP proxying payload is shown after the HTTP/3 proxy decap’ed. With this solution, the original RTP contents maintain the E2E integrity & privacy, while the UPF is able to extract and parse the PDU-set information. 

6.X.3	Procedures
The following procedure only shows the enhanced steps to the existing PDU session establishment/modification procedure in term of the AF-triggered service request. 
NOTE xx:  It is reasonably assumed that AF and AS (Media server) can communicate to share info.
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Figure 6.X.3: Procedure of provisioning UDP-option + HTTP/3 Proxy
1.	An AF function sends the request of provisioning both HTTP/3 proxy and UDP-option to NEF (untrusted) or to PCF (trusted). 
2.	PCF generates the corresponding PCC rule and sends over to SMF.
3.	A PDU session establishment or modification procedure is triggered that will use the PCC rule.
4.	A UPF is (re-)selected that supports the HTTP/3 proxy and UDP-option.
5.	The UPF generates the URI (of the HTTP/3 proxy) and install a HTTP/3 proxy server with the URI info.
6.	UPF and SMF go thru the N4 session modification update. The SMF receives the settings of the HTTP/3 proxy server from the UPF.
7.	The SMF sends the HTTP/3 proxy server info to PCF, which further sends the info to AF (possibly via NEF for untrusted case). If the AF is different from the AS (i.e., a media server), then the AF communicates with the AS to share the info.
8. 	The media server (i.e., AS) sends the downlink data to the UPF, with the application of both ‘Proxy UDP in HTTP’ and ‘UDP option’. Note that the UDP-option accommodates the PDU-set related information.
9.	The UPF extracts and parses the PDU-set information from the ‘UDP Proxying Payload’, and then continues the processing as per the Rel-18 XRM standard.

6.X.4	Impacts on services, entities and interfaces
AF:
-	Send the request of provisioning HTTP/3 proxy and UDP option. 
PCF:
-	Receive the HTTP/3 proxy and UDP option provisioning request.
-	Generate the corresponding PCC rule
-	Upon receiving the information of a HTTP/3 proxy server from SMF, send the info to AF (possibly via NEF for untrusted case)
SMF:
-	Receive the PCC rule for PDU session establishment/modification
-	(Re-)select a UPF that supports the HTTP/3 proxy and UDP option
-	Upon receiving the information of a HTTP/3 proxy server from UPF, send the info to PCF
UPF:
-	Generate the URI (of the HTTP/3 proxy) and install a HTTP/3 proxy server with the URI
-	Send the HTTP/3 proxy server information to SMF
-	Extract & parse PDU-set information from the ‘UDP Proxying Payload’ 
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