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Abstract: This discussion paper is to discuss the Issues of 5G ProSe UE-to-UE relay discovery and Layer-2 link establishment for PC5 communication via 5G ProSe Lyaer-3 UE-to-UE Relay with security aspects and the potential options to fix the issues.  
[bookmark: _Toc519004414]1. Discussion
Observation: In the procedure for 5G ProSe UE-to-UE Relay Discovery with Model B defined in clause 6.3.2.4.3, the discoverer 5G ProSe End UE sends a 5G ProSe UE-to-UE Relay Discovery Solicitation message which contains the Type of Discovery Message, User Info ID of the discoverer 5G ProSe End UE, RSC and User Info ID of the discoveree 5G ProSe End UE  and is sent using the Source Layer-2 ID and Destination Layer-2 ID as described in clause 5.8.4. Wherein, the User Info IDs of the discoverer 5G ProSe End UE and discoveree 5G ProSe End UE are included in a protected direct discovery set which can be seen only by both the discoverer 5G ProSe End UE and the discoveree 5G ProSe End UE. 
In step 3, the discoveree 5G ProSe End UE that matches the RSC and the User Info ID of the discoveree 5G ProSe End UE responds to the 5G ProSe UE-to-UE Relay with a 5G ProSe UE-to-UE Relay Discovery Response message which contains the User Info ID of the discoverer 5G ProSe End UE and the User Info ID of discoveree 5G ProSe End UE to the 5G ProSe UE-to-UE Relay setting Relay’s Source Layer-2 ID as the Destination Layer-2 ID. 
The problem is that in step 4, how does the 5G ProSe UE-to-UE Relay send the 5G ProSe UE-to-UE Relay Discovery Response message from the discoveree 5G ProSe End UE to the corresponding discoverer 5G ProSe End UE, considering 1) the User Info IDs of the discoverer 5G ProSe End UE and discoveree 5G ProSe End UE in the protected direct discovery set are transparent to the 5G ProSe UE-to-UE Relay and 2) the 5G ProSe UE-to-UE Relay may serve more than one discoverer 5G ProSe End UE simultaneously?
	[bookmark: _Toc145931769]6.3.2.4.3	Procedure for 5G ProSe UE-to-UE Relay Discovery with Model B
Depicted in Figure 6.3.2.4.3-1 is the procedure for 5G ProSe UE-to-UE Relay Discovery with Model B.


[bookmark: _CRFigure6_3_2_4_31]Figure 6.3.2.4.3-1: 5G ProSe UE-to-UE Relay Discovery with Model B
1.	The discoverer 5G ProSe End UE (UE-1) sends a 5G ProSe UE-to-UE Relay Discovery Solicitation message. The 5G ProSe UE-to-UE Relay Discovery Solicitation message contains the Type of Discovery Message, User Info ID of itself, RSC and User Info ID of the discoveree 5G ProSe End UE (UE-2) and is sent using the Source Layer-2 ID and Destination Layer-2 ID as described in clause 5.8.4.
	A 5G ProSe UE-to-UE Relays determine the Destination Layer-2 ID for signalling reception as specified in clause 5.1.
2.	A 5G ProSe UE-to-UE Relay that matches the RSC sends a 5G ProSe UE-to-UE Relay Discovery Solicitation message. The 5G ProSe UE-to-UE Relay Discovery Solicitation message contains the Type of Discovery Message, User Info ID of the discoverer 5G ProSe End UE (UE-1), User Info ID of UE-to-UE Relay, RSC and User Info ID of the discoveree 5G ProSe End UE (UE-2) and is sent using the Source Layer-2 ID and Destination Layer-2 ID as described in clause 5.8.4.
	A 5G ProSe End UE determines the Destination Layer-2 ID for signalling reception as specified in clause 5.1.
3.	The discoveree 5G ProSe End UE (UE-2) that matches the RSC and the User Info ID of the discoveree 5G ProSe End UE (UE-2) responds to the 5G ProSe UE-to-UE Relay with a 5G ProSe UE-to-UE Relay Discovery Response message. The 5G ProSe UE-to-UE Relay Discovery Response message contains the Type of Discovery Message, RSC, User Info ID of the discoverer 5G ProSe End UE (UE-1) and User Info ID of discoveree 5G ProSe End UE (UE-2) and is sent using the Source Layer-2 ID and Destination Layer-2 ID as described in clause 5.8.4. If the discoveree 5G ProSe End UE (UE-2) receives multiple UE-to-UE Relay Discovery Solicitation messages from different 5G ProSe UE-to-UE Relays with the same RSC and the User Info ID of the discoveree 5G ProSe End UE (UE-2), it may choose to respond or not to a 5G ProSe UE-to-UE Relay (e.g. based on the PC5 signal strength of each message received).
4.	The 5G ProSe UE-to-UE Relay sends a 5G ProSe UE-to-UE Relay Discovery Response message. The 5G ProSe UE-to-UE Relay Discovery Response message contains the Type of Discovery Message, User Info ID of UE-to-UE Relay, RSC and User Info ID of the discoveree 5G ProSe End UE (UE-2) and is sent using the Source Layer-2 ID and Destination Layer-2 ID as described in clause 5.8.4.



Also, the similar security issue is in the Layer-2 link establishment for PC5 communication via 5G ProSe Lyaer-3 UE-to-UE Relay specified in TS 23.304 clause 6.7.1.1.
Conclusion: In order for the 5G ProSe UE-to-UE Relay to identify the 5G ProSe UE-to-UE Discovery Response message from the discoveree 5G ProSe UE-to-UE End UE toward the discoverer 5G ProSe UE-to-UE End UE, it is needed to contain another indication/parameter other than the User Info IDs of the discoverer 5G ProSe End UE and discoveree 5G ProSe End UE in the 5G ProSe UE-to-UE Discovery Response message from the discoveree 5G ProSe UE-to-UE End UE.
Proposal: To include another indication/parameter other than the User Info IDs of the discoverer 5G ProSe End UE and discoveree 5G ProSe End UE in the 5G ProSe UE-to-UE Discovery Response message from the discoveree 5G ProSe UE-to-UE End UE during 5G ProSe UE-to-UE Relay Discovery with Model B.

2. Proposal
Propose to approve one of following proposed CRs in SA2#160AHE meeting.
Proposal 1: To include the Source Layer-2 ID of the discoveree 5G ProSe End UE in the 5G ProSe UE-to-UE Relay Discovery Solicitation message from the 5G ProSe UE-to-UE Relay toward the discoveree 5G ProSe UE-to-UE End UE.
It is captured in a CR (S2-2400486)

Proposal 2:  To include the index associated with Source Layer-2 ID of the discoverer 5G ProSe End UE and RSC in the 5G ProSe UE-to-UE Relay Discovery Solicitation message from the 5G ProSe UE-to-UE Relay toward the discoveree 5G ProSe UE-to-UE End UE.
It is captured in a CR (S2-2400488)

Proposal 3: To include the Source Layer-2 ID of the discoverer 5G ProSe End UE in the 5G ProSe UE-to-UE Relay Discovery Solicitation message from the 5G ProSe UE-to-UE Relay toward the discoveree 5G ProSe UE-to-UE End UE.
It is captured in a CR (S2-2400487)

Proposal 4: Clarification on Common identifiers for 5G ProSe UE-to-UE Relay Discovery.
It is captured in a CR (S2-2400485)

Proposal 5: Clarification on Layer-2 link establishment.
It is captured in a CR (S2-2400483)
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