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	Reason for change:
	In step 3 of procedure for 5G ProSe UE-to-UE Relay Discovery with Model B defined in clause 6.3.2.4.3, the discoveree 5G ProSe End UE responds to the 5G ProSe UE-to-UE Relay with a 5G ProSe UE-to-UE Relay Discovery Response message which contains the User Info ID of the discoverer 5G ProSe End UE and the User Info ID of discoveree 5G ProSe End UE.

The problem is that in step 4, how does the 5G ProSe UE-to-UE Relay send the 5G ProSe UE-to-UE Relay Discovery Response message from the discoveree 5G ProSe End UE to the corresponding discoverer 5G ProSe End UE, considering 1) the User Info IDs of the discoverer 5G ProSe End UE and discoveree 5G ProSe End UE in the protected direct discovery set are transparent to the 5G ProSe UE-to-UE Relay and 2) the 5G ProSe UE-to-UE Relay may serve more than one discoverer 5G ProSe End UE simultaneously?

Also, the similar security issue is in the Layer-2 link establishment for PC5 communication via 5G ProSe Lyaer-3 UE-to-UE Relay specified in TS 23.304 clause 6.7.1.1.

In this paper, the 5G ProSe UE-to-UE Relay sends the 5G ProSe UE-to-UE Relay Discovery Solicitation message to the discoveree 5G ProSe End UE with the Index associated with the RSC and the Source Layer-2 ID of the discoverer 5G ProSe End UE. 
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	Including the Index associated with the RSC and the Source Layer-2 ID of the discoverer 5G ProSe End UE in the 5G ProSe UE-to-UE Relay Discovery Solicitation message toward the discoveree 5G ProSe End UE.
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[bookmark: _Toc145931769]6.3.2.4.3	Procedure for 5G ProSe UE-to-UE Relay Discovery with Model B
Depicted in Figure 6.3.2.4.3-1 is the procedure for 5G ProSe UE-to-UE Relay Discovery with Model B.


[bookmark: _CRFigure6_3_2_4_31]Figure 6.3.2.4.3-1: 5G ProSe UE-to-UE Relay Discovery with Model B
1.	The discoverer 5G ProSe End UE (UE-1) sends a 5G ProSe UE-to-UE Relay Discovery Solicitation message. The 5G ProSe UE-to-UE Relay Discovery Solicitation message contains the Type of Discovery Message, User Info ID of itself, RSC and User Info ID of the discoveree 5G ProSe End UE (UE-2) and is sent using the Source Layer-2 ID and Destination Layer-2 ID as described in clause 5.8.4.
	A 5G ProSe UE-to-UE Relays determine the Destination Layer-2 ID for signalling reception as specified in clause 5.1.
2.	A 5G ProSe UE-to-UE Relay that matches the RSC sends a 5G ProSe UE-to-UE Relay Discovery Solicitation message. The 5G ProSe UE-to-UE Relay Discovery Solicitation message contains the Type of Discovery Message, User Info ID of the discoverer 5G ProSe End UE (UE-1), User Info ID of UE-to-UE Relay, RSC, and  User Info ID of the discoveree 5G ProSe End UE (UE-2), and the Index associated with the RSC and the Source Layer-2 ID of the discoverer 5G ProSe End UE.  and is sent using the Source Layer-2 ID and Destination Layer-2 ID as described in clause 5.8.4.
	A 5G ProSe End UE determines the Destination Layer-2 ID for signalling reception as specified in clause 5.1.
3.	The discoveree 5G ProSe End UE (UE-2) that matches the RSC and the User Info ID of the discoveree 5G ProSe End UE (UE-2) responds to the 5G ProSe UE-to-UE Relay with a 5G ProSe UE-to-UE Relay Discovery Response message. The 5G ProSe UE-to-UE Relay Discovery Response message contains the Type of Discovery Message, RSC, User Info ID of the discoverer 5G ProSe End UE (UE-1) and User Info ID of discoveree 5G ProSe End UE (UE-2) and is sent using the Source Layer-2 ID and Destination Layer-2 ID as described in clause 5.8.4. It also includes the Index in the received 5G ProSe UE-to-UE Relay Discovery Solicitation message. If the discoveree 5G ProSe End UE (UE-2) receives multiple UE-to-UE Relay Discovery Solicitation messages from different 5G ProSe UE-to-UE Relays with the same RSC and the User Info ID of the discoveree 5G ProSe End UE (UE-2), it may choose to respond or not to a 5G ProSe UE-to-UE Relay (e.g. based on the PC5 signal strength of each message received).
4.	The 5G ProSe UE-to-UE Relay sends a 5G ProSe UE-to-UE Relay Discovery Response message. It can identify the received 5G ProSe UE-to-UE Relay Discovery Response message based on the Index for deciding which discoverer 5G ProSe End UE to send. The 5G ProSe UE-to-UE Relay Discovery Response message contains the Type of Discovery Message, User Info ID of UE-to-UE Relay, RSC, Index and User Info ID of the discoveree 5G ProSe End UE (UE-2) and is sent using the Source Layer-2 ID and Destination Layer-2 ID as described in clause 5.8.4.


* * * Second Changes * * * 

[bookmark: _Toc153795026]6.7.1.1	Layer-2 link establishment for PC5 communication via 5G ProSe Layer-3 UE-to-UE Relay
Figure 6.7.1.1-1 shows the procedure for Layer-2 link establishment via 5G ProSe Layer-3 UE-to-UE Relay.


[bookmark: _CRFigure6_7_1_11]Figure 6.7.1.1-1: Layer-2 link establishment via 5G ProSe Layer-3 UE-to-UE Relay
1.	Service authorization and provisioning are performed for source 5G ProSe Layer-3 End UE, target 5G ProSe Layer-3 End UE and 5G ProSe Layer-3 UE-to-UE Relay as described in clause 6.2.
2.	The source 5G ProSe Layer-3 End UE performs discovery of a 5G ProSe Layer-3 UE-to-UE Relay as described in clause 6.3.2.4.
3.	The source 5G ProSe Layer-3 End UE sends a Direct Communication Request message to initiate the unicast Layer-2 link establishment procedure with the 5G ProSe Layer-3 UE-to-UE Relay. The parameters included in the Direct Communication Request message are  described in clause 6.4.3.7. Additionaly, the Index in the discovery message of the 5G ProSe Layer-3 UE-to-UE Relay is also included..
	The Source Layer-2 ID of the Direct Communication Request message is self-assigned by the source 5G ProSe Layer-3 End UE and the Destination Layer-2 ID is set to the Source Layer-2 ID of the discovery message of the 5G ProSe Layer-3 UE-to-UE Relay.
	The source 5G ProSe Layer-3 End UE gets application information and optional ProSe Application Requirements from ProSe application layer, and determines the end-to-end QoS parameters as described in clause 5.6.3.1.
4.	If the User Info ID of 5G ProSe Layer-3 UE-to-UE Relay in the Direct Communication Request message matches the 5G ProSe UE-to-UE Relay's User Info ID and the RSC in the Direct Communication Request matches one RSC that the relay is (pre)configured with, as specified in clause 5.1.5.1, the 5G ProSe Layer-3 UE-to-UE Relay responds by establishing the security with the source 5G ProSe Layer-3 End UE. When the security protection is enabled, the source 5G ProSe Layer-3 End UE sends the parameters as described in clause 6.4.3.7 to the 5G ProSe Layer-3 UE-to-UE Relay.
	If the Ethernet MAC address of source 5G ProSe Layer-3 End UE is already used by another 5G ProSe Layer-3 End UE, then the 5G ProSe Layer-3 UE-to-UE Relay rejects the direct link establishment indicating that the MAC address is not unique.
	The Source Layer-2 ID used for the security establishment procedure is self-assigned by the 5G ProSe Layer-3 UE-to-UE Relay and the Destination Layer-2 ID is set to the Source Layer-2 ID of the received Direct Communication Request message.
	The 5G ProSe Layer-3 UE-to-UE Relay shall choose different Source Layer-2 IDs for PC5 links of different types of traffic, i.e., IP traffic, Ethernet traffic and Unstructured traffic.
	If the PC5 link is used for transferring Unstructured traffic, the 5G ProSe Layer-3 UE-to-UE Relay shall choose different Source Layer-2 IDs for different pair of source and target 5G ProSe Layer-3 End UEs.
	Upon receiving the security establishment procedure messages, the source 5G ProSe Layer-3 End UE obtains the 5G ProSe Layer-3 UE-to-UE Relay's Layer-2 ID for future communication, for signalling and data traffic for this unicast link.
5.	After the Security Establishment procedure in step 4 is completed, the 5G ProSe Layer-3 UE-to-UE Relay sends a Direct Communication Request message to initiate the unicast Layer-2 link establishment procedure with the target 5G ProSe Layer-3 End UE. The parameters included in the Direct Communication Request message are described in clause 6.4.3.7.
	The Source Layer-2 ID of the Direct Communication Request message is self-assigned by the 5G ProSe Layer-3 UE-to-UE Relay and the Destination Layer-2 ID is the unicast Layer-2 ID of target 5G ProSe Layer-3 End UE associated with the Index in the Direct Communication Request message from the source 5G ProSe Layer-3 End UE.with the User Info ID of target 5G ProSe Layer-3 End UE.
	The 5G ProSe Layer-3 UE-to-UE Relay shall choose different Source Layer-2 IDs for PC5 links of different types of traffic, i.e., IP traffic, Ethernet traffic and Unstructured traffic.
	If the PC5 link is used for transferring Unstructured traffic, the 5G ProSe Layer-3 UE-to-UE Relay shall choose different Source Layer-2 IDs for different pair of source and target 5G ProSe Layer-3 End UEs.
6.	If the User Info ID of target 5G ProSe Layer-3 End UE and RSC included in the Direct Communication Request match the target UE's User Info ID and the RSC that the target UE is (pre)configured with as specified in clause 5.1.5.1, the target 5G ProSe Layer-3 End UE responds by establishing the security with the 5G ProSe Layer-3 UE-to-UE Relay. When the security protection is enabled, the 5G ProSe Layer-3 UE-to-UE Relay sends the parameters as described in clause 6.4.3.7 to the target 5G ProSe Layer-3 End UE.
	The Source Layer-2 ID used for the security establishment procedure is self-assigned by the target 5G ProSe Layer-3 End UE and the Destination Layer-2 ID is set to the Source Layer-2 ID of the received Direct Communication Request message.
	Upon receiving the security establishment procedure messages, the 5G ProSe Layer-3 UE-to-UE Relay obtains the target 5G ProSe Layer-3 End UE's Layer-2 ID for future communication, for signalling and data traffic for this unicast link.
7.	The target 5G ProSe Layer-3 End UE sends a Direct Communication Accept message to the 5G ProSe Layer-3 UE-to-UE Relay that has successfully established security with. The parameters included in the Direct Communication Accept message are described in clause 6.4.3.7.
NOTE:	The 5G ProSe Layer-3 UE-to-UE Relay can detect that the Ethernet MAC address of target 5G ProSe Layer-3 End UE is already used by another 5G ProSe Layer-3 End UE when it receives the Direct Communication Accept message.
8.	For IP traffic, IPv6 prefix or IPv4 address is allocated for the target 5G ProSe Layer-3 End UE as defined in clause 5.5.1.4.
9.	After receiving the Direct Communication Accept message from the target 5G ProSe Layer-3 End UE, the 5G ProSe Layer-3 UE-to-UE Relay sends a Direct Communication Accept message to the source 5G ProSe Layer-3 End UE that has successfully established security with. The parameters included in the Direct Communication Accept message are described in clause 6.4.3.7.
10.	For IP traffic, IPv6 prefix or IPv4 address is allocated for the source 5G ProSe Layer-3 End UE as defined in clause 5.5.1.4.
11.	For IP communication, the 5G ProSe Layer-3 UE-to-UE Relay may store an association of User Info ID and the IP address of target 5G ProSe Layer-3 End UE into its DNS entries and the 5G ProSe Layer-3 UE-to-UE Relay may act as a DNS server to other UEs. The source 5G ProSe Layer-3 End UE may send a DNS query to the 5G ProSe Layer-3 UE-to-UE Relay to request IP address of target 5G ProSe Layer-3 End UE after step 10 if the IP address of target 5G ProSe Layer-3 End UE is not received in step 9 and the 5G ProSe Layer-3 UE-to-UE Relay returns the IP address of the target 5G ProSe Layer-3 End UE to the source 5G ProSe Layer-3 End UE.
	For Ethernet communication, the 5G ProSe Layer-3 UE-to-UE Relay maintains the association between PC5 links and Ethernet MAC addresses received from the 5G ProSe Layer-3 End UE.
	For Unstructured traffic communication, for each pair of source and target 5G ProSe Layer-3 End UEs, the 5G ProSe Layer-3 UE-to-UE Relay maintains the 1:1 mapping between the PC5 link with source 5G ProSe Layer-3 End UE and the PC5 link with target 5G ProSe Layer-3 End UE.
12.	The source 5G ProSe Layer-3 End UE communicates with the target 5G ProSe Layer-3 End UE via the 5G ProSe Layer-3 UE-to-UE Relay.
In the case of one source 5G ProSe Layer-3 End UE communicates with multiple target 5G ProSe Layer-3 End UEs, the PC5 link between the source 5G ProSe Layer-3 End UE and the 5G ProSe Layer-3 UE-to-UE Relay can be shared for multiple target 5G ProSe Layer-3 End UEs per RSC while the PC5 links may be established individually between the 5G ProSe Layer-3 UE-to-UE Relay and target 5G ProSe Layer-3 End UEs per RSC. For the shared PC5 link, the Layer-2 link modification procedure shall be used. The parameters used in the Layer-2 link modification procedure are described in clause 6.4.3.7.
In the case of multiple source 5G ProSe Layer-3 End UEs communicate with one target 5G ProSe Layer-3 End UE, the PC5 link between the 5G ProSe Layer-3 UE-to-UE Relay and the target 5G ProSe Layer-3 End UE can be shared per RSC while the PC5 links may be established individually between the source 5G ProSe Layer-3 End UEs and the 5G ProSe Layer-3 UE-to-UE Relay per RSC. For the shared PC5 link, the Layer-2 link modification procedure shall be used. The parameters used in the Layer-2 link modification procedure are described in clause 6.4.3.7.

* * * End of Changes * * * 
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