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1. Overall Description:
SA2 thanks SA3 for their on LS on Model Sharing with MTLF indicating that “SA3 has discussed the use cases of the above and has acknowledged the security issue. SA3 has not agreed on a security solution.” 

SA2 has discussed the LS reply from SA3, then agreed the attached CR that indicates that, in Rel-18 no security solution is standardized to prevent that an ML Model that is provided to a consumer is forwarded to another NF that is not authorized to consume this ML Model. This is described in clause 4.2 of TS 23.288 where a MTLF requests a ML Model to another MTLF that is not the consumer of the ML Model but will forward the ML model to the final consumer, i.e. an AnLF. SA2 kindly asks SA3 to inform if this scenario is resolved in a future release. 

In addition, SA2 has discussed the transfer of file address(es) of the trained ML Models from a source NWDAF to target NWDAF, described in clause 6.1B.2.2 or clause 6.1B.3.1 of TS 23.288. The problem that has been identified is that the source NWDAF may not use this option for the case where the ML model is locally stored as the purpose of this option to transfer the file address(es) is, but misuse it for the case where the ML model is retrieved from MTLF instead, in the later the target NWDAF retrieves the ML model from the source NWDAF instead of the MTLF, as such the transfer procedures skips the MTLF validation that shall be done. How to prevent this to happen is a security discussion, as such the transfer of file address(es) of the trained ML Models from a source NWDAF to target NWDAF has been removed from Rel-18 23.288.


2. Actions:
To SA3
ACTION:  SA2 kindly asks SA3 to take the above information into account.

3. Date of Next SA2 Meeting:
SA2#161			February 26 - March 1, 2024				Athens, Greece     	
SA2#162		             April 15th – April 18th, 2024	                                       China (TBC)
	
	

