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Background 
Release 16 of 3GPP TS 26.114 introduced IMS data channel. It defines "data" media component for real-time interaction which is transported using SCTP (IETF RFC 4960) over DTLS (IETF RFC 8261) as described by WebRTC data channels (IETF RFC 8831). Now some Communication Service Providers are performing IMS data channel service trials and might be planning commercial deployment. However, it is still not clear how the Lawful Interception of IMS data channel media is performed in HPMN or VPMN. 
GSMA IR.65 states that the general principle should be observed that the “local regulation needs to be supported”, and during the work on GSMA NG.129 white paper it was confirmed that this principle is applicable to the IMS data channel. Therefore where required the local authority in VPMN (or HPMN) SHALL be able to intercept the IMS data channel content. Not being able to do so will effectively block the commercial launch of the related services due to lack of the compliance to the local laws.  
According to clause 4.2 of 3GPP TS 26.114, IMS data channel use SCTP (RFC 4960) over DTLS (RFC 8261) protocol stack detailed in IETF RFC 8831. It means that the communication contents transferred over IMS data channels, including a bootstrap data channels and application data channels, are encrypted on the end to end basis both in roaming and non-roaming scenarios. 
GSMA IR.65 that states “It should be mentioned that in current deployments typically only SIP signalling is encrypted in VoLTE. The actual RTP voice media is only encrypted over the air and is thus not encrypted when passed from the eNodeB to the SGW in the EPC”. In the similar spirit section 20.1.1 of 3GPP TS 33.107, it states that ‘A condition required for the operation of S8HR LI is that the IMS signalling messages and the media packets are not encrypted at S-GW/BBIFF.’ Neither of those clearly answers the question how to deal with new IMS media type data which is end to end encrypted.
Section 6.2.1.5 of GSMA PRD NG.134 states “The data channels are subject to the Lawful Interception requirements based on the national regulations. The technical solution will be profiled in this document once 3GPP SA3 work is completed”
Requests
GSMA NG/UPG kindly requests 3GPP SA3-LI to provide the following clarifications:
· Does SA3-LI already provision for the interception of 3GPP TS 26.114 defined bootstrap and the application data channels, and if so where are those provisions captured; 
· The case being that no such provisions exists then we kindly ask SA3-LI to undertake the required study and to provide clarifications on Lawful Interception in the following scenarios:
· Lawful interception of the end to end encrypted communication contents over 3GPP TS 26.114 defined bootstrap data channels and application data channels in non-roaming scenario;
· Lawful interception of the end to end encrypted communication contents over 3GPP TS 26.114 defined bootstrap data channels and application data channels in roaming scenario. 
[bookmark: _Hlk68772839][bookmark: _Hlk68772826]Actions to 3GPP SA3-LI
GSMA NG/UPG kindly requests 3GPP SA3-LI to clarify Lawful Interception of the encrypted communication contents over IMS data channels in both roaming and non-roaming scenario.
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