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1	Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
 
	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item

For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	
	
	



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 



Dependency on non-3GPP (draft) specification: TBD

3	Justification
Nowadays, end-to-end encryption for application traffic has become widely used by various applications. Therefore, it is becoming a challenge for operators to provide proper traffic management within a PDU Session to e.g. provide the suitable QoS for the applications that need it. Privacy concern also drives reduced traffic visibility due to other reasons, e.g. due to relay proxy deployments, encrypted signalling (DNS, TLS handshakes…), etc. 
In particular, end-to-end QUIC traffic (which is encrypted), grows quickly. All major browsers, web server, and CDNs have QUIC implementations. In particular, QUIC is being adopted for many low latency applications, especially those over web browser, e.g. game streaming over web browser (xCloud, GeForceNow, Stadia). 
The intent of this SID is to provide enhancements to the 5GS capabilities for traffic management in the following areas:
1) 	The IETF MASQUE (Multiplexed Application Substrate over QUIC Encryption) WG was chartered to specify secure proxy protocols and mechanisms based on QUIC and has delivered several RFCs, including RFC 9298. The first 3GPP use case to incorporate MASQUE technology has been ATSSS in rel-18. On the field, MASQUE specifications are being used as part of so called “relay services” where two intermediate proxies enhance user privacy by separating user identity from accessed service to all entities along the communication path. 

MASQUE sets up a connection to a relay (aka MASQUE server) using QUIC as a tunnel transport and then forwards traffic through that tunnel to a target server or another relay. This technology also allows end-points (UE and application server) and in-network relays (UPF) to exchange information explicitly, which may enable opportunities for collaboration between the network and the application at the endpoint.
	
Explicit collaboration between parties addresses the new communication patterns and user desire for control of privacy. 5GC UPF that integrates MASQUE may enable better in-network support of existing and emerging services and may be a chance for mobile network operators to establish new and well-defined business relationships. This justifies a study of the usage of MASQUE to enhance other 5GS use cases besides ATSSS. 

2) 	QUIC has been adopted for many low latency applications and efficient support of QoS differentiation is becoming increasingly important. The QUIC protocol uses QUIC Connection ID to uniquely identify a QUIC connection and use QUIC streams inside a QUIC connection to carry payload. QUIC connections and QUIC streams may carry application data for different applications. It is possible that the one service data flow identified with one packet filter may include multiple QUIC connections/streams, and each QUIC connection/stream may have different QoS requirements. If the QUIC connections/streams share the same 5-tuple, the current 5G system cannot identify QUIC traffic and provide QoS handling at QUIC connection or QUIC stream granularity.

3) 	Reflective QoS is currently controlled on a per-packet basis by using the Reflective QoS Indication (RQI) in the encapsulation header on N3 (and N9) reference point together with the QFI and a Reflective QoS Timer (RQ Timer) value. When the UPF is instructed by the SMF to apply RQI marking, the UPF shall set the RQI in the encapsulation header for every DL packet corresponding to the SDF. When an RQI is received by ®AN in a DL packet on N3 reference point, the (R)AN shall indicate to the UE the QFI and the RQI of that DL packet as part of the SDAP header. The current procedures reatee high processing and memory requirements for a UE implementation as whenever the RQI bit is set in the SDAP header for DL PDUs, UE needs to extract and parse the IP/TCP/UDP/ESP headers to check whether this is a new SDF or an existing SDF. As 5G throughputs scale to higher values, such per packet processing costs end up limiting the maximum data rates which can be supported by the UE.

Reflective QoS support for IPSec and other transport protocols (e.g., QUIC) depends on UE’s capability. For example, to derive uplink packet filters for ESP or UDP-encapsulated IPSec packets the UE needs to understand the link between downlink and uplink Sas. Even if the UE has indicated support for Reflective QoS, it may have different capabilities for handling various transport protocols in an IP PDU Session. The network is not aware of UE capability for Reflective QoS in this level of details and this leads to a sub-optimal system behaviour.
4	Objective
The objective of this work is to study enhancements to 5GC Traffic management capabilities. 
The following aspects will be studied: 

WT-1: Study whether and how to use MASQUE capabilities in the 5GC user plane for improved traffic management when theto support traffic is ciphered end to end. The following aspects will be studied:

- 	WT-1a: Study whether and how to modify the use of MASQUE in 5GC to apply also for single-access PDU Sessions. This includes to study the information that needs to be provided between the UE and 5GC to use MASQUE capabilities in the 5GC user plane, e.g. MASQUE proxy address and capability exchange (i.e. UE and NW support of the feature). This also includes whether and how to enable subscription control for use of MASQUE for traffic management, e.g. per DNN.

- 	WT-1b: Study the relevant information to be exchanged between UE and UPF on fully encrypted traffic for use with traffic management (e.g. QoS, and charging) in 5GC and whether and how the network needs to influence which information the UE provides to the UPF. This includes enhancements to the PCC framework, as needed. The solution should also consider whether and how the network can trust the information provided by the UE.

- 	WT-1c: Study whether and how the information identified in WT-1b can be used for data collection, i.e. reporting of user plane data as input to analytics.

 NOTE: The solutions should consider that the information the UE shares with the network can be subject to user consent in the UE. The solution should also consider whether and how the network can trust the information provided by the UE. This may be done in collaboration with SA3.  



WT-2: Void Enhancements for traffic multiplexing in QUIC. The following aspects will be studied:

- 	WT-2a: Study whether and how to enhance the 5GS QoS framework including the Packet Filter Set definition and Packet Flow Description to be able to identify QUIC connections and/or QUIC streams and provide differentiated QoS for different QUIC connections and/or QUIC streams within the same PDU session. Proposed solutions shall be based on IETF protocols or extension of such protocols, if available in IETF. 

- 	WT-2b: Study whether and how to enhance Reflective QoS to create packet filters corresponding to the enhancements defined in WT-2a and WT-2b.

 Editor’s note: WT-2 is assumed to be covered by XRM SID WT#2.1. 




WT-3: Void
Enhancements for Reflective QoS. The following aspects will be studied:

- 	WT-3a: Study whether and how to relax the per-packet processing requirements for Reflective QoS so that the UE can sustain higher throughput for the SDF.

- 	WT-3b: Study whether and how to extend the UE capability signalling for Reflective QoS to indicate ability to handle different transport protocols

Editor’s note: WT-3 was supported by one company and questioned by 4 companies in the moderated discussion. It was also proposed to handle it as TEI-19. Moderator proposal: Remove and possibly handle as TEI-19. 

The solutions should consider user plane transmission efficiency. 
The solutions for WT-1 should support UDP-based e2e traffic (e.g. QUIC, DTLS).  
LBO roaming scenarios and HR-SBO scenarios are out of scope for WT-1.
If any extensions are needed on top of IETF MASQUE WG RFCs, they should preferably be described in 3GPP so that they can be candidates for MASQUE extensions defined in IETF.


TU estimates and dependencies

	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe)
	Inter Work Tasks Dependency

	WT-1
	
	2.5
	1.52
	No
	

	
	WT-1a
	1
	1
	
	

	
	WT-1b
	1
	0.5
	
	WT-1a

	
	WT-c
	0.5
	0.5
	
	WT-1a

	WT-2
	
	2.5
	1.5
	No
	

	
	WT-2a
	1.5
	1
	
	

	
	WT-2b
	1
	0.5
	
	WT-2a

	WT-3 
(proposed to be removed)
	
	1.5
	1
	No
	

	
	WT-3a
	1
	0.5
	
	

	
	WT-3b
	0.5
	0.5
	
	




Total TU estimates for the study phase:     5  2
Total TU estimates for the normative phase:    3.5 1.5
Total TU estimates: 8.5 3.5
5	Expected Output and Time scale
{If this WID covers both stage 2 and stage 3, clearly indicate the different completion dates.}

	New specifications / TR

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR 23.xyz
	-

	Study on Enhanced Traffic management
	SA#104 June 2024 (TBD)
	SA#106 December 2024
(TBD)
	TBD 




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	



6	Work item Rapporteur(s)
 TBD 
7	Work item leadership
SA2

8	Aspects that involve other WGs
Interactions may be identified during study phase e.g. with SA3 and SA5-CH.

9	Supporting Individual Members
{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval}
	Supporting IM name

	Ericsson

	Apple?

	ZTE?

	T-Mobile USA

	BT

	

	

	




