

	
SA WG2 Meeting #S2-159	S2-2311511
09 - 13 October, 2023, Xiamen, P.R. China	(revision of S2-2310607)
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	23.501
	CR
	4987
	rev
	1
	Current version:
	18.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Adding architecture on supporting authentication for NSWO using CH with AAA Server via 5GC

	
	

	Source to WG:
	ZTE, CableLabs?, Huawei?

	Source to TSG:
	SA WG2

	
	

	Work item code:
	eNPN_Ph2
	
	Date:
	2023-09-20

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	In this meeting, the SA3 sends the LS (S2-2310086) on NSWO support in SNPN using CH AAA server, it added a new procedure in the attached CR (33.501#1697).
According to the discussion paper S2-2310606, this CR proposes to add the corresponding architectures to the 23.501

	
	

	Summary of change:
	Adding the architecture on NSWO support in SNPN using CH AAA server. Removing the “not support for NSWO” in the SNPN clasue.

	
	

	Consequences if not approved:
	The SA2 spec is not align with SA3 spec.

	
	

	Clauses affected:
	[bookmark: _GoBack]4.2.15

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1



[bookmark: _Toc493487903]FIRST CHANGE

[bookmark: _Toc145935534]4.2.15	Architecture to support WLAN connection using 5G credentials without 5GS registration
The reference architecture shown with reference point representation in Figure 4.2.15-1 and with Service Based Interface (SBI)-representation in Figure 4.2.15-2, enables a UE to connect to a WLAN access network using its 5GS credentials without registration to 5GS. This architecture is based on the Non-Seamless WLAN Offload Function (NSWOF), which interfaces to the WLAN access network using the SWa' reference point and interfaces to the AUSF using the Nausf SBI. The SWa' reference point corresponds to SWa reference point as defined in TS 23.402 [43] with the difference that SWa' the EAP procedure ensures that the permanent user ID is not visible over the access as defined in TS 33.501 [29] and that SWa' connects the Untrusted non-3GPP IP Access, possibly via 3GPP AAA Proxy, to the NSWOF and that the EAP user ID is a SUCI and not an IMSI.
The functionality of the NSWOF and the procedures applied for supporting a WLAN connection using 5GS credentials for Non-seamless WLAN offload are further defined in TS 33.501 [29] Annex S. The roaming architectures are shown with reference point representation in Figure 4.2.15-3 and with SBI representation in Figure 4.2.15-4. The architecture in Figure 4.2.15-1 and Figure 4.2.15-2 applies to UEs with PLMN or SNPN credentials.
NOTE 1:	For a UE with SNPN credentials it is assumed that the realm part of UE identifier in SUCI format is defined in a way that enables routing of SWa requests from the WLAN AN to the NSWOF in the SNPN's 5GC.
The architectures in Figure 4.2.15-3a and Figure 4.2.15-4a apply to UEs with PLMN or SNPN credentials from a CH using UDM.
The architecture in Figure 4.2.15-3b applies to UEs with SNPN credentials from a CH using AAA Server. In this architecture the UE procedures for access selection for 5G NSWO defined in clause 6.3.12b apply. Except the UE, all NFs in Figure 4.2.15-3b are out of scope of 3GPP.
The architecture in Figure 4.2.15-3c and Figure 4.2.15-4b applies to UEs with SNPN credentials from a CH using AAA Server via 5GC (NSWOF/AUSF/UDM/NSSAAF). In this architecture the UE procedures for access selection for 5G NSWO defined in clause 6.3.12b apply.
NOTE 2:	How to protect the user identity over the WLAN interface in architecture defined in Figure 4.2.15-3b and 4.2.15-3c is defined in TS 33.501 [29].
The UE can also connect to a WLAN access network using 5GS credentials by performing the 5GS registration via Trusted non-3GPP access procedure defined in clause 4.12a.2.2 of TS 23.502 [3]. With this procedure, the UE connects to a WLAN access network using 5GS credentials and simultaneously registers in 5GS. However, the architecture defined in Figure 4.2.15-1, Figure 4.2.15-2, Figure 4.2.15-3 and in Figure 4.2.15-4, enables a UE to connect to a WLAN access network using 5GS credentials but without registration in 5GS.
If the WLAN is configured as Untrusted Non-3GPP access, in the case that the WLAN supports IEEE 802.1x, the UE may first use the 5G NSWO procedure to obtain a connection with and the local IP address from the WLAN, and any time after that, the UE may initiate the Untrusted Non-3GPP Access to obtain the access to 5GC.


[bookmark: _CRFigure4_2_151]Figure 4.2.15-1: Reference architecture to support authentication for Non-seamless WLAN offload in 5GS


[bookmark: _CRFigure4_2_152]Figure 4.2.15-2: Service based reference architecture to support authentication for Non-seamless WLAN offload in 5GS


[bookmark: _CRFigure4_2_153]Figure 4.2.15-3: Roaming reference architectures to support authentication for Non-seamless WLAN offload in 5GS


[bookmark: _CRFigure4_2_153a]Figure 4.2.15-3a: Reference architectures to support authentication for Non-seamless WLAN offload using credentials from Credentials Holder using UDM


[bookmark: _CRFigure4_2_153b]Figure 4.2.15-3b: Reference architectures to support authentication for Non-seamless WLAN offload using credentials from Credentials Holder using AAA Server


Figure 4.2.15-3c: Reference architectures to support authentication for Non-seamless WLAN offload using credentials from Credentials Holder using AAA Server via 5GC
NOTE 2:	Configuration 2) in Figure 4.2.15-3 and Figure 4.2.15-3a is a deployment variant of configuration 1)


[bookmark: _CRFigure4_2_154]Figure 4.2.15-4: Service based Roaming reference architecture to support authentication for Non-seamless WLAN offload in 5GS
The SWd' reference point corresponds to the SWd reference point as defined in TS 23.402 [43] with the difference that SWd' connects the 3GPP AAA Proxy, possibly via intermediate 3GPP AAA Proxy, to the NSWOF and that the EAP user ID is a SUCI and not an IMSI.
In both roaming and non-roaming scenarios, the NSWOF acts towards the WLAN Access as a 3GPP AAA server, with the difference that the EAP user ID is a SUCI and not an IMSI.


[bookmark: _CRFigure4_2_154a]Figure 4.2.15-4a: Service based reference architecture to support authentication for Non-seamless WLAN offload using credentials from Credentials Holder using UDM


Figure 4.2.15-4b: Service based reference architecture to support authentication for Non-seamless WLAN offload using credentials from Credentials Holder using AAA Server via 5GC
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