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Abstract of the contribution: This contribution discusses potential ways to assign a static IP address for a UE and User Plane Security Policy for a group via exposure interfaces, based on external parameter provisioning. 
1. Introduction 
1.1 	User Plane Security Policy

The 5G networks allow the operator to configure a UP Security Policy for a PDU Session. This policy can be determined based on UE subscription data in UDM. This security policy should be the same for all PDU Sessions in the 5G VN group, as documented in TS 33.501, Annex K.3:

“To reduce incremental complexity added by security, all PDU sessions associated with a specific 5G LAN group should have the same UP security policy. “

For 5G VN networks, where the AF provisions the 5G VN group data there is however no specified mechanism to ensure this requirement from TS 33.501. 
Observation 1: In-line with the need for configuring 5G VN networks via exposure API, there is a justification for also allowing the AF to define the UP Security Policy for all PDU Sessions in a 5G VN group.  
SA3 may be consulted on security aspects, but there should be no impacts to SA3 specifications.

1.2 	Static IP address assignment

5G non-public networks (NPNs, including SNPNs and PNI-NPNs) primarily serve the enterprise and government segments. These organizations prefer to assign static IP addresses to some or most of their UEs. 5G-enabled devices such as printers and servers in a wireless office environment may also need static IP addresses. In the Operational Technology (OT) verticals (e.g. manufacturing, oil & gas, mining, chemical industry) the norm is that all aspects of networking are pre-planned in the engineering phase, entailing that all devices have a static IP address assigned. 
To scale a 5G system infrastructure for use with tens of thousands of I/O signals, hundreds of video cameras and mobile equipment, the efficiency of the network operation processes is of very high importance [1]. To this end, enterprises aim to integrate their IT/OT control systems with the 5G system using an exposure API. The requirements of the OT industry on 5G exposure APIs have been documented by the 5G Alliance on Connected Industries and Automation (5G‑ACIA) in a whitepaper [2], including the demand that static IP addresses need to be assigned to UEs by the IIoT application. 5G-ACIA issued a liaison statement (LS) to 3GPP [3] including the request that 5G exposure APIs shall allow the enterprise application to assign a static IP address to a UE.
Practical experience from customer trials shows that in several enterprise 5G NPN deployments the enterprise user has demanded an API that allows them to assign static IP addresses to UEs.
Observation 2: 5G-ACIA and allied members have expressed need to assign static IP addresses to UEs via 5G exposure APIs, in the forms of a 5G-ACIA White Paper [2], an LS issued by 5G-ACIA to 3GPP [3] and also in customer cases of on-site 5G NPN deployments.

To date 3GPP standards allow two options for static IP address assignment to UEs in 5G systems:
a) 	UDM-based, via Nudm_SubscriberDataManagement (Nudm_SDM) API

Nudm_SubscriberDataManagement (SDM) Service, subclause 5.2.3.3, 3GPP TS 23.502, allows the assignment of Static IP address/prefix as part of the Session Management Subscription data needed for PDU Session Establishment.

Con: The enterprise has no access to the UDM, thus direct configuration is not accessible and irrelevant for the enterprise. Only the network operator has access to the UDM.

b) 	DN-AAA server-based, e.g. via external parameter provisioning of DN-AAA server addressing data to the NEF.

According to 3GPP TS 23.501, subclause 5.8.2.2, if the static IP address/prefix is not stored in the UDM subscription record, it may be configured on a per-subscriber, per-DNN and per-S-NSSAI basis in the DHCP/DN-AAA server and the SMF retrieves the IP address/prefix for the UE from the DHCP/DN-AAA server.

In the special case of 5G VN groups, static IP address assignment to a 5G VN group member UE by a DN-AAA server is applicable via configuring 5G VN group data which may include PDU session type, DNN, S-NSSAI and Application descriptor, Information related with secondary authentication / authorization (e.g. to enable IP address assignment by the DN-AAA), according to 3GPP TS 23.501 subclause 5.29.2. When a PDU Session is established for a 5G VN group, using the DN-AAA server address in the 5G VN group data, the SMF accesses the DN-AAA server to get the static UE IP address.


Cons: 
· [bookmark: _Hlk144718582]A DN-AAA server is not part of typical 5G NPN deployments. This may cause security discrepancies between the Enterprise and Service Provider domains due to secondary authentication in separated domains of the Enterprise and the Service Provider.
· A single network may serve several Enterprises which would necessitate interworking with a large number of DN-AAA servers, posing scaling issues. 
· Moreover, there is no standardized way for the enterprise to manage static IP address allocation over a RESTful API in AAA servers.
· The enterprise needs two parallel ways to interface the service provide: via NEF APIs (HTTP) and SMF DN-AAA interface (RADIUS). 

Observation 3: The 3GPP standardized method of UDM-based static IP address assignment to UEs is not accessible for the enterprise. Static IP address assignment via DN-AAA server for the Enterprise is a vendor-dependent and manual procedure which poses potential security discrepancies between the Enterprise and Service Provider domains.
2. Discussion
Enhancements of 5G VN group data to include User Plane Security Policy is straightforward. It adds one more parameter to the 5G VN group data. This parameter is common for all members of the 5G VN group. 
However, the provisioning of UE IP address is not that straightforward. This requires the AF to provision per-UE (e.g. per-GPSI) parameters that are different for each UE. One option could be to extend the 5G VN group data also in this case and apply the solution to 5G VN use cases only. However, it does not seem appropriate to include per-subscriber parameters in the 5G VN group data, which currently contains parameters where the same values apply to all members in the group. Below we analyse a few options, including the 5G VN approach:
Alternatives for the static IP address assignment to UEs
We analyse different alternatives for the static IP address assignment for UEs and summarize pros and cons below.
[bookmark: _Hlk144723751][bookmark: _Hlk144904783]Option 1a: Addition of UE IP address/prefix to 5G VN group data parameters.
This solution option adds a list of GPSIs to the 5G VN payload of the External Parameter Provisioning process, where each GPSI is associated with an IPv4 address and/or IPv6 prefix.
Pro:
· Additions of data structures and descriptions are needed only to the existing Nnef_ParameterProvision Service for 5G VN.
Cons:
· The solution is not generic and is restricted to static IP address assignment during the creation and update of 5G VN groups.
· Including per-GPSI parameters in 5G VN group data is not appropriate and would complicate UDM/UDR handling of the 5G VN group data. Current 5G VN group data contain parameters that are common to all members of the group. 

Option 1b: Addition of UE IP address/prefix of a new 5G VN data structure.
This solution option adds a new data structure to the 5G VN payload that includes a list of GPSIs where each GPSI is associated with an IPv4 address and/or IPv6 prefix. This allows the per-GPSI information to be provided separate from the 5G VN group data.
Pro:
· Additions of data structures and descriptions are needed only to the existing Nnef_ParameterProvision Service for 5G VN.
Cons:
· The solution is not generic and is restricted to static IP address assignment during the creation and update of 5G VN groups.
· Requires an additional data structure for the 5G VN API.

[bookmark: _Hlk144905651]Option 2: New payload category in Nnef_ParameterProvision Service for static IP addressing information.
This solution option defines a new payload category in the Nnef_ParameterProvision Service, i.e. in addition to the existing payload categories listed in subclause 4.15.6.2, step 1 of TS 23.502. A new payload category of Static IP address assignment parameters, including an array of GPSIs and corresponding Static IP address/prefix field (of the same static UE subscription data type).
Pro:
· Simple and straightforward solution with limited impacts, existing Nnef_ParameterProvision payloads do not need modification.
Cons:
· Stage 3 may need to define a new API

[bookmark: _Hlk144906608]Option 3: Addition of UE IP address/prefix to Network Configuration parameters.
This solution option adds the Static IP addressing parameters for UEs to the existing payload category of Network Configuration parameters, 4.15.6.3a, Nnef_ParameterProvision Create and Update procedures, 4.15.6.2, step 1 of TS 23.502. The existing payload is extended to include Static IP address assignment parameters, with an array of GPSIs and corresponding Static IP address/prefix field (of the same static UE subscription data type).
Pros:
· Simple and straightforward solution with limited impacts.
· No new payload needed in the Parameter Provisioning service.
Con:
· Overloading the Network Configuration parameters with static UE IP address parameters. The current Network Configuration parameters are more related to application properties and thus of different nature than static UE IP address, which is more of a provisioning service.
· Not possible to provision static UE IP address for multiple GPSIs in a single request (currently the Network Configuration parameters API only supports a single GPSI in the request).
3. 	Proposal
Multiple proposals have been presented for the extension of Nnef_ParameterProvision API with the functionality of static IP addressing of UEs.
The option that provides the cleanest solution and allows broader applicability is Option 2. This allows an operator to expose the static IP address capabilities also for other use cases than 5G VN, e.g. for NPN that have been deployed without using the 5G VN API. 
A TEI-19 proposal (WID and example CRs) for exposure of UE static IP address assignment based on option 2, and exposure of Group User Plane Security Policy for 5G VN groups is available in S2-2311111.
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