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Abstract: This discussion paper is to discuss the Issues of Relay_Indication and the potential options to fix the issues.  	
[bookmark: _Toc519004414]1. Discussion
Observation1: intention of introducing “relay_indication” for 5G ProSe UE-to-UE Relay Discovery with Model A is highlighted in step 2 in clause 6.3.2.4.2. If there is no such relay_indication, U2U Relay can easily collect and announce other UE’s User Info ID without any restriction, e.g., permission from the UEs. it is the right option to restrict the U2U Relay to collect/announce the other UE’s User Info ID. 
For example, without such restriction, User A may receive many unexpected request(s) from the UE(s) that uses the User Info ID of the User A announced by the U2U Relay.  
	6.3.2.4.2	Procedure for 5G ProSe UE-to-UE Relay Discovery with Model A
Depicted in Figure 6.3.2.4.2-1 is the procedure for 5G ProSe UE-to-UE Discovery with Model A.


Figure 6.3.2.4.2-1: 5G ProSe UE-to-UE Relay Discovery with Model A
1.	The 5G ProSe UE-to-UE Relay has discovered other UEs in proximity (e.g. via a previous 5G ProSe UE-to-UE Relay Discovery or 5G ProSe UE-to-UE Relay Communication procedures). The 5G ProSe UE-to-UE Relay obtains the User Info ID of other UEs in proximity per RSC.
2.	The 5G ProSe UE-to-UE Relay sends a UE-to-UE Relay Discovery Announcement message. The UE-to-UE Relay Discovery Announcement message contains the Type of Discovery Message, User Info ID of the 5G ProSe UE-to-UE Relay, RSC and list of User Info ID of the 5G ProSe End UEs supporting the RSC. The UE-to-UE Relay Discovery Announcement message is sent using the Source Layer-2 ID and Destination Layer-2 ID as described in clause 5.8.4.
	The 5G ProSe UE-to-UE Relay shall only announce User Info IDs of other UEs in proximity which provided relay_indication when they were previously discovered.



Observation 2: [33.503] in clause 6.1.3.3.1, Two sets of discovery security materials are used for UE-to-UE Relay discovery message protection. 
· Direct Discovery security materials are used by 5G ProSe End UEs to protect a direct discovery set that is an end-to-end data element between 5G ProSe End UEs and is not processed by the 5G ProSe UE-to-UE Relay. 
· UE-to-UE Relay Discovery security materials are used by 5G ProSe UE-to-UE Relay and 5G ProSe End UEs to protect 5G ProSe UE-to-UE Relay Discovery messages. The 5G ProSe UE-to-UE Relay Discovery message includes the protected direct discovery set.
Provisioning of the Direct Discovery security materials reuses the security materials provisioning mechanism for Restricted 5G ProSe Direct Discovery as specified in clause 6.1.3.2.
The highlighted in bule is protected by End UE so that U2U Relay cannot process it, however this mechanism cannot stop U2U Relay to collect and announce the User Info ID of other End UEs. The security materials provisioning is per Prestricted/query/response code, so there are still number of other unexpected End UEs can have the security materials to understand and use the User Info ID.
Conclusion 1: End-to-End Protection mechanism defined in SA3 cannot restrict the U2U Relay to collect/announce the User Info ID of other End UE as what “relay_indication” can provide. 

Observation 3: The 5G ProSe UE-to-UE Relay obtains the User Info ID of other UEs in proximity per RSC.
Observation 4: 5G ProSe Direct Discovery with Model A/B has defined the relay_indication. But there is no User Info ID and RSC information included. So that U2U Relay cannot obtain the User Info ID and RSC for the list of User Info ID of other End UEs, which is also mentioned by the LSin from CT1 (C1-236448)
Proposal 1: to include the required parameters [User Info ID of Announcing UE, RSC(s)] along with relay_indication during ProSe Direct Discovery with Model A/B. 

Observation 5: The 5G ProSe UE-to-UE Relay obtains the User Info ID of other UEs in proximity (e.g. via a previous 5G ProSe UE-to-UE Relay Discovery or 5G ProSe UE-to-UE Relay Communication procedures). However during the previous 5G ProSe UE-to-UE Relay discovery procedures, there is no such “relay_indication” included for the End UE to indicate whether the 5G ProSe UE-to-UE Relay can obtain the User Info ID or not. 
Proposal 2: to include the relay_indication during 5G ProSe UE-to-UE Relay Discovery with Model B

2. Proposal
Propose to approve following proposed CRs in SA2#159 meeting.
Proposal 1: to include the required parameters [User Info ID of Announcing UE, RSC(s)] along with relay_indication during 5G ProSe Direct Discovery with Model A/B. 
It is captured in a CR (S2-2311093)
Proposal 2:  to include the relay_indication during 5G ProSe UE-to-UE Relay Discovery with Model B.
It is captured in a CR (S2-2311104)
Proposal 3: as a compromised option is to remove the relay_indication in 5G ProSe Direct Discovery with Model A/B procedure, but included the “relay_indication” during 5G ProSe UE-to-UE Relay Discovery with Model B.
It is captured in a CR (S2-2311105)
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