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Discussion
SP-231198 defined FS_XRM Ph2 WT#1.2 for Rel. 19 as: 
WT#1 Enhancement for PDU Set based QoS handling. 
WT#1.2 Support QoS control and PDU Set identification for XR stream with e2e encryption (e.g. fully encrypted header, partially encrypted header). This is applicable for PDUs received at N6 for DL.  
A Rel. 19 KI needs to be defined for this WT. The following is proposed. 


Proposal
It is proposed to define the following KI for Rel. for XRM_Ph2 WT#1 for incorporation in the XRM Ph2 TR23.700-70.

*** Start of changes ***

X.1	Key Issue #X: QoS control and PDU Set identification for XR streams with e2e encryption 
X.1.1	Description 
XR applications may encrypt media, including headers (e.g., RTP headers and extensions) that carry application layer information needed at the UPF for PDU Set detection and determining PDU Set information. Secure RTP which widely used is not problematic as it only encrypts the RTP payload but not headers so the different media components are distinguishable and RTP header extension such as the SA4 defined PDU Set header or the IETF defined Frame Marking header extension (draft-ietf-avtext-framemarking) can be used for accurate PDU set identification. However, protocols that encrypt also all headers above UDP or TCP, such as QUIC and HTTPS present a challenge. Traditional HTTPS (as in HTTP/1 and HTTP/2 with TLS/TCP based transport) may not be relevant for XR, but QUIC is likely to become widely used for real-time media (based on HTTP/3, RTP over QUIC or Media over QUIC as defined in the IETF). Any tunnelling protocols (especially QUIC based tunnelling defined in IETF MASQUE WG) which encrypt their payload fall into this category.  
The objective of this Key Issue is to study whether and how to enhance PDU Set identification and determination of PDU Set information for e2e encrypted XR streams. The following aspects should be studied: 
· How can PDU Sets be identified for DL PDUs received on N6 when the XR stream is encrypted e2e. The key issue should focus on cases where headers are encrypted (fully or partially) so attributes of the PDU (e.g., RTP or RTP header extensions or equivalent are not decodable in the UPF). 
 
NOTE:  	This key issue should address the encryption issue for QUIC. Generic solutions that are agnostic to the transport protocol are not precluded. 
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