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Abstract of the contribution: it proposes Key Issue #<X>: QoS control and PDU Set identification for XR stream with e2e encryption handling to reflect WT#1.2.
1. Discussion
The FS_XRM Ph2 SID includes the following objectives:
	WT#1 Enhancement for PDU Set based QoS handling.
WT#1.1 Study whether and how to enhance PDU Set related (e.g. new standardized 5QI, enhancements to Alternative QoS profiles, FEC) and PDU Set information (including Control Plane and/or User plane information provided by the AF/AS) and the corresponding PDU Set QoS handling enhancement. 

NOTE 1: This will require close coordination between SA4 and SA2.

WT#1.2 Support QoS control and PDU Set identification for XR stream with e2e encryption (e.g. fully encrypted header, partially encrypted header). This is applicable for PDUs received at N6 for DL. 

WT#1.3 Enhancements to support PDU Set based QoS handling in uplink direction. 

WT#1.4 Study whether and how to leverage PDU Set QoS information for DSCP marking over N3/N9 in the transport network (i.e. to enable differentiated handling of PDU Sets within QoS Flow).  

WT#2 QoS handling enhancement for XRM services.

WT#2.1 Study whether and what enhancements are needed for traffic detection and QoS Flow mapping for different media types multiplexed data flows within a single end-to-end transport connection.

WT#2.2 Study whether and how to support dynamic change (via user plane) in traffic characteristics (e.g. burst related parameters), provided by the application in the DN.

NOTE 2: This will require close coordination between SA4 and SA2.

WT#2.3 Study whether and how to identify  traffic flows and study whether and how QoS handling enhancement may be needed for the UE with the tethered devices for the uplink traffic (for example, traffic from tethered devices mapped to different QoS Flows enabling QoS differentiation such as PDU Set based QoS flows for XR traffic for device 1 vs PDU based QoS flows for eMBB traffic for device 2).

NOTE 3: The interface between 3GPP UE and tethered devices behind the UE is outside of scope.
WT#3 Further enhancement to support XR based on non-3GPP access. 

WT#3.1 Study how to support L4S for non-3GPP access networks and intermediate 5GS nodes (N3IWF, TNGF and W-AGF) to perform ECN marking for L4S.  
-
Support L4S in untrusted/trusted access (e.g. N3IWF, TNGF).

-
Support L4S in wireline access (e.g. W-AGF).

WT#3.2 Study how PDU Set QoS Control mechanisms can be extended to non-3GPP access networks. 

-
Support PDU Set QoS in untrusted/trusted access (e.g. N3IWF, TNGF).


-
Support PDU Set QoS in wireline access (e.g. W-AGF).

NOTE 4: It is limited to re-using existing control plane and user plane between 5GC and non-3GPP access networks. Assumptions on W-AGF functionality are to be verified with BBF and CableLabs.
WT#4 Network exposure: Study whether and how XR related network capability/information (e.g. if the QoS profile requested by AF cannot be met, network can indicate the alternative QoS profile) can be exposed towards the application layer.

NOTE 5:  Alignment and coordination with RAN work will be needed for the study.



In WT#1, the four sub-WT are decoupled with each other, it is proposed to separate the KIs for WT#1.1, WT#1.2, WT#1.3 and WT#1.4.
In Rel-18, SA2 did not have sufficient time to consider the scenario of XR stream with e2e encryption. The definition in rel18 is based on RTP and SRTP with unencrypt information used for PDU Set identification. However, along with continuously escalating security requirements, more and more media traffic is transmit over encryption protocol (e.g. QUIC, HTTPS) and result in challenge to PDU Set identification.
How to identify the PDU Set information in GTP-U extension header over N3/N9 for XR stream with e2e encryption should be considered. There are two kinds of e2e encryption:

· fully encrypted: media headers and content of the packet are encrypted from end-to-end and not visible.
· partially encrypted: media content of the packet is encrypted from end-to-end and not visible; but media headers of packet are not encrypted or partially encrypted.

During the study, it should avoid reveal the encrypted media content of the packet (e.g. payload revealed as plaintext), i.e. the content not relevant to PDU Set information identification. Since the security requirement for the media traffic should not be broke.  
Proposal1: It is proposed to separate the KIs for WT#1.1, WT#1.2, WT#1.3 and WT#1.4.
Proposal2: It is proposed the following key issue to reflect WT#1.2.

Proposal

It is proposed to add the following key issue to the TR 23.700-70.
START OF CHANGES (All new text)
5.X
Key Issue #<X>: QoS control and PDU Set identification for XR stream with e2e encryption handling
5.X.1
Description

In Rel-18, SA2 did not have sufficient time to consider the scenario of XR stream with e2e encryption. The definition in rel18 is based on RTP and SRTP with unencrypt information used for PDU Set identification. However, along with continuously escalating security requirements, more and more media traffic is transmit over encryption protocol (e.g. QUIC, HTTPS) and result in challenge to PDU Set identification.
How to identify the PDU Set information (in GTP-U extension header over N3/N9) for XR stream with e2e encryption should be considered. There are two kinds of e2e encryption:
· fully encrypted: media headers and content of the packet are encrypted from end-to-end and not visible.
· partially encrypted: media content of the packet is encrypted from end-to-end and not visible; but media headers of packet are not encrypted or partially encrypted.
During the study, it should avoid reveal the encrypted media content of the packet (e.g. payload revealed as plaintext), i.e. the content not relevant to PDU Set information identification. Since the security requirement for the media traffic should not be broke. 
This key issue aims at addressing the following points for FS_XRM Ph2:
· Identify encryption protocol which partial encrypt and fully encrypt the information used for PDU Set information identification.
· How the PSA UPF identifies PDU Set information (in GTP-U extension header over N3/N9) for a packet in XR stream with e2e encryption (fully or partially encrypted) without revealing the media content of data packets.
· How the 5GS handles the partial visible information used for PDU Set identification. 
NOTE 1: This KI may require coordination with SA3.

END OF CHANGES
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