

	
3GPP TSG-WG SA2 Meeting #156e	S2-2305052r01
Electronic meeting, April 17th – 21th								         
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	23.501
	CR
	4472
	rev
	-
	Current version:
	18.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Secure DNS in 23.501

	
	

	Source to WG:
	Sony, Nokia, Nokia Shanghai Bell 


	Source to TSG:
	SA2

	
	

	Work item code:
	EDGE_ph2
	
	Date:
	2023-04-06

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	To support DNS over TLS (DoT) then to UE must know the FQDN of the Secure DNS Server and that is not specified anywhere.

	
	

	Summary of change:
	It is proposed to add normative support for DoT.

	
	

	Consequences if not approved:
	DoT is not specified as normative specification, i.e., UE vendor may implement it in any own proprietary way and operators must support each UE vendor’s implementation if DoT should be used by the operator in for example Edge Computing.

	
	

	Clauses affected:
	5.6.10.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ...

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR’s revision history:
	



Page 1


[bookmark: _Toc114668493]* * * * 1st Changes * * * *
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The IP address allocation is defined in clause 5.8.1
The UE may acquire following configuration information from the SMF, during the lifetime of a PDU Session:
-	Address(es) of P-CSCF(s);
-	Address(es) of DNS server(s).
-	If the UE indicates support of DNS over (D) TLS (DoT) to the network and the network wants to enforce the use of DNS over (D)TLS, the configuration information is sent by the SMF via PCO may also include the corresponding FQDN of the Secure DNS server security informationincluding the FQDN of the Secured DNS sever  as specified in TS 24.501 [47] and TS 33.501 [29]. The DNS Client in the UE uses the IP address of the DNS Server received in the PCO to resolve the IP address of the Secure DNS Server. The DNS Client in the UE establishes a TLS Session to the Secure DNS Server and uses it for all DNS queries when DoT is used.
-	the GPSI of the UE.
NOTE 1:	DNS over HTTPS (DoS) is not supported in this release.
The UE may acquire from the SMF, at PDU Session Establishment, the MTU that the UE shall consider, see clause 5.6.10.4.
The UE may provide following information to the SMF during the lifetime of a PDU Session:
-	an indication of the support of P-CSCF re-selection based on procedures specified in TS 24.229 [62] (clauses B.2.2.1C and L.2.2.1C).
-	PS data off status of the UE.
NOTE 2:	An operator can deploy NAT functionality in the network; the support of NAT is not specified in this release of the specification, though UPF can expose mapping between public and private IP addresses.

* * * * End Changes * * * *
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