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Abstract: This contribution proposes to update solution#2.
1. Discussion
Solution#2 uses DCAF to subscribe to network information and expose the network information to the UE, and the network consent check is needed to check if the UE is allowed to obtain the network information, as described in clause 6.2.1 and clause 6.2.2.3 of TR 23.700-80.
However, when the DCAF subscribes to NWDAF (via NEF) as described in step 6 of Figure 6.2.2.3-1, the NWDAF/NEF does not know whether the subscribed network information would finally be exposed to the DCAF or the UE. Therefore, the NWDAF/NEF does not actually know whether to check the network consent, since the network consent will be checked only when the network information is to be exposed to the UE. 
To address the above problem, the following proposals are provided:
-
It proposes to include an indication when the DCAF subscribes to NWDAF (via NEF), and the NWDAF/NEF may check the network consent based on the indication.
-
It proposes that DCAF itself check network consent by subscribing directly to the UDM for authorization information when the DCAF is in a trusted domain, then the DCAF subscribes to the authorized Analytics ID from the NWDAF.
-
It proposes that DCAF itself check network consent by subscribing to the UDM via NEF for authorization information when the DCAF is in a untrusted domain. The service operation of NEF for authorization check could be defined as, e.g., Nnef_AuthorizationCheck, and the NEF may check the network consent based on the subscription service operation (i.e. Nnef_AuthorizationCheck_Subscribe) from DCAF. After obtaining the network consent information from the NEF, the DCAF subscribes to the authorized Analytics ID from the NWDAF via NEF.
2. Proposal

It is proposed to capture the following changes vs. TR 23.700-80.
* * * * First change * * * *

6.2.2.3
Network consent and Multiple IEAF
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Figure 6.2.2.3-1: UE requested data exposure procedure

1.
UE sends the Analytics Request to IEAF via an application layer signalling as defined in clause 6.2.2.2.1. 



2.
IEAF sends Nnrf_NFDiscovery _request to NRF to discover the NWDAF that supports the UE requested Analytics ID(s). IEAF-1 may also provide the S-NSSAI for NWDAF selection. 
3.
NRF sends the Nnrf_NFDiscovery_response with the discovered NWDAF identity.

4.
The UE ID retrieval procedure is captured in clause 6.2.2.2.

5.
IEAF-1 informs the NRF of its profile including the UE ID by invoking the Nnrf_NFManagement_NFRegister or Nnrf_NFManagement_NFUpdate service.

6.
IEAF-1 subscribes to NWDAF for the analytics request with UE Identity, app ID, Analytics ID(s) and an optional list of analytics subsets that are requested. Step 6a/6b is for IEAF-1 in trusted domain.

When performing step 6a, the IEAF asks the NWDAF to check if the UE is allowed to obtain analytics ID from the network. The NWDAF determines the authorization information for the UE based on the indication or local policy and the network consent as a UE subscription data from the UDM about whether the UE has subscribed to the service that obtaining some specific analytics ID or specific analytics subset of the Analytics ID from network. NWDAF will invoke the Nudm_SDM_Subscribe to communicate with UDM to verify the network consent based on the UE ID. 


When performing step 6b, the IEAF itself check if the UE is allowed to obtain analytics ID by subscribing directly to the UDM. The IEAF determines the authorization information for the UE based on local policy and the network consent as a UE subscription data from the UDM about whether the UE has subscribed to the service that obtaining some specific analytics ID or specific analytics subset of the Analytics ID from network. AF will invoke the Nudm_SDM_Subscribe to communicate with UDM to verify the network consent based on the UE ID. Then the IEAF subscribes to the authorized Analytics ID from the NWDAF.

The IEAF-1 can store the analytics results provided by the NWDAF, if a new UE or a new application request from the UE wants to request the same analytics, the IEAF-1 will ask NWDAF or directly ask the UDM for authorization information to check if the UE is allowed to obtain analytics ID from the network. Then the IEAF-1 will provide the analytics results to the UE directly.

Editor's note:
Is FFS for which common network function to be responsible for handing the network consent verification.

Editor's note:
SA WG3 coordination is required for authorization.
7.
If NWDAF does not have available analytics result for the requested analytics ID, the NWDAF will trigger the analytics procedures for the analytics ID(s). NWDAF performs user consent check to UDM to determine if the analytics procedure is allowed or not.

8.
Analytics procedure is performed as described in TS 23.288 [6].

9.
NWDAF sends analytics result to IEAF. Step 9a/9b is for IEAF in trusted domain.
NOTE:
The security aspects of exposure of network data must be evaluated by SA3.

10.
IEAF sends the analytics result to UE application client via application layer signalling.


The UE may move into a different service area supported by a different IEAF-2. During the mobility, the IEAF-1 can transfer the UE context to IEAF-2 via an application layer signalling in order to resume service with NWDAF.

11.
After the UE context is received via an application layer signalling, IEAF-2 updates its profile by invoking the Nnrf_NFManagement_NFUpdate service. 
12.
If a Subscribe/Notify service operation is invoked in step 6, the NWDAF may further notify the analytics to UE e.g. periodically).

13.
NWDAF sends Nnrf_NFDiscovery _request to NRF to discover the IEAF-2 that is serving the UE currently.

14.
NRF sends the Nnrf_NFDiscovery_response with the discovered identity of IEAF-2.

15.
NWDAF exposes the requested analytics to UE via IEAF-2.

* * * * End of changes * * * *
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