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Abstract of the contribution: This contribution proposes to update solution#37, #38, #39 and #40 to extend user consent information for roaming cases.
1. Introduction/Discussion
For KI#3: Data and analytics exchange in roaming case, there is a leftover issue to be addressed about whether and how to extend user consent information for roaming scenarios.
1) In solution #37, there is a NOTE as follows:
-	User consent should be checked before the analytics exchange.
NOTE 1:	Before conclusion for this solution, the cooperation with SA3 is needed on how the user consent is checked in roaming scenario and whether the V-PLMN is aware of user consent or not.


2) In solution#40，a concept “VPLMN specific user consent” has been proposed: 
“VPLMN specific user consent" contains information on whether and which information about the UE may be shared with a VPLMN, whereby different filter information may be provided per VPLMN.

3）In addition, in SA2#152 meeting, An LS out S2-2207142 to SA3 has been approved with the following Question 2

Question 2: Whether it is necessary to verify user consent for UE-specific data and/or analytics by the VPLMN? If so, what scenario required user consent verification? How to verify user consent in roaming scenario in VPLMN?

Before SA3 evaluating and work starting, it is necessary to discuss the requirement from functional and architecture point of view in SA2. From the above description, it is obvious that the definition of user consent needs to be extended for data or analytics exchanging in roaming scenarios. But how to extend it is not clear. There may be two aspects need to be considered:
1) Whether the user authorizes VPLMN to collect data or generate analytics;
2) Whether the user authorizes HPLMN to expose collected data or generated analytics to a VPLMN 
In this paper, it is proposed to extend the user consent information from the above two points.

2. Text Proposal
It is proposed to update the following text proposal in TR 23.700-81.
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Figure 6.37.2.1-1: Procedure for the service experience analytics subscription from H-NWDAF to V-NWDAF
1.	PCF firstly determines one or more UEs for an application are in home routed roaming case, then the PCF in home network subscribes service experience analytics of an application for these UEs to the H-NWDAF by triggering the Nnwdaf_AnalyticsSubscription_Subscribe service operation. The parameters included in the service operation are defined in clause 6.4.1 of TS 23.288 [5]. In addition, optionally, a HR roaming indicator and the V-PLMN ID should be also included in the service operation to help H-NWDAF know that the UEs are in HR roaming case. Alternatively, the H-NWDAF can also query the UDM to know that the UEs are in HR roaming case.
2.	H-NWDAF discovers the V-NWDAF by using the V-PLMN ID via NRF and then subscribes the service experience analytics in the visited network to the V-NWDAF by triggering the Nnwdaf_AnalyticsSubscription_Subscribe service operation. Before subscribing analytics to the V-NWDAF, the H-NWDAF may check VPLMN specific user consent information from the HPLMN UDM which indicates whether the user authorizes HPLMN to consume data collected or analytics generated in the specific VPLMN. If the VPLMN specific user consent information is not granted, then the H-NWDAF does not perform the step 2 to obtain data or analytics from VPLMN.
3.	V-NWDAF collects data in the visited network for the UE by using the procedures as defined in clause 6.2.2 of TS 23.288 [5].
4.	V-NWDAF derives the service experience analytics in the visited network based on the collected data in visited network.
5.	V-NWDAF provides the service experience analytics in the visited network to H-NWDAF by triggering the Nnwdaf_AnalyticsSubscription_Notify service operation.
6.	H-NWDAF collects data in the home network for the UE by using the procedures as defined in clause 6.2.2 of TS 23.288 [5]. In the home routed remaining case, the AF is located in the home network, so it is the H-NWDAF's responsibility to collect the service data from AF.
7.	H-NWDAF derives the service experience analytics in the home network based on the collected data in home network.
8.	H-NWDAF derives the E2E service experience analytics based on the service experience analytics in the visited network and the service experience analytics in the home network.
9.	H-NWDAF provides the service experience analytics for these UEs to the PCF in home network.
10.	The PCF may adjust the QoS parameters for the application based on the E2E service experience analytics.
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H-NWDAF:
-	Supports to accept the service experience analytics subscription request for UE in home routed roaming case from H-PCF.
-	Supports to subscribe service experience analytics in the visited network from V-NWDAF.
-	Support to derive the E2E service experience analytics based on the service experience analytics in the visited network and the service experience analytics in the home network.
-	Support to check VPLMN specific user consent information for data or analytics collection in VPLMN from the HPLMN UDM before subscribing analytics to the V-NWDAF.
V-NWDAF:
-	Supports to accept the service experience analytics in the visited network subscription from H-NWDAF.

* * * * Next change * * * *
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When UE1 enters a VPLMN network (i.e. it is roaming), the network does not have any historical data related to UE1 that it can use to create analytics (statistics and/or predictions). It can only start to collect data after the UE1 has entered the VPLMN, so the initial accuracy of the analytics reports would be rather low. However, HPLMN may have such data available for UE1 and can provide to the VPLMN NWDAF information related to UE1 that can help the VPLMN to optimize the service for the UE.
The HPLMN therefore creates an analytics profile of a UE subscribed at the HPLMN and may share it with VPLMNs restricting the contents considering regulatory requirements and operator policies. The access may be restricted to specific VPLMNs based on operator policy or user consent restricted specific VPLMNs, and parts of the UE analytics profile contents may only be accessible from specific VPLMNs, for instance to satisfy operator or regulatory policies or user consent restrictions.
The " VLPMNPLMN specific user consent and operator policy for analytics exposure" contains information on whether and which information about the UE in the HPLMN may be shared with a VPLMN, whereby different filter information may be provided per VLPMNPLMN.

The "UE analytics profile" is generated by the NWDAF of the HPLMN (H-NWDAF) and stored in the ADRF of the HPLMN (H-ADRF).
The NWDAF of the VPLMN (V-NWDAF) can retrieve the UE analytics profile from the H-NWDAF for an inbound roaming UE and use it for determining analytics related to that UE for consumers NFs in the VPLMN. It may store the profile in the ADRF of the VPLMN (V-ADRF).
The UE analytics profile may contain:
-	UE Mobility patterns.
-	UE Location patterns.
-	Expected UE behavioral parameters.
-	UE QoS / Congestion Experience patterns.
-	UE Data usage patterns (e.g. indicating where a UE disperses most of its data volume and session transactions).
-	Data related to the UE that the V-NWDAF can use to generate its own analytics about the UE.
Based on operator's policy/Oauth2.0 security, NFs from VPLMN are only allowed to access a specific NWDAF_DataRetrieval service at H-NWDAF (service level protection is available). Other services (e.g. NF exposure services, DCCF data collection service) are restricted and the NRF in the HPLMN rejects related inquiries from the VPLMN and may redirect to the Nnwdaf_DataRetrieval service.

* * * * Next change * * * *
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Figure 6.38.2.2-1: VPLMN consuming analytics profile generated by HPLMN
1.	UDM stores the VPLMN specific user consent, operator or regulatory filters.
2.	H-NWDAF generates UE1 analytics or predictions and based on them creates or updates the "UE analytics profile" for UE1 and stores it in the H-ADRF. The H-NWDAF may send an update whenever it has new data or analytics that impacts the UE analytics profile.
3-5.	When UE1 attaches to the VPLMN, the V-NWDAF contacts H-NWDAF to retrieve the "UE analytics profile" for UE1. The V-NWDAF may retrieve the profile when the V-NWDAF determines to generate analytics for UE1 (e.g. because of a request from a VPLMN analytics consumer). The NWDAF in the VPLMN may also subscribe to notifications about updates of the UE analytics profile at the H-NWDAF. The NWDAF offers a special roaming analytics exposure service for this purpose. The H-NWDAF checks if the VPLMN is authorized to request the analytics profile based on HPLMN operator polices (that may depend on the VPLMN).
6.	H-NWDAF retrieves "UE analytics profile" of UE1 from H-ADRF.
7.	H-NWDAF retrieves VPLMN specific user consent, operator or regulatory filters from UDM and applies them to the retrieved "UE analytics profile" of UE1 to generate a "VPLMN UE analytics profile" with information on the UE1 that can be exposed to the VPLMN.
8.	H-NWDAF provides the "VPLMN UE analytics profile" of UE1 to the V-NWDAF.
9.	V-NWDAF uses the obtained "VPLMN UE analytics profile" of UE1 to extract information related to the UE1. V-NWDAF uses this information, as well as data obtained in the VLPMNPLMN related to the UE1, to generate analytics related to the UE1 and provide analytics reports to its consumers.
10.	(optional) V-NWDAF may store the "VPLMN UE analytics profile" of UE1 in the V-ADRF for future use, e.g. when UE is again served by the VPLMN. The "VLPMNPLMN UE analytics profile" stored in the V-ADRF may be an updated version of the profile obtained from H-ADRF, with updates based on the data the V-NWDAF VPLMN has collected related to the UE1, while UE1 is residing in the VPLMN.

* * * * Next change * * * *
[bookmark: _Toc104467777][bookmark: _Toc22219][bookmark: _Toc104467459][bookmark: _Toc104433319][bookmark: _Toc113350167][bookmark: _Toc113351025]6.38.3	Impacts on Existing Nodes and Functionality
V-NWDAF:
-	Offer new data retrieval services that enable data retrieval by NFs from another PLMN:
-	Nnwdaf_DataRetrieval_GET enabling one-time enquires based on the request/response model.
-	Nnwdaf_DataRetrieval_Subscribe enabling based on the Subscribe/Notify model.
-	Retrieve analytics profile for UE from H-NWDAF and extract and provide analytics based on it.
H-NWDAF:
-	Offer new analytics retrieval services that enable analytics profiule retrieval by NFs from another PLMN:
-	Nnwdaf_AnalyticsRetrieval_GET enabling one-time enquires based on the request/response model.
-	Nnwdaf_AnalyticsRetrieval_Subscribe enabling based on the Subscribe/Notify model,
-	Generate an "UE analytics profile" for each UE subscribed at HPLMN and store it in ADRF.
-	Provide "UE analytics profiles" to the V-NWDAF after having filtered the UE analytics profile based on operator or regulatory policies and the " VPLMN specific user consent" restrictions for the UE.
-	Retrieve data about roaming UEs from V-NWDAF.
NRF:
-	Restrict access to other event exposure services and analytics services from outside the own PLMN and redirect to NWDAF data retrieval service at analytics retrieval service
ADRF:
-	Store "UE analytics profiles" and provide them to the V-NWDAF after having filtered the UE analytics profile based on operator or regulatory policies and the "VPLMN user consent" restrictions for the UE.

* * * * Next change * * * *
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Figure 6.39.2.1-1: Procedure for NWDAF in HPLMN to collect data from VPLMN
1.	The NWDAF service consumer subscribes to analytics information by invoking the Nnwdaf_AnalyticsSubscription_Subscribe service operation. The parameters that can be provided by the NWDAF service consumer are listed in clause 6.1.3 of TS 23.288 [5].
2.	If the Target of Analytics Reporting is one UE, or a group of UE or any UE, that is roaming from the HPLMN to the visited PLMN, and the NWDAF in HPLMN needs the data related to the roaming UE(s) in the visited PLMN to derive the analytics for the analytics ID, then the NWDAF requests data collection to the DCCF in VPLMN by invoking Ndccf_DataManagement_Subscribe, including roaming indication, VPLMN ID, target area in VPLMN, event ID(s), Target of Event Reporting (UE ID, UE list, or any UE).
Editor's note:	How to determine the VPLMN ID by HPLMN NWDAF is FFS.
3.	(Optional)According to data collection request from the HPLMN NWDAF, the DCCF in HPLMN discovers the DCCF in visited PLMN from NRF based on VPLMN ID.
4.	HPLMN DCCF requests data collection to the VPLMN DCCF by invoking Ndccf_DataManagement_Subscribe, including roaming indication, HPLMN ID, VPLMN ID, target area in VPLMN, event ID(s), Target of Event Reporting (UE ID, UE list, or any UE). Before subscribing data to the VPLMN DCCF, the HPLMN DCCF may check VPLMN specific user consent information from the HPLMN UDM which indicates whether the user authorizes HPLMN to consume its data collected or analytics generated in the specific VPLMN. If the VPLMN specific user consent information is not granted, then the HPLMN DCCF should not perform the step 4 to collect data from the VPLMN.
5.	VPLMN DCCF determines if the requested data is available at itself. If the data is available, then the VPLMN DCCF performs step 10 to sends the data to the HPLMN by invoking Ndccf_DataManagement_Notify. If not, then the VPLMN DCCF performs step 6.
	Before the step 5, the VPLMN DCCF may need to check if the consumer from HPLMN is authorized to obtain data from the VPLMN, taking the VPLMN ID, HPLMN ID, target area in VPLMN, Event ID(s) into account based on the roaming agreements, VPLMN policies and regulatory constraints between hPLMN and vPLMN, etc.
Editor's note:	It is FFS whether a new service may be appropriate to trigger the special checking by the VPLMN DCCF.
Editor's note:	It is FFS how the DCCF obtains applicable policies for the peer PLMN.
6.	(Optional) Based on the target AOI in the VPLMN and the requested event ID(s), the VPLMN DCCF discovers the target data provider(s) in the VPLMN via NRF.
7.	The VPLMN DCCF subscribes to the data provider(s) the requested data by invoking, e.g. Nnf_EventExposure_Subscibe, indicating the Target of Event Reporting is a certain UE or a group of UE or any UE roaming from the HPLMN.
8.	The data providers collect data for the roaming UE(s) from the HPLMN.
9.	The data providers send the collected data to the VPLMN DCCF by invoking, e.g. Nnf_EventExposure_Notify.
10.	The VPLMN DCCF send the collected data to the HPLMN DCCF by invoking Ndccf_DataManagement_Notify.
11.	The HPLMN DCCF send the collected data to the HPLMN NWDAF by invoking Ndccf_DataManagement_Notify.
12.	Based on the collected data from the VPLMN for the roaming UE(s), the HPLMN NWDAF derives the requested analytics for the roaming UE(s).
13.	The HPLMN NWDAF sends the generated analytics to the NWDAF consumer.
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Figure 6.39.2.2-1: Procedure for NWDAF consumer in HPLMN to obtain analytics from VPLMN NWDAF
1.	If the Target of Analytics Reporting is one UE, or a group of UE or any UE, that is roaming from the HPLMN to the visited PLMN, the HPLMN NWDAF service consumer subscribes to analytics information by invoking the Ndccf_DataManagement_Subscribe service operation to the HPLMN DCCF, including roaming indication, VPLMN ID, target area in VPLMN, analytics ID(s), Target of Analytics Reporting (UE ID, UE list, or any UE).
2.	(Optional)According to analytics request from the HPLMN NWDAF consumer, the DCCF in HPLMN discovers the DCCF in visited PLMN from the NRF based on the VPLMN ID.
3.	HPLMN DCCF requests the analytics to the VPLMN DCCF by invoking Ndccf_DataManagement_Subscribe including roaming indication, VPLMN ID, target area in VPLMN, analytics ID(s), Target of Analytics Reporting (UE ID, UE list, or any UE). Before subscribing analytics to the VPLMN DCCF, the HPLMN DCCF may check VPLMN specific user consent information from the HPLMN UDM which indicates whether the user authorizes HPLMN to consume its data collected or analytics generated in the specific VPLMN. If the VPLMN specific user consent information is not granted, then the HPLMN DCCF should not perform the step 3 to obtain analytics from the VPLMN.
4.	VPLMN DCCF determines if the requested analytics is available at itself. If the analytics is available, then the VPLMN DCCF performs step 9 to sends the analytics to the HPLMN by invoking Ndccf_DataManagement_Notify. If not, then the VPLMN DCCF performs step 5.
	Before the step 4, the VPLMN DCCF may need to check if the consumer from HPLMN is authorized to obtain analytics from the VPLMN, taking the VPLMN ID, HPLMN ID, target area in VPLMN, analytics ID(s) into account based on the roaming agreements, VPLMN policies and regulatory constraints between hPLMN and vPLMN and etc.
5.	(Optional) Based on the target AOI in the VPLMN and the requested analytics ID(s), the VPLMN DCCF discovers the target NWDAF in the VPLMN via NRF.
6.	The VPLMN DCCF subscribes to the VPLMN NWDAF the requested analytics by invoking, Nnwdaf_AnalyticsSubscription_Subscribe, including roaming indication, VPLMN ID, target area in VPLMN, analytics ID(s), Target of Analytics Reporting (UE ID, UE list, or any UE).
7.	The VPLMN NWDAF collects data and derives the requested analytics for the roaming UE(s) from the HPLMN.
8.	The VPLMN NWDAF sends the analytics result to the VPLMN DCCF by invoking, e.g. Nnwdaf_AnalyticsSubscription_Notify.
9.	The VPLMN DCCF send the analytics result to the HPLMN DCCF by invoking Ndccf_DataManagement_Notify.
10.	The HPLMN DCCF send the analytics result to the HPLMN NWDAF consumer by invoking Ndccf_DataManagement_Notify.
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Consumer in HPLMN (e.g. HPLMN NWDAF or HPLMN NF consumer):
-	For UE(s) roaming from the HPLMN to the visited PLMN, subscribes data/analytics information to the HPLMN DCCF, indicating roaming indication, VPLMN ID, target area in VPLMN, analytics ID(s), Target of Analytics Reporting (UE ID, UE list, or any UE).
H-DCCF:
-	Discovers the DCCF in visited PLMN from NRF based on VPLMN ID.
-	Requests data collection to the VPLMN DCCF, indicating roaming indication, HPLMN ID, VPLMN ID, target area in VPLMN, event ID(s), Target of Event Reporting (UE ID, UE list, or any UE).
-  Checks VPLMN specific user consent information from the HPLMN UDM before subscribing data or analytics to the VPLMN DCCF.
V-DCCF:
-	Checks if the consumer from HPLMN is authorized to obtain data/analytics from the VPLMN taking the VPLMN ID, HPLMN ID, target area in VPLMN, Event ID(s) into account.
-	Collects data/ analytics from data provider(s) for the roaming UE(s) from the HPLMN.
-	Sends the collected data/analytics to the VPLMN DCCF.

* * * * Next change * * * *
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The procedure for data collection from NFs and/or NWDAFs in VPLMN is depicted in Figure 6.40.2-1.


Figure 6.40.2-1: Procedure for data collection from VPLMN
1.	A Consumer NF in HPLMN request/subscribe analytics to the NWDAF in HPLMN. The message includes Target of Analytics Reporting that is set to specific UEs, a group of UE(s) or any UE. In case that a group of UE(s) or any UE is used as Target of Analytics Reporting, the message also includes an indication for roaming UE and the PLMN ID of VPLMN.
2.	The NWDAF in HPLMN decides to collect data and/or analytics from the NF(s) and/or NWDAF(s) in VPLMN, based on the information received from the Consumer NF. The NWDAF in HPLMN verifies VPLMN specific user consent by referring to the UDR in HPLMN which indicates whether the user authorizes HPLMN to consume its data collected or analytics generated in the specific VPLMN. If the VPLMN specific user consent is granted that to obtain UE related data and/or analytics in VPLMN, then NWDAF in HPLMN performs step 4.
3-4.	The NWDAF in HPLMN subscribes to NF(s) in VPLMN via NEF in VPLMN for data collection. The NEF in VPLMN verifies operator policy, regulatory constraints and/or roaming agreements for access from NWDAF in HPLMN by referring to the UDR in the VPLMN, and, if the NWDAF in HPLMN is authorized to request the data form VPLMN, it forwards the subscription request to the relevant NF(s). The NEF can refer to the NSSF or AMF if the subscription request from the NWDAF in HPLMN includes HPLMN S-NSSAI(s), and translate HPLMN S-NSSAI(s) to corresponding VPLMN S-NSSAI(s) before forwarding subscription request to the NF(s).
5-6.	The NWDAF in HPLMN subscribes to NWDAF(s) in VPLMN via NEF in VPLMN for analytics. The NEF in VPLMN verifies user consent, operator policy, regulatory constraints and/or roaming agreements, and, if the NWDAF in HPLMN is authorized to request the analytics form VPLMN, it forwards the subscription request to the relevant NWDAF(s). The NEF can refer to the NSSF or AMF if the subscription request from the NWDAF in HPLMN includes HPLMN S-NSSAI(s), and translate HPLMN S-NSSAI(s) to corresponding VPLMN S-NSSAI(s) before forwarding subscription request to the NF(s).
7.	The NWDAF in HPLMN receives input data from NF(s) in VPLMN via NEF.
8.	The NWDAF in HPLMN receives analytics form the NWDAF(s) in VPLMN via NEF.
9.	The NWDAF in HPLMN generates the analytics output requested by the consumer NF.
10.	The NWDAF provides the analytics output to the consumer NF.
The procedure for data collection from NFs and/or NWDAFs in HPLMN is depicted in Figure 6.40.2-2.


Figure 6.40.2-2: Procedure for data collection from HPLMN
1.	A Consumer NF in VPLMN request/subscribe analytics to the NWDAF in VPLMN. The message includes Target of Analytics Reporting that is set to specific UEs, a group of UE(s) or any UE. The message also includes an indication for roaming UE and the PLMN ID of HPLMN.
2.	The NWDAF in VPLMN decides to collect data and/or analytics from the NF(s) and/or NWDAF(s) in HPLMN, based on the information received from the Consumer NF. The NWDAF in VPLMN can refer to the NSSF or AMF if the subscription request from the Consumer NF includes VPLMN S-NSSAI(s), and translate VPLMN S-NSSAI(s) to corresponding HPLMN S-NSSAI(s) before sending subscription request to the NEF in HPLMN.
3-4.	The NWDAF in VPLMN subscribes to NF(s) in HPLMN via NEF in HPLMN for data collection. The NEF in HPLMN verifies user consent, VPLMN specific user consent, operator policy, regulatory constraints and/or roaming agreements for the access from NWDAF in VPLMN by referring to the UDR in HPLMN, and, if the NWDAF in VPLMN is authorized to request the data form HPLMN, it forwards the subscription request to the relevant NF(s).
5-6.	The NWDAF in HPLMN subscribes to NWDAF(s) in VPLMN via NEF in HPLMN for analytics. The NEF in HPLMN verifies VPLMN specific user consent, operator policy, regulatory constraints and/or roaming agreements, and, if the NWDAF in VPLMN is authorized to request the analytics form VPLMN, it forwards the subscription request to the relevant NWDAF(s).
7.	The NWDAF in VPLMN receives input data from NF(s) in HPLMN via NEF.
8.	The NWDAF in VPLMN receives analytics form the NWDAF(s) in HPLMN via NEF.
9.	The NWDAF in VPLMN generates the analytics output requested by the consumer NF.
10.	The NWDAF provides the analytics output to the consumer NF.
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