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Abstract of the contribution: This solution update proposes changes to solution 42 to remove ENs.
1	Discussion
Sol#42 discusses how a restricted PDU Session can be set up for the UE. 

The following ENs are handled:
Editor's note:	PCF interactions are missing from the procedure flow.
1. Procedure has been updated with corresponding PCF interactions.


Editor's note:	Further UE impacts are FFS.
2. Impacts section has been updated to include additional UE and PCF impacts.


Editor's note:	Whether and if yes, which, additional parameters the Nsmf_PDUSession_create request needs to consider is FFS.
Editor's note:	How the SMF matches the Nsmf_PDUSession_create request to the parameters of the restricted PDU session (e.g. destination address) is FFS.
3. Corresponding procedure changes and the information element that can be stored in PCF or configured in SMF are included.

2 Proposal
[bookmark: _Hlk513714389]It is proposed to add the solution to TR 23.700-08 FS_eNPN_Ph2.





[bookmark: _Hlk91782779]* * * First Change * * * *
[bookmark: _Toc100835716][bookmark: _Toc101415547][bookmark: _Toc114113151]6.41	Solution #41: Provisioning of Credentials via Hosting Network PDU Session
[bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc96958845][bookmark: _Toc96964622][bookmark: _Toc97307776][bookmark: _Toc100835717][bookmark: _Toc101415548][bookmark: _Toc114113152]6.41.1	Introduction
This solution takes ideas from Sol#22.
This solution is mainly focuses on Key Issue#4 regarding how to provision UE with credentials for Localized service. It tries to solve the case of how to access Localized services when UE has neither any prior subscription with Hosting network nor with the Localised service provider (clause 5.7 of TR 22.844 [12]). The solution thus proposes how Hosting network can perform "on boarding" of UE for a particular localised service.
It also provides ideas for Key Issue#3, focusing on what kind of information needs to be exchanged between Localized service provider and the Hosting network.
The solution proposes to provision the credential to the UE via a restricted PDU Session. User may choose a particular Localized service based on information displayed on its mobile phone, and based on the chosen service and local configurations, AMF and SMF may create a session for the UE via which UE can connect to a captive portal pay for the services and then be provisioned the required credentials for accessing the Hosting network.
During the service agreement between Localised service provider and the Hosting network, details of captive portal may be provided by the Localised service provider to the Hosting network.
If the Hosting network is able to authenticate UE using its Home Network credentials, even then UE may require new credentials for accessing localised services (because UE's current subscription does not include Localised services usage).
If the Hosting network is not able to authenticate the UE using its Home network credentials, then provisioning can be RLOS based.
[bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc96958846][bookmark: _Toc96964623][bookmark: _Toc97307777][bookmark: _Toc100835718][bookmark: _Toc101415549][bookmark: _Toc114113153]6.41.2	Functional Description
[bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc96958847][bookmark: _Toc96964624]Localized service provider may provide captive portal information, whether to create a restricted PDU Sessions for provisioning for the UE and/or DNAI, S-NSSAI information for the restricted PDU Session etc. during service agreement phase.
As per the agreement between Localised service provider PCF may configure captive portal information/redirection information to SMF (SMF may provide it to UPF in form of FAR rules).
User may manually select a particular Hosting Network.
The User may then choose a particular Localised service based on the displayed informationlist of available Localized service provided by the Hosting network. This information may be available to the UE by some other solution (e.g. Sol#26 or Sol#34). A NAS request will be sent to UE requesting for further information regarding provisioning of Credentials for the particular Localized service.
The AMF then decides to generate a PDU session which may be restricted in terms of time and the destination traffic, for the UE based on the chosen localised service. If the UE did not choose any service, based on local configuration UE's session may be established to a particular portal (e.g. a default Localized service configured locally).
NOTE:	It may be possible that the UE cannot be primarily authenticated. Then decision to generate the PDU Session is based on local policies. SA3 collaboration might be needed.
Once the AMF finds (based on local policies) that Restricted PDU Session can be created for the UE’s requested Localized Service, it may provide UE with the PVS address related to the particular Localized service and an indication that the UE can use this Hosting Network for Provisioning of Credentials for the particular Localized service.
UE then proceeds to Request PDU Session establishment procedure with providing additionally the name of the requested Localized service so that the SMF may request the corresponding policy from PCF or use the local configuration based on the Localized Service name.
The information related to Restricted PDU session may include the following:
· Localized service name
· Max duration of PDU Session (time bound)
· Redirection information
· Max data through this PDU Session etc.
[bookmark: _Toc97307778][bookmark: _Toc100835719][bookmark: _Toc101415550][bookmark: _Toc114113154]6.41.3	Procedures

[bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc96958848][bookmark: _Toc96964625][bookmark: _MON_1723370115][image: ]
Figure 6.41.3-1: Provisioning Localised service credentials via the Hosting network
High level details of the Procedure is described as follows:
0.	User may manually choose a particular Hosting network which provides a localized service.
Editor's note:	It is FFS how UE will register if it cannot be authenticated with the Home Network credentials. To decide whether RLOS-based provisioning of credentials can be used.
1.	NAS request: UE may include the selected localised service in the request. The details of how this information is available to UEs is assumed to be provided by other solutions.
2.	AMF decides to create a PDU Session for provisioning purposes.
	AMF can be configured with the information, on a per Localized service, which may include LSP provisioning server address, whether Restricted PDU Session can be created or not etc. 

32a.	NAS Downlink Message (AMF to UE) which may include DNN, S-NSSAI, an indication to trigger PDU Session creation.
	AMF can send UE an indication or trigger related to "Provisioning for localised service"; which, based on UE implementation, may launch a particular application (e.g. web browser) which that will initiate the PDU Session establishment.
	For example based on the indication sent by the AMF, UE may display a particular notification to the User informing about provisioning of credentials. User may click the notification and a particular application (UE implementation specific) may launch,  triggering thus starting the PDU Session establishment.
Editor's note:	Security implications of the AMF triggering the UE to a PDU session establishment need to be assessed by SA3. Potentially, any serving network may trigger the UE to establish a PDU session to any target DNN/S-NSSAI.
4. 2b.	PDU Session Establishment Request (UE to AMF) :
In addition UE includes the name of Localized Service in the request.
5. 3AMF sends Nsmf_PDUSession_create to the SMF
6. [Optional] If the SMF does not have locally stored PDU Session parameters for the Loclaised service SMF requests SM policy from PCF and includes Localized service name also
7. Editor's note:	Whether and if yes, which, additional parameters the Nsmf_PDUSession_create request needs to consider is FFS..
4.	SMF creates a PDU session by providing appropriate information to UE and UPF. The session may be time bounded, and filtered for Destination addresses etc as decided by the polices/local configuration.
Editor's note:	How the SMF matches the Nsmf_PDUSession_create request to the parameters of the restricted PDU session (e.g. destination address) is FFS.
75a-75b.	 UE connects to the external portal and gets the credentials. Details of this step are out of 3GPP scope.
NOTE:	UE's PDU Session may be redirected to the captive portal by using PDR/FAR rules installed by SMF based on PCF policiesPCF.
86.	UE performs authentication/authorization with the new credentials. This may also involve sending UE a new Initial Registration to the Hosting network.
Editor's note:	PCF interactions are missing from the procedure flow.
[bookmark: _Toc97307779][bookmark: _Toc100835720][bookmark: _Toc101415551][bookmark: _Toc114113155]6.41.4	Impacts on services, entities and interfaces
AMF/SMF capability to create a restricted PDU Session. Support for RLOS
PCF capability update SMF/AMF regarding information of restricted portal, captive portal information etc.
PCF capability to store and provide SMF policies for restricted PDU Session based on 
UE capability to initiate PDU Session based on AMF trigger/indication.
UE capability to include name of Localized service in the PDU Session establishment request
Editor's note:	Further UE impacts are FFS.
Editor's note:	The security impacts shall be evaluated by SA WG3.
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