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[bookmark: _Hlk526665839]Abstract of the contribution: This paper proposes to include architecture requirement for encrypted media traffics in TR 23.700-60.
Discussion
This paper proposes to clarify the architecture requirements to take encrypted traffic into consideration. 
Nowadays, XR/media (XRM) services are most commonly streaming using RTP/SRTP (real-time transport protocol/secure RTP) based or HTTP based streaming protocols. With the consideration of the End-to-end encryption, DTLS or TLS are further applied for RTP/SRTP or HTTP based protocols, respectively. 
Currently, in TR 23.700-60, majority of solutions proposed traffic detection at UPF for PDU Set identification and marking in 5GS based on matching RTP/SRTP header or metadata in payload with assumptions that some header information necessary for the identification of PDUs is not encrypted. 
Obervation1: there exists security vulnerability for XRM services using SRTP [RFC3711]. It’s because SRTP encrypts the payload of RTP packets, but not the RTP Extension headers [RFC8285] which may contain sensitive information, such as the per-packet sound levels of the media data in the RTP payload. As such, it may indicate to an eavesdropper to aware that a particular conversation between two individuals is occurring, which results in the breach of privacy. The issue was addressed by the IETF RFC 6904 in 2013 and IETF internet-draft in 2022: IETF draft: Completely Encrypting RTP Header Extensions and Contributing Sources, https://datatracker.ietf.org/doc/html/draft-ietf-avtcore-cryptex-05
Both proposed that all future SRTP encryption transforms specify how RTP header extensions are to be encrypted. 
Proposal#1: If considering RTP/SRTP header-based solutions, there needs a security mechanism in 3GPP to encrypt the traffic between the application server in trusted/untrusted domain and the 5G network in operator’s trusted domain to achieve completed encryption of XRM traffics using RTP/SRTP streaming protocols.
Further, Figure 1 shows the IP stack for media applications. There is security layer between above the transport layers for security protection. In the real world, most of media applications have applied DTLS/TLS for SRTP/HTTP streaming protocols. Also, QUIC applies encryption across transport layer and application layer. 


Figure 1: IP stack for media applications.
Observation#2: Most of media applications are encrypted traffic above transport layers. That is, any of RTP/SRTP or RTP extended header are encrypted, a fully-encapsulating protocol such as DTLS is applied. In addition, HTTPS (HTTP over TLS) as streaming protocol already are used by some XRM applications. 
When considering XRM traffics using HTTPS or SRTP with DTLS or SRTP with encrypted RTP header extensions, it is infeasible to identify PDU set of the XRM traffic based on matching RTP/SRTP header/payload or SRTP extended header because related header/payload information for the PDU Set identification are encrypted.
Proposal#2: It is proposed to clarify the architecture requirement in the TR that the solutions need to consider encrypted traffics above transport layers for XRM applications. 
Proposal
It is proposed to update solution #14 in TR 23.700-60.
****** Start of changes ******
[bookmark: _Toc97526900][bookmark: _Toc101526052][bookmark: _Toc104882742]4.1	Architectural Assumptions
-	The architecture, framework and the QoS model as specified in TS 23.501 [2], TS 23.502 [3], and TS 23.503 [4] are regarded as the baseline for this study.
NOTE 1:	The study focuses on using NR as access technology. Specific enhancements to other access types are not required to be studied in this TR (although not prohibited).
-	The functional split in 5GS between UE, RAN and CN remains unchanged, i.e. packet classification of DL packets is performed in CN, and the packet classification of UL packets is performed in UE.
-	XRM services are assumed to use the IP PDU session types (however other PDU types are not excluded).
-	XRM services shall be able to coexist within a PLMN or SNPN with existing services simultaneously
-	XRM services can be between client-server (i.e. UE - application server) and/or peer-to-peer (i.e. between two UEs routed via the 5G CN).
-	Architecture enhancements should support XRM applications and its traffic characteristics. However, specific media codec mechanisms are not in the scope of this study. Interested readers may check TR 26.926 [27] for related mechanisms.
-	The traffic characteristics can vary for different media applications, and application is aware of this.
-	XR and media application data may be encrypted by the client and/or server in some cases and unencrypted in other cases.
NOTE 2:	It is assumed that the some header information necessary for the identification of PDUs is not encrypted.
NOTE 3: the security and privacy evaluation for this assumption is up to SA3.
-	For downlink traffic the 5GS may be able to determine whether 5GS may discard or should not discard the remaining PDUs that follow a lost PDU of that same PDU Set.
NOTE 43:	How 5GS obtains the information needed to determine whether it can discard or not the remaining PDUs that follow a lost PDU of that same PDU Set is solution specific.
[bookmark: _Toc97526901][bookmark: _Toc101526053][bookmark: _Toc104882743]4.2	Architectural Requirements
The following architectural requirements are applicable to this study:
-	Solutions shall build on the 5G System architectural principles as in TS 23.501 [2], including:
-	flexibility and modularity for newly introduced functionalities.
-	existing methods for communicating the QoS profile (i.e. Standardized 5QI, Operator Pre-configured 5QI, Dynamically Signalled QoS Profile).
-	Any enhancements for this study shall not impact Emergency Services and other Priority Services (MPS, Mission Critical, etc) capabilities.
-	The existing specific 5GS services using existing QoS functions shall not require enhancement to co-exist with any QoS enhancement being specified for XRM services.
-	Any enhancements for this study shall take into account the encrypted traffic with or without encryption of the packet header of streaming protocols.
****** End of changes ******
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