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1. Overall Description:

The ongoing FS_eNA_Ph3 in SA2 is study the KI#3: Data and analytics exchange in roaming case between two different PLMNs, which has security impacts. The description of the key issue is as follows:

In roaming scenario, the HPLMN/VPLMN may need to collect data or consume analytics from the VPLMN/HPLMN. The data or analytics may relate to particular UEs or contain information about all UEs or groups of UEs. Both PLMNs (VPLMN, HPLMN) need the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on user consent, operator policy, regulatory constraints and/or roaming agreements.
The technical aspects to be studied include the following:​

- Identification of use cases and requirements for data and/or analytics exchange between PLMNs (i.e. HPLMN and VPLMN(s)) in roaming scenario. For each use case, identify what raw data, existing or new Analytics IDs needs to be exchanged, and which existing Analytics ID can be enhanced or new Analytics ID can be generated for the roaming user based on the exchanged data​

- Determination of possible architecture enhancements to support this exchange in roaming scenarios and of any necessary enhancements to related NFs in HPLMN and VPLMN, e.g. possible enhancement on data collection using DCCF, or possible enhancement on data storage using ADRF, or possible enhancement on security and privacy of the data and analytics exchange between PLMNs.​

NOTE 1: Where possible, existing capabilities of the 5GC for inter-PLMN communication should be reused, for instance NRF capabilities to authorize access to services, and capabilities of Security Edge Protection Proxy (SEPP) defined in TS 33.501 [12] to manipulate data and to secure the confidentiality, integrity and authenticity of data exchange over the N32 interface between PLMNs.​

NOTE 2: Coordination with SA3 on security aspects is required.​

NOTE 3: Coordination with GSMA on sharing of user data while roaming may be required​
SA2 would like to kindly ask GSMA 
to provide principles or limitations on what kind of data and/or analytics can be exchanged between PLMNs. 
SA2 would like to kindly ask SA3 to answer the questions below:
Question 1:  Does SA3 have feedback to the security aspects outlined in the key issue description?

Question 2: Whether the V-PLMN can be aware of user consent or not, and whether and how the user consent can be checked in roaming scenario in the VPLMN?
Question 3:  If the data and/or analytics exchange between the H-PLMN and the V-PLMN in roaming case is allowed, are there some corresponding data privacy and security protection in SA3?   
For more details about the suggested solutions, evaluation and conclusion, please refer to the TR 23.700-81 in the attachment.
2. Actions: 
To GSMA:
SA2 kindly asks GSMAto provide principles or limitations on what kind of data and/or analytics can be exchanged between PLMNs
To SA3:
SA2 kindly asks SA3 to answer the above question about data and analytics exchange in roaming case between two different PLMNs.

3. Dates of Next SA2 Meetings:

SA2#153                   October 10 – 14, 2022            electronic
SA2#154                   November 14 – 18, 2022            TBD
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