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Abstract of the contribution: This contribution proposes an update of solution #2. 
1.
Discussion
Solution#2 was proposed to extend the DCAF which was supported in Rel-17 for data collection from UE to support data exposure from 5GC to UE. SA2 sent a LS to SA4 to ask if such extension is supported while a cross LS from SA4 was received in SA2#151e-meeting as below.
“SA4 is in principle positive to any relevant re-use of TS 26.531 and TS 26.532. However, while it could be possible to extend the framework to also handle information exchange in the other direction, SA4 has no current plans for such an extension. Also, would such an extension later be implemented, SA4 believes that the DCAF as such should not be extended, but rather a new entity (for example, a "Data Analytics AF") might instead be added to the framework.”
There is no requirement from SA4 itself about data exposure to UE / UE Application, SA4 is already overloaded for the Rel-18 study Item, and it is better to decouple the SA2 solution with EVEX architecture that defined in SA4. 

This paper proposes to define a specific Data Exposure AF (DEAF) which is used to expose data from 5GC to UE application.

2.
Text proposal
It is proposed to agree the following changes vs. TS 23.700-80:
>>>>BEGINNING OF CHANGES<<<<
6.2.2.2.1
DEAF based solution
Based on the justification in clause 6.2.1, the following information may be requested by UE application Client from 5GC to assist the Application layer AIML operation:
-
QoS Sustainability Analytics.


-
User Data Congestion Analytics.

Editor's note:
Whether and how the UE can use 5GC information (e.g. as above) for AI/ML operations is FFS and needs to be described with valid justification before solution can be adopted, considering also that the same information will be used by the AI/ML application server as well.

The UE Data Exposure Client (DEC) is responsible for sending data request to the Data Exposure AF (DEAF) to collect data from NWDAF as an input for application layer AIML operation. The DEAF is always in the MNO domain and the DEC is based on 3GPP defined procedures and security and therefore is also under the control of MNO. The data collection request from UE application may trigger the DEAF to collect data from NWDAF. Figure 6.2.2.2.1-1 shows the deployment of DEAF.
NOTE x:  Both DEAF and DEC are controlled and managed by the MNO e.g., with 3GPP defined procedures.
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Figure 6.2.2.2.1-1: DEAF deployment

The DEC establishes a connection to the DEAF over user plane via a PDU session. 
NOTE: The DEC is deployed per application in this release.
The SLA between the operator and the AIML Application Service Provider determines per Application ID in use by the ASP:
- The DEAF for the DEC to connect to (e.g. based on an FQDN)

- The Analytics ID(s) that the 5GC is allowed to expose , subject to user consent and network consent.
- The S-NSSAI for the AIML Application Service Provider.
- The authentication information that enable the DEAF to verify the authenticity of the DEC that collects data.

NOTE 2:
The mutual authentication info that is used by the DEC and the DEAF is out of SA2 scope.
Editor’s note: Other information required by DEAF to enable collection of analytics from NWDAF is FFS.
The DEAF is configured based on the SLA above for each AIML application. 
The DEAF may be also configured by the operator to do some data processing before sending the exposure data to DEC.
The following information are configured in UE Application layer with the Application ID and used in the communication with DEAF
- The address of the DEAF to contact.

- The Analytics ID(s) that is authorized to collect from 5GC subject to user consent and network consent.
- The authentication information to enable the DEC to verify the authenticity of the DEAF that provides data.
NOTE 2: The authentication and authorization info that is used by the DEC and the DEAF is out of SA2 scope.

NOTE 3:
Any configuration procedure from the ASP to the UE's Application is out of SA WG2 scope.

NOTE 4: The authentication and security aspects of data leakage and protection in the UE and UE application client and DEC will be studied in SA3.
Editor’s note: Other information required by DEC to request authorized analytics via DEAF is FFS.
Editor’s note: whether the above UE Application layer configuration is configured in UE Application Client or DEC is FFS, how to configure these information is FFS. 
The communication between UE Application and AIML ASP is out of 3GPP scope.
DEC establishes a user plane connection to the DEAF based on the relevant configuration information received from MNO.

The UE Application Client sends request to DEC, DEC communicates with the DEAF over the A1 interface. 
NOTE x:  How to realise A1 interface between DEAF and DEC is to be determined in coordination with SA3 and CT WGs.


The UE requested data exposure is described in Figure 6.2.2.2.1-2.
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Figure 6.2.2.2.1-2: UE requested data exposure procedure

0. DEC is configured by MNO based on the SLA. 

1. Editor’s note: How DEC is configured by MNO is FFS. 

1.
UE Application triggers the DEC to send the Analytics Request to DEAF. The UE (DEC) establishes the PDU session to DEAF based on configurations in step 0.





2.
DEAF determines the S-NSSAI for the AIML Application Service Provider according to the Application ID based on the configuration by MNO.


DEAF also determines if the requested Analytics ID is allowed or not based on based on the SLA and the configuration by MNO.
DEAF discovers the NWDAF that supports the Analytics ID received in step 1 and the S-NSSAI for the Application ID from NRF.


3.
NRF sends the Nnrf_NFDiscovery_response with the discovered NWDAF identity.

DEAF may discover the NWDAF from UDM, in this case, step 2 and step 3 are not performed, DEAF make a query to UDM as described in clause 5.2 in TS 23.288.
4.
DEAF subscribes to NWDAF for the analytics request with Analytics ID(s), S-NSSAI and UE ID. 
Editor’s note: Other information required by DEAF to enable collection of analytics from NWDAF is FFS.

5. NWDAF performs user consent check and operator consent check.

NOTE: The user consent and operator consent check for application layer AI/ML is a general issue for all the KIs, the details of the user consent check and operator consent check procedure should align with the conclusion and described during normative work.
6.
If NWDAF does not have available analytics result for the requested analytics ID, the NWDAF will trigger the analytics procedures for the analytics ID(s). 

Analytics procedure is performed as described in TS 23.288 [6].

7.
NWDAF sends analytics result to DEAF. 

8.
DEAF sends the exposed data to DEC over A1 and DEC forwards the data to UE Application Client over API. DEAF may do some data processing for the received analytics result from NWDAF based on MNO’s configuration and DEAF sends the exposed data after the data processing to the DEC.
NOTE 6:
The security aspects of exposure of network in steps 7 and 8 must be evaluated by SA WG3.


If a Subscribe/Notify service operation is invoked in step 4, the NWDAF may further notify the analytics to UE e.g. periodically). Step 7 and step 8 may be performed periodically. 





















>>>>NEXT CHANGE<<<<
>>>>NEXT CHANGE<<<<
>>>>END OF CHANGES<<<<
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