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1.	Introduction
The intent of this paper is to address the three ENs in solution#2 to support KI#2.
Editor's note:	Whether this can be achieved via UDR instead of NRF is FFS.
Editor's note:	How network consent is determined and stored in UDM is FFS
Editor's note:	Whether steps 13 and 14 can be achieved via UDR instead of NRF is FFS.
The first EN and the third EN belong to the same thing. It is about whether the DCAF can inform the UDR instead of the NRF of its profile including the UE ID to indicate the serving UE for the DCAF. Therefore, When the NWDAF wants to notify the analytics result to UE, the NWDAF can check with UDR to find the DCAF that serving the UE currently.
It should be noticed that in TS 26.531 clause 5.2 and 5.3, the DCAF will first register itself with the NRF and the NWDAF discovers the DCAF by following the Nnrf_NFDiscovery procedure defined in clause 5.2.7.3 of TS 23.502. Therefore, the benefit to use the NRF instead of the UDR is that we can reuse the existing DCAF based architecture as much as possible. The only enhancement is that when the DCAF register itself to the NRF, the DCAF will also provide the UE ID that the DCAF can serve. 
The second EN is about the network consent. The network consent means the network can authorize the UE’s request and check if the UE is allowed to obtain the UE-related network information. In more detail, not all the network information are suitable to be exposed to the UE, e.g., some network level analytics result like NF load analytics. The network may want to prevent the UE to request the information which is not related to the UE itself. Therefore, network consent should be applied to network information exposure to the UE. The granularity of the network consent can be one of the following three granularities: 
- per UE: Whether the UE is allowed to access the network information.
- per application: Whether an application is allowed to access the network information
- per Analytics ID: whether an Analytics ID is authorized that can be exposed to UE.
The network consent is a UE subscription data and stored in the UDM. If the DCAF is in trusted domain, when the DCAF receive the request from the UE, the DCAF will send the request to NWDAF including the UE ID, app ID and analytics ID, and NWDAF will communicate with UDM to check the network consent based on the UE ID, app ID and analytics ID.  If the DCAF is in untrusted domain, the DCAF will send the request to the NEF, and NEF will check with UDM about the network consent based on the UE ID, app ID and analytics ID. 


2.	Text proposal
It is proposed to agree the following changes vs. TS 23.700-80:
[bookmark: _Toc97271690]* * * * First change * * * *
[bookmark: _Toc100833030][bookmark: _Toc101357150]6.2	Solution #2: User Plane solution for 5GC information exposure to UE
[bookmark: _Toc104816712]6.2.1	Description
This solution is addressing KI#2: 5GC information exposure to UE.
As documented in TS 22.261 [2], the AI/ML operation may be split between UE application client and AF. The UE application client performs local AI/ML operation for the privacy-sensitive and delay sensitive part and sends the intermediate data to the AF. The AF executes the remaining parts and feeds the inference results back to the device. This AI/ML operation requires reliable and low latency data transmission for the AI/ML traffic. Moreover, 5G system should be able to expose the predicted changes of network condition (i.e. bitrate, latency, reliability) per UE to an authorized third party as specified in the TS 22.261 [2]. Currently, the network condition related information, like the Network Slice load predictions information, NF load analytics and Network performance analytics are already supported in TS 23.288 [6]. If the 5GS can expose these analytics output to the UE application client, it is beneficial by the UE client to decide the AI/ML operation splitting, e.g. the UE application client may decide to perform the AI/ML operation when the Network Slice load is not high, the gNB status and resource usage that indicated in Network performance analytics output is in good condition.
The requirement that 5G system shall be able to provide event alerting to an authorized 3rd party, together with a predicted time of the event (e.g. alerting about traffic congestion or UE moving into/out of a different geographical area) was also captured in TS 22.261 [2]. The User Data Congestion Analytics supported by NWDAF can be used to address such requirement. When the UE received the alerting about the traffic congestion, the UE can decide to transmit priority portion of AI data before the traffic congestion happens.
Regarding the Distributed / Federated Learning between UE application Client and the AF, within each training iteration, UE downloads the model from AI server and reports the interim training results to the AI server. The Server aggregates the interim training results from all the selected FL UEs and updates the global model. The updated global model is then distributed back to all the UEs. The above FL procedure may last for a long time with a huge data transmission with 5GS, in order to reduce the impacts to the non-FL traffic it is also beneficial to expose the NW load related prediction to FL UEs and AI server. The FL UEs and AI server can use this information to select a proper time for the FL related data transmission, e.g. the UE may decide to accept the FL learning operation when the QoS Sustainability Analytics predict the QoS will not change during a time period and the gNB status and resource usage that indicated in Network performance analytics output is also good enough.
Editor's note:	Whether and how the UE can use 5GC information for AI/ML operations is FFS and needs to be describe with valid justification before solution can be adopted, considering also that the same information will be used by the AI/ML application server as well.
Since Rel-17, the DCAF functionality which is part of the AF was introduced to enable the NWDAF to perform data collection from the Application. Given the communication path between NWDAF and the DCAF has been introduced for data collection, it is reasonable to extend the existing DCAF/AF functionality and architecture as defined in TS 26.531 [7] to expose network data analytics related to the UE to assist the UE's local Application AI/ML operation.
The advantage of sending the analytics results to the UE via DCAF is that DCAF can act as a centralized node to manage analytics requests from multiple UEs that are served by the same AF. A DCAF can store the analytics results provided by the NWDAF. When a new UE or a new application request from the UE requests the same analytics, the DCAF can provide the analytics results to the UE directly as long as the network consent is also granted to the application in the UE and in the AF.
For the UE communicate with DCAF, both the direct way (from the UE Application to the DCAF, either in trusted domain or untrusted domain) and indirect way (from the UE Application to the Application server and from the Application server to the DCAF) can be used. The direct way and indirect way are the same as far as the data collection procedure described in TS 26.531 [7].
The following assumptions are made by this solution:
-	The UE Application Client can Subscribe/Request to NWDAF via DCAF to request the information from 5GC (e.g. the Analytics result from the NWDAF).
-	The communication services and functional architecture between UE Application Client and DCAF is in the scope of SA WG4 and shall be compatible with the existing architecture.
[bookmark: _Hlk110870463]-	Network specific indicationconsent is required for the UE to access UE-related network information.
-	There could be more than one DCAF to support the given application at different service areas.
Editor's note:	It is further to be determined whether more than one DCAF is required for a given Application AI/ML application similar to the Edge Computing scenario.
The network consent means the network can authorize the UE’s request and check if the UE is allowed to obtain the network information. In more detail, not all the network information are suitable to be exposed to the UE, e.g., some network analytics result like NF load analytics. The network may want to prevent the UE to request the information which is not related to the UE itself. Therefore, network consent should be required when exposing network information to the UE. The granularity of the network consent can be per UE: 
-	per UE: whether the UE is authorized to obtain some specific Analytics ID or specific analytics subset of the Analytics ID from network.
The network consent is part of the UE subscription data stored in the UDM. If the DCAF is in trusted domain, when the DCAF receive the request from the UE, the DCAF will send the request to NWDAF including the UE ID, and NWDAF will communicate with UDM to check the network consent based on the UE ID.  If the DCAF is in untrusted domain, the DCAF will send the request to the NEF, and NEF will check with UDM about the network consent based on the UE ID.
Editor's note:	Whether and how the network consent for the analytics exposure to the UE is verified (incl. the level of granularity other than UE granularity) is subject to the definition of key usages for 5GC information for AI/ML operation on the UE in addition to coordination with SA3.


* * * * Second change * * * *
[bookmark: _Toc104816718]6.2.2.3	Network consent and Multiple DCAF



Figure 6.2.2.3-1: UE requested data exposure procedure
1.	UE sends the Analytics Request to DCAF via an application layer signalling. The DCAF address is provided by application server to UE application client and UE establishes the PDU session to DCAF are described in clause 6.2.8 of TS 23.288 [6]. The app ID and requested Analytics ID(s) are included in the application layer request message to DCAF. UE may also provide the S-NSSAI to DCAF.
	DCAF can retrieve the UE IP address from the source IP address of the received packet.
	Since the supported pairs of S-NSSAI+DNN for the PDU session established for UE to DCAF are configured in the DCAF, DCAF may also retrieve the S-NSSAI+DNN for the PDU sessions that used by the UE sent the Analytics request.
	As described in TS 23.288 [6], based on implementation decision, for the UE to access the Data Collection AF, only a single PDU Session is allowed to be established between the UE and the Data Collection AF which is corresponding to a specific S-NSSAI/DNN.
2.	DCAF sends Nnrf_NFDiscovery _request to NRF to discover the NWDAF that supports the UE requested Analytics ID(s). DCAF-1 may also provide the S-NSSAI for NWDAF selection. In case of DCAF-1 resides in the untrusted domain, DCAF-1 sends request to NRF via NEF.
3.	NRF sends the Nnrf_NFDiscovery_response with the discovered NWDAF identity.
4.	The UE ID retrieval procedure is captured in clause 6.2.2.2.
5.	DCAF-1 informs the NRF of its profile including the UE ID by invoking the Nnrf_NFManagement_NFRegister or Nnrf_NFManagement_NFUpdate service.
Editor's note:	Whether this can be achieved via UDR instead of NRF is FFS.
6.	DCAF-1 subscribes to NWDAF for the analytics request with UE Identity, app ID, and Analytics ID(s) and an optional list of analytics subsets that are requested. Step 6a is for DCAF-1 in trusted domain and step 6b is for DCAF-1 in untrusted domain.
When performing step 6a, the AF asks the NWDAF for authorization information to check if the UE is allowed to obtain analytics ID from the network. The NWDAF determines the authorization information for the UE based on local policy and the network consent as a UE subscription data from the UDM about whether the UE has subscribed to the service that obtaining some specific analytics ID or specific analytics subset of the Analytics ID from network. NWDAF will invoke the Nudm_SDM_Subscribe to communicate with UDM to verify the network consent based on the UE ID. Then the NWDAF sends the authorization information to the AF.
	When performing step 6b, the AF asks the NEF for authorization information to check if the UE is allowed to obtain analytics ID from the network. The NEF determines the authorization information for the UE based on local policy and the network consent as a UE subscription data from the UDM about whether the UE has subscribed to the service that obtaining some specific analytics ID or specific analytics subset of the Analytics ID from network. NEF will invoke the Nudm_SDM_Subscribe to communicate with UDM to verify the network consent based on the UE ID. Then the NEF sends the authorization information to the AF.
	The DCAF-1 can store the analytics results provided by the NWDAF, if a new UE or a new application request from the UE wants to request the same analytics, the DCAF-1 will ask the NEF or NWDAF for authorization information to check if the UE is allowed to obtain analytics ID from the network. Then the DCAF-1 will provide the analytics results to the UE directly.
Editor's note: Is FFS for which common network function to be responsible for handing the network consent verification.
Editor's note:	How network consent is determined and stored in UDM is FFS
Editor's note:	SA WG3 coordination is required for authorization.
7.	If NWDAF does not have available analytics result for the requested analytics ID, the NWDAF will trigger the analytics procedures for the analytics ID(s). NWDAF performs user consent check to UDM to determine if the analytics procedure is allowed or not.
8.	Analytics procedure is performed as described in TS 23.288 [6].
9.	NWDAF sends analytics result to DCAF. Step 8a is for DCAF in trusted domain and step 8b is for DCAF in untrusted domain.
NOTE:	The security aspects of exposure of network data must be evaluated by SA3.
10.	DCAF sends the analytics result to UE application client via application layer signalling.
	The UE may move into a different service area supported by a different DCAF-2. During the mobility, the DCAF-1 can transfer the UE context to DCAF-2 via an application layer signalling in order to resume service with NWDAF.
11.	After the UE context is received via an application layer signalling, DCAF-2 updates its profile by invoking the Nnrf_NFManagement_NFUpdate service. In case of DCAF-2 resides in the untrusted domain, DCAF-2 sends request to NRF via NEF.
12.	If a Subscribe/Notify service operation is invoked in step 6, the NWDAF may further notify the analytics to UE e.g. periodically).
13.	NWDAF sends Nnrf_NFDiscovery _request to NRF to discover the DCAF-2 that is serving the UE currently.
14.	NRF sends the Nnrf_NFDiscovery_response with the discovered identity of DCAF-2.
Editor's note:	Whether steps 13 and 14 can be achieved via UDR instead of NRF is FFS.
15.	NWDAF exposes the requested analytics to UE via DCAF-2.

* * * End of changes * * * *
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