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Abstract of the contribution: This paper proposes evaluation of the KI#5 solutions and provides some initial conclusions.
1	Discussion
Solution #1, Solution #5, Solution #6, Solution #8, Solution #9, Solution #21, and Solution #22 are for Key Issue #5.

This paper proposes text for the Key Issue #5 evaluation and conclusion sections.
KI#5 studies the following:
The owner of a PIN may configure authorization information for the PIN, e.g., whether a PINE can communicate with other PINEs or with a specific data network, whether a UE is allowed to act as a PEMC and/or a PEGC, etc.
The following aspects will be studied:
-	How to support authorization in a PIN, including following aspects:
-	How to authorize/deauthorize a PINE to access 5GS service.
-	How to authorize/de-authorize PEMC to manage the PIN.
-	How to authorize/de-authorize PEGC to provide connectivity to and from the 5G network for other PINEs that is not capable to access the 5G network, considering the case when there are multiple PEGC capable UEs present in a specific PIN.
-	How to enforce the authorization result for a PIN.
2	Proposal
It is proposed to agree the proposed text for inclusion in TR 23.700-88 v0.3.0.

*** BEGIN CHANGES ***
[bookmark: _Toc104235483][bookmark: _Toc104539838][bookmark: _Toc510607506][bookmark: _Toc518306740][bookmark: _Toc22056274][bookmark: _Toc23232162][bookmark: _Toc23238470][bookmark: _Toc23239076][bookmark: _Toc23244496][bookmark: _Toc26520159][bookmark: _Toc26530900][bookmark: _Toc26530950][bookmark: _Toc26530999][bookmark: _Toc30685128][bookmark: _Toc31014403][bookmark: _Toc31109444][bookmark: _Toc31109532][bookmark: _Toc31109623][bookmark: _Toc43819988][bookmark: _Toc43882503][bookmark: _Toc49966896][bookmark: _Toc50390455][bookmark: _Toc50450332][bookmark: _Toc50450544][bookmark: _Toc50451766][bookmark: _Toc50451978][bookmark: _Toc50464658][bookmark: _Toc54379021][bookmark: _Toc54776650][bookmark: _Toc57373356][bookmark: _Toc67389760]7.5	Evaluation on Key Issue #5
Editor's note:	This clause will provide evaluation of KI solutions. Further update is needed considering the text based on version 0.2.0 of the TR.
Solution #1, Solution #5, Solution #6, Solution #8, Solution #9, Solution #21, and Solution #22 are for Key Issue #5.
[bookmark: _Toc104235484][bookmark: _Toc104539839]7.5.1	General
Editor's note:	This clause will provide high level principles indicated by solutions, which helps the conclusion stage. Further update is needed.
The key issue emphasizes on the aspects to authorize/de-authorize a PINE, PEMC and PEGC for PIN services.
The following mechanisms for PEMC authorization have been indicated:
a)	PEMC is authorized without 5GC involvement (solution #5).
b)	PEMC is authorized based on subscription of PIN feature or subscription of a PIN (solution #6, #8, #9).
c) PEMC is authorized with 5GC involvement (solution #22).
The following mechanisms for PEGC authorization have been indicated:
a)	PEGC is authorized without 5GC involvement (solution #5).
b)	PEGC is authorized when it is a UE (solution #8).
c)	PEGC is authorized based on subscription (solution #6) by the 5GC (solution #1).
The following mechanisms for PINE authorization have been indicated:
a)	PINE is authorized without 5GC involvement (solution #5).
b)	PINE is authorized with 5GC involvement (solution #21, #22).
The following mechanisms for authorizing a PEGC to provide connectivity to and from the 5G network for other PINEs have been indicated:
a)	The 5GC authorizes the PINE to connect to the 5G network via the PEGC (solution #21, #22).

NOTE:	Some combination of the above principles is not possible or not able to be alternative.
[bookmark: _Toc104235485][bookmark: _Toc104539840]7.5.2	Evaluation on solution #1
In the second method, a PEMC, after it has been authorized by 5GC for PIN operation, begins to monitor incoming queries for PIN services.
A UE capable of PEGC functionality is authorized for PIN operation by the 5GC.
The solution relies on that the 5GC needs to store the PIN information in order to authorize the PEMC, which implies that an UE can only be authorized to be a PEMC based on subscription which is not flexible.
Editor's note:	Further evaluation is needed.
[bookmark: _Toc104235486][bookmark: _Toc104539841]7.5.3	Evaluation on solution #5
The PIN AS, who manages the PIN at network side, authorizes whether a PEMC is allowed to manage a PIN, where the user of the PEMC can initiate the request to create a PIN via P4 reference point with PIN AS. and The PIN AS also authorizes whether a PINE/PEGC is allowed to join into a PIN. The PEMC may invite/expel a PEGC or PINE in a PIN, and a PINE/PEGC may request to join/leave a PIN. All the requests are routed to the PIN AS for authorization.
The solution #5 allows PINE(s) to join/leave a PIN without 5GC involvement, which is a simple and flexible solution.
Editor's note:	Further evaluation is needed.
[bookmark: _Toc104235487][bookmark: _Toc104539842]7.5.4	Evaluation on solution #6
The P-NF queries thequery UDM to learn about UE subscription and based on the information received from the UDM the P-NF authorizes the PEMC and the PEGC to manage the PIN by PEMC and to establish PIN connectivity with the 5GC respectively.
The PEGC interacts with PEMC directly for authorizing the PINE to join via a PEGC.
The solution requires that the 5GC shall store the PIN information e.g. an UE can be a PEGC/PEMC.
Editor's note:	Further evaluation is needed.
[bookmark: _Toc104235488][bookmark: _Toc104539843]7.5.5	Evaluation on solution #8
The PINMF interacts with UDM for PEMC authorization, i.e., to determine whether the PEMC has subscribed PIN service as a manager or not. The PINMF also determines whether the additional PEMCs/PEGCs are trusted members of the PIN. PINMF authorize PEGC only if PEMC added the PEGC into a PIN over application layer and the PEGC registered into PINMF over application layer. There may be more than one PEMCs included in a PIN, the PINMF only allows one PEMC to control the additional PEMCs in the PIN.
PINMF verifies the PEGC is a UE based on whether the parameters provisioned to PEGC over 5GC success or not.
The solution requires the UDM to store the PIN information e.g. whether PEMC/PEGC are trusted members of the PIN. This implies that the PEGC and PEMC are binding, which make the PIN creation is not flexible, e.g. an UE join a PIN dynamically.
Editor's note:	Further evaluation is needed.
[bookmark: _Toc104235489][bookmark: _Toc104539844]7.5.6	Evaluation on solution #9
The AMF interacts with UDM for PEMC authorization based on the request from the UE with PEMC capability, i.e., for creating a PIN. The AMF sends a request the UDM for creating the PIN and includes the information as received from the initiating UE. AMF may also check with UDM whether the UE is authorized to create the PIN.
The solution requires the UDM to store the PIN information e.g. whether an UE can be a PEMC/PEGC. The subscription shall include the PIN related capability, which is not flexible for usage of PIN services.
Editor's note:	Further evaluation is needed.
7.5.x	Evaluation on solution #21
In Solution #21, a PINE must first discover a PEMC and send a join request to the PEMC. The PEMC will then authorize the PINE for connectivity to the PIN by obtaining authorization information from UDM/UDR/P-NF via the AMF. The PEMC may authorize the PINE to access 5GS services via a PEGC.
The solution #21 assumes that a 3GPP defined PIN Protocol will be used for the direct communication between PINEs (e.g., between the PINE and PEMC or PEGC).
The solution requires the UDM to store the PIN information e.g. whether an UE can be a PEMC/PEGC. The subscription shall include the PIN related capability, which is not flexible for usage of PIN services.

7.5.y	Evaluation on solution #22
In Solution #22, a PINE authorization to access the 5GS, PEGC and other PINEs is performed by Token based authorization. A PINE sends "Authenticate and Request Access Token" Request query to the PEMC, which will respond with the access Token to the requesting PINE based on the authorization policies already stored in PEMC, provided by 5GC.
Authorization/De-Authorization of the PEMC is performed with involvement by 5GC, which allows operators to control the devices to join/leave PIN.
The solution is beyond SA2 scope, which includes specific authentication and authorization method, which shall be discussed and evaluated by SA3.


*** END CHANGES ***
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