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Abstract of the contribution: This contribution proposes updates to Sol#21 to resolve ENs 

Discussion 
The solution #21 has two ENs. It is proposed to handle them as follows:

Editor's note:
If and how the solution can work also for IPv4 is FFS.

When IPv4 is used, the RG typically includes NAT functionality and it is thus a challenge to make use of the external IPv4 address that is visible to 5GC. Also, multiple non-3GPP devices behind the RG may share a single external IPv4 address. In this case the 5G-RG NAT may assign certain port ranges for each device (MAC address) and provide the external IP address and port range to the ACS, together with the MAC address. 
Editor's note:
Whether the device profile ID is needed or if the existing parameters (QoS reference or explicit QoS parameters) are sufficient is FFS.

The service specific parameter provisioning API is used to provision service parameters for several scenarios (e.g. V2X communication, ProSe direct discovery ProSe remote UE, URSP guidance) and each scenario has its own set of service parameters. In order to handle provisioning of service parameters for the purpose of devices behind 5G-RG a new Service Description should be defined with the required service parameters. That service description would be used by the PCF to determine not only QoS related policies but also policies related to charging, gating etc. Since the PCF may apply it in a wider scope than QoS, the term “device profile ID” seems more suitable than using only QoS related parameters. It is therefore proposed to keep the term “device profile ID”. 
Proposal

It is proposed to updated TR 23.700-17 as follows: 

**** First Change ****

6.21
Solution 21: Non-3GPP device behind 5G-RG based on 5GS exposure
6.21.1
Description

6.21.1.1
Introduction

This solution addresses KI#1 for providing differentiated services (e.g. QoS and charging) for Non-3GPP devices behind a 5G-RG.

The solution consists of three parts that are used to provide a working e2e solution:

1.
Example for how non-3GPP device information can be created in an AF

2.
Enhancements to the NEF exposure services to provide the non-3GPP device information to 5GC

3.
Description for how the traffic from non-3GPP devices can be identified in the 5GC to provide differentiated charging and QoS.

6.21.1.2
Overall Architecture

The overall architecture is shown in Figure 6.21.1-1. Only NFs relevant for the solution are shown.


[image: image1.emf]5G-RG 

N3

UPF

SMF

NG-RAN / 

W-5GAN

Non-

3GPP 

device

N6

N4

PCF

UDR

AF / 

portal

ACS

NEF


Figure 6.21.1-1: Overall architecture

6.21.1.3
Functional Description

Providing non-3GPP device information to AF

In this solution, the AF is assumed to have access to information about the non-3GPP devices that are or have been connected behind the RG. An example for how this can be done is described here. The details are however out of 3GPP scope

Based on existing BBF specifications TR-69/369 and TR-181, the Auto-Configuration Server (ACS) can retrieve information about the non-3GPP devices from the 5G-RG. This information can e.g. contain the host table from the DHCP server in the RG, or device list gathered by other means, and typically includes for each device: a host name, the MAC address of the device and the IP address allocated to the device. An example of such a table for IPv6 is shown in Figure 6.21.1-2.
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Hostname MAC Address IPv6 Address

E-5CG1475XFN f4:7b:09:b0:35:c9 2001:b030:2309:0:68d5:35ca:7691:9bb9
Galaxy—-S21-5G 46:15:0f:b6:85:b7 2001:b030:2309:0:4846:9efb:90e5:2466
LAPTOP-8PP10Q5G 00:f4:8d:d6:34:a7 2001:b030:2309:0:f8f1:e3c5:72e9:233d
Apple-TV 04:4b:ed:a8:9a:bl 2001:b030:2309:0:ec69:b99d:3260:87£3
Galaxy-Tab-S2 c0:d3:c0:09:4d:73 2001:b030:2309:0:b8e2:cc2f:dde2:d0£f3

Stefan—-iPhone €6:71:15:15:97:71 2001:b030:2309:0:987:7b£f7:9993:dd97




Figure 6.21.1-2: Example of IPv6 host table from an RG
In the case of IPv4 traffic, the routed RG typically has NAT functionality. The IPv4 addresses in the list of non-3GPP devices received from the RG would thus correspond to the private IPv4 addresses. These private addresses are not useful for traffic detection in the 5GC. In this case the solution assumes that the NAT in the 5G-RG assigns a port range for each device and can provide the external IP address and port range associated with each device to the ACS.

The non-3GPP device information is then provided from the ACS to the AF. How this is done is out of scope of 3GPP. For reference, the BBF has specified requirements for such an interface in TR-131 ACS Northbound Interface Requirements – Amendment 1, 2015.  The BBF has also done work on a RESTful API in a TR-369 controller (https://github.com/BroadbandForum/usp/tree/master/api).

It is further assumed that the operator may integrate a web portal with the AF. The end-user (e.g. the person that owns the subscription for the RG) can login to this web portal and manage the list of devices. The end-user could e.g. select a device profile for each device from a drop-down menu. The device profile may e.g. indicate what type of non-3GPP device it is (set top box, printer, tablet, PC etc), or be a reference to a QoS category. How this Device profile ID is to be interpreted is up to operator configuration.

In summary:

1)
It is assumed that the AF has a table containing a complete list of non-3GPP devices in the home. The table includes a host name (which may be informative but is not guaranteed to be unique), MAC address, assigned IPv4 address (local to the home LAN) and IPv6 address.  The combination of host name and MAC address is considered to be a unique and persistent identification of a specific device connected to the home LAN.

2)
It is assumed that the AF may be directed by an authorized subscriber by means out of scope of 3GPP to request differentiated service for specific devices in the AF's list of non-3GPP devices.

It should be noted that similar systems and procedures are employed in wireline networks today, but these would benefit from the enhanced differentiation capabilities of the 5GS.
Provisioning of non-3GPP device information to 5GC

The existing NEF Service Parameter service is enhanced with a new Service Description to allow an AF to provide the non-3GPP device information to 5GC. This information will be used by 5GC to detect the traffic to/from a non-3GPP device and also to provide differentiated QoS and/or charging.

The information provided by the AF via the Nef_ServiceParameter service contains:

-
GPSI of the RG.

-
List of non-3GPP devices, containing for each device:

-
IPv6 address or IPv4 and the port number of the device.
-
Device profile ID.

The NEF maps the RG's GPSI to the RG's SUPI and stores the non-3GPP device information in UDR as Application Data, as currently defined for Nnef_ServiceParameter service in clause 4.15.6.7 of TS 23.502 [3].
Differentiated services per non-3GPP device

When a PDU Session for an RG is established, the PCF contacts the UDR to subscribe to Application Data that may be available, as per existing procedure for Service specific parameter provisioning in clause 4.15.6.7 of TS 23.502 [3]. The PCF thus receives the non-3GPP device information from UDR corresponding to the RG's SUPI.

The PCF takes the service parameters as well as other information (e.g. RG's subscribed QoS and RG's policy subscription data in UDR) into account for policy decisions, e.g. to determine QoS and charging parameters for the non-3GPP device's traffic. The PCF may provide PCC rules to SMF that are specific for individual non-3GPP devices, containing SDF filter with the IPv6 address or IPv4 and the port number of the device, and corresponding QoS and charging related parameters. The PCF may provide different PCC rules for different services, as per existing standards.


6.21.2
Procedures

The procedures below are based on the existing Service specific parameter provisioning procedure in clause 4.15.6.7 of TS 23.502 [3], but adapted to fit the use case.

The procedure for the provisioning of non-3GPP device information is shown below:
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Figure 6.21.2-1: Provisioning of non-3GPP device information

1-5.
The end-user logs in to customer portal and manages the list of non-3GPP devices associated with the RG.

6.
The AF invokes Nnef_ServiceParameter service to provide the non-3GPP device information for the RG's GPSI to the NEF.

7.
The NEF maps the RG's GPSI to a SUPI and stores the information in UDR.

8.
The NEF sends a Nnef_ServiceParameter Response to the AF.

The procedure for providing differentiated services for the traffic of a non-3GPP device is shown below.
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Figure 6.21.2-2: Provisioning of providing differentiated services to non-3GPP devices

1.
The 5G-RG establishes a PDU Session.

2.
The PCF subscribes to non-3GPP device information from the UDR. PCF may e.g. use the DNN to determine whether to request such data from UDR.

3.
In case the non-3GPP device information is updated during the lifetime of the 5G-RG's PDU Session, the UDR notifies the PCF about the updated information.

4.
The PCF takes the non-3GPP device information into account for its policy decision. The non-3GPP Device profile ID may map to a set of QoS parameters or charging related parameters.

5.
The PCF provides updated policy rules to the SMF.

6.
The SMF initiates corresponding updates of the N4 rules.

6.21.3
Impacts on Existing Nodes and Functionality
NEF: Extensions to the NEF Service Parameter Service to allow an AF to provision non-3GPP device information.

UDR: Extensions to the Application Data in UDR to store non-3GPP device information.

PCF: Ability to retrieve non-3GPP device information from UDR and take it into account for policy decisions.

There are no impacts to SMF and UPF since existing capabilities are re-used.

It is assumed that the 5G-RG can provide a list of non-3GPP devices to the ACS, with host name, MAC address and IP address for each device. For IPv4 with a NAT in the 5G-RG, it is assumed that the 5G-RG provides the external IP address and the associated port range for each device to the ACS. 
Impacts to and assumptions on the 5G-RG and ACS are out of 3GPP scope and are to be verified by BBF/Cablelabs.

**** End of Changes ****
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