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Abstract

Current proposals dealing with authorization of media streams for multimedia services like IP telephony and video assume a pre-established relationship between elements of the network (e.g. CSCFs, GGSNs, PCFs and UEs). In some environments, however, such pre-established relationships may not exist either due to the complexity of creating these associations à priori (e.g. in a network with many elements), or due to the dynamic nature of these associations (e.g. in a mobile environment). 

In this document, we assume that there is no pre-established relationship between entities and describe mechanisms for exchanging information between network elements in order to authorize the use of resources for a service and to co-ordinate actions between the signalling and bearer domains.

1. Introduction 

Establishing multimedia streams must take into account requirements for end-to-end QoS, authorization of network resource usage and accurate accounting for resources used.

There are several proposals that attempt to deal with these issues. "Interdomain IP Communications with QoS, Authorization and Usage Reporting" [13] discusses two options for QoS support for IP telephony: QoS Enabled and QoS Assured. The paper also describes how to introduce local policy decisions into call setup and presents two different models: the pull model and the push model.

"SIP Extensions for Media Authorization" [3] describes the need for authorizing use of network resources and offers a mechanism that can be used for admission control. The PacketCable group defines similar mechanisms to deliver QoS for an IP call [9].

All of these proposals assume that a pre-established relationship exists between elements of the network (e.g. session managers (CSCF), edge routers (GGSN), policy servers (PCF) and end hosts (UE) ). 

The model of "Session setup with media authorization" [1] describes mechanisms for exchanging information between network elements in order to authorize the use of resources for a service and to co-ordinate actions between the session and bearer control domains. In particular, it includes scenarios where there are no pre-established relationships between network entities.

Media authorization makes use of a "ticket" that provides capabilities similar to that of a token in [3] and of a gate in [9]. The ticket is generated by the CSCF (or a PCF) and relayed through the UE to the GGSN where it is used as part of the policy-controlled flow admission process. The ticket contains information describing the media stream authorized by the CSCF (or a PCF) along with the credentials of the CSCF (or a PCF) that can be used to validate the ticket.
2. Proposed text for 23.228 

Annex <D> (informative): Interaction between QoS and Call Signaling

[ Skipped text ]

D.2 Media authorization: The Associated Model

Some proposals dealing with authorization of media streams for multimedia services assume a pre-established relationship between elements of the network (e.g. CSCF, GGSN, policy servers and UEs). 

The associated model describes a mechanism for exchanging information between network elements in order to authorize the use of resources for a service and to co-ordinate actions between the session and bearer control domains. In particular, it does not assume pre-established relationships between network entities.

The associated model is one of many alternatives that could be proposed for media authorization.

D.2.1 Associated Model Authorization Ticket 

Since the GGSN may not know which P-CSCF and PCF are involved in session establishment, the token described in [3] needs to be extended to include the identity of the authorizing entity. The information in the resulting ticket shall include:

-
Authorization token, as in [3], used to reference session state information maintained by the authorizing PCF.

-
Identity of the authorizing entity to allow for validation of the ticket.

-
An authorization signature used to prevent tampering with the ticket (e.g. to prevent redirection of authorization requests to a bogus authorizing entity). The signature is typically a one-way hash calculated over the other fields of the ticket using a key associated with the authenticator. The key may be either a public/private key if public key encryption is used (e.g. PKI) or a private key if shared private key encryption is used (e.g. Kerberos).

D.2.2 Associated Model Call Flow (Scenario 4)

Figure 1 contains the associated model call flow with the authorization ticket concept. Currently, six scenarios for supporting end-to-end QoS are identified in 23.207. The procedures for bearer establishment, resource reservation and policy control for the six scenarios need to be worked out. This section details scenario 4 where RSVP is used for end to end resource reservation. This example shows the PCF acting in that role of the authorization entity. Please note the S-CSCF and I-CSCF are not shown for simplicity.
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Figure D.1: Associated Model Call Flow with Authorization Ticket [1]

The salient points of this exchange are the following:  

1-
The UE sends an INVITE to the called party using the P-CSCF. 

2-
The P-CSCF forwards the INVITE to the called party.

3-
The called party responds with a 183 session in progress.

4-
When the P-CSCF receives the 183 message, it can determine the end-points, bandwidth and characteristics of the media exchange from the SDP parameters. The P-CSCF will then convey this information to the PCF for validation of the set up attempt.

5-
If the PCF deems the set up attempt to be valid, it will store the media information for this call. It then returns a signed ticket to the P-CSCF that includes the identity of the PCF plus a reference to the session media information within the PCF local storage.

6-
The P-CSCF will then forward this ticket in the 183 message to the UE.

9-
The UE must include this ticket as-is in the bearer path setup message; in this example an RSVP PATH message is used to reserve resources along the bearer path.

10- This RSVP PATH message is intercepted by the PEP located in the GGSN. The PEP extracts the identity of the PCF from the ticket, encapsulates the RSVP PATH message in a COPS message and sends it to the specified PCF. 

11- The PS extracts the ticket from the COPS-RSVP message and uses it to retrieve the information previously stored during its exchange with the CSCF. The PS can then verify that the resources requested in the RSVP PATH message are compatible with what was authorized by the CSCF.

Note 1: This solution permits a common PCF to validate and authorize the media request without requiring a priori knowledge of the network entities involved in session establishment. Other alternative models should also be investigated.

Note 2: The PCF entity is a logical entity.

Note 3: The details of the exact use of the COPS protocol are FFS.
Note 4: This solution does not preclude that the policy requests may be triggered by the PDP context signalling instead of the RSVP signalling. This is FFS. 
D.2.3 Associated model call flow (other scenarios)

The other scenarios for supporting end-to-end QoS will need to be detailed in the following sections.

3. Conclusion / Recommendations

 It is recommended that the media authorization mechanisms described in section 2 of this contribution should be added to an annex of TR 23.228.
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