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1. Introduction

This document builds upon the work to date discussing the HSS to CSCF relationship.  It discusses some aspects of operation and standardisation of the Cx interface and proposes to summarise some of the information in 23.228 into a concise form to clarify the status and also to enable the issue of  Cx interface stability (highlighted in work plan issues (Alain Sultan) Td 1801).

2. Technical discussion

Standardised Cx interface

To allow operators to procure CSCF and HSS from different vendors with eased multi-vendor network operation, test and maintenance the Cx interface needs to be standardised.   The Cx interface and associated functionality and information stored within the HSS and CSCF needs to be developed.  It is understood that 3GPP N4 is to work on this aspects, however S2 should give guidance and clarity in this area within its relevant specifications.
Currently identified operations between the HSS and CSCF 

The following aspects have been identified within 23.228 to date:

· Data interrogation (e.g. The I-CSCF shall send the Cx-Query information flow to the HSS - PCSCF name, subscriber identity, home domain name, visited network contact name – effectively asking for the serving network selection which it will get with a Cx-Query Resp). 

· Send / receive data (e.g. Part of the interrogation operation is the ability to send and receive data as shown in the above example).

· Subscription interrogation (e.g. to check if a subscription is valid / active).

· Registration interrogations (e.g. to establish whether registration has occurred or whether the user is allowed to register in a particular visited network according to the User subscription and operator limitations/restrictions if any).

· Indication flags (similar to sending data only e.g. confirming that registration has occurred– some kind of a Cx Resp).

· Update / Refresh data (e.g. some information related to the CSCF assignment, transferred before the CSCF is able to serve the mobile subscriber, it shall be possible to update while the CSCF is serving the subscriber).  This includes modification of subscription profile previously downloaded to the S-CSCF. 

Additional aspects for consideration between the HSS and CSCF
It is expected that additional capabilities (as yet not identified within 23.228) will be needed between the HSS and CSCF.  These are likely to include the following aspects for the following reasons:

· Cancellation of location or registration– for example when info is no longer valid and there are no new updates (e.g. after the withdrawal of a subscription, or timeout of a registration). 

· Delete subscriber data – capability of removing subscriber data without necessarily overwriting with new data.    

· Reset data – possibly part of a failure recovery service, to indicate when a failure has occurred (perhaps after a restart)

· Restore data – possibly part of a failure recovery service, to restore lost or corrupted data.

· Authentication interactions - for example the HSS may be involved in providing authentication information for the user at the SIP application level.
· Trace Mode – activate / deactivate facilities of subscriber tracing 

Information transferred

A variety of different information is passed in the different operations over the Cx such as:
· Transfer of CSCF-UE security parameters (e.g. pre-calculated challenge-response pairs, or keys for an authentication algorithm, etc). 

· Transfer of service parameters of the subscriber (e.g. application server address, triggers, etc)
· Transfer of CSCF capability information (e.g. supported service set, protocol version numbers etc).

· Transfer of call signalling transport parameters (e.g. IP-address and port number of CSCF, transport protocol etc).

· Indication of cancelling the CSCF assignment when the subscriber deactivates the terminal or possibly when he moves.

· Retrieval of routing information from HSS to CSCF

· Transfer of information related to registration (P-CSCF and  S-CSCF names, subscriber identity, home domain name, visited network capabilities, visited network and contact names, serving network selection, a serving network indication, required S-CSCF capabilities, subscriber profile, and “acknowledge” messages) .
3. Proposals and proposed revisions

It is proposed that the following aspects are discussed and incorporated into 23.228.

1. The Cx interface operations should be standardised within 3GPP.  

2. A new sub section  4.2.X (before section 4.2.4.) is added to 23.288 (or relevant specifications) to record the CSCF to HSS interface aspects. 

3. The different types of operations (identified to date) expected to pass between the HSS/CSCF should be included within 23.288 (or relevant specifications).

4. The information carried across the HSS/CSCF interface between the HSS/CSCF should be included within 23.288 (or relevant specifications).

4.2.4 The HSS to CSCF interface (Cx interface)

The Cx interface shall be a standard interface used to pass information between the HSS and S-CSCF and HSS and I-CSCF.

The following types of operations are supported by the Cx interface:

1. Route data interrogation (e.g. to interrogate the HSS for information on CSCF addresses). 

2. User data transfer (e.g. to transfer user data from the HSS to the S-CSCF).

3. Subscription interrogation (e.g. to check if a subscription is valid / active).

4. Registration interrogations (e.g. to establish whether registration has occurred or whether the user is allowed to register in a particular visited network according to the User subscription and operator limitations/restrictions if any).

5. Indication flags transfer (similar to sending data only e.g. confirming that registration has occurred).

6. Subscriber service capability requirement information transfer.

7. Cancellation of location or registration (e.g. after the withdrawal of a subscription, or timeout of a registration). 

8. Deletion of subscriber data – capability of removing subscriber data without necessarily overwriting with new data.    

9. Reset data (e.g. in failure cases, perhaps after a restart)

10. Restore data – possibly part of a failure recovery service, to restore lost or corrupted data.

11. Modify data – to modify information on the HSS e.g. modify parts of the subscriber profile without having to download the whole file.

12. Security interrogations if the HSS is involved in authenticating the user at the SIP application level.

13. Trace Mode – activate / deactivate facilities of subscriber tracing 

14. Others (ffs)
A variety of different information is passed in the different operations over the Cx such as:
1. Security parameters (e.g. pre-calculated challenge-response pairs, or keys for an authentication algorithm, etc). 

2. Service parameters of the subscriber (application server address, triggers, etc)
3. CSCF capability information (e.g. supported service set, protocol version numbers etc).

4. Call signalling transport parameters (e.g. IP-address and port number of CSCF, transport protocol etc).

5. Indications to cancel CSCF assignment e.g. when the subscriber deactivates the terminal.

6. Routing information. 

7. Registration information (e.g. P-CSCF and  S-CSCF names, subscriber identity, home domain name, visited network capabilities, visited network and contact names, serving network selection, a serving network indication, required S-CSCF capabilities, subscriber profile, and “acknowledge” messages).

4.2.5 CSCF to Service Platform Interface
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