3GPP TSG SA2#15 





S2-001995

Makuhari, Japan





Agenda item X.X

13-17 November 2000

Source: 
Nokia

TITLE: lcs privacy handling in ps domain 


1. problem description
One key factor for successful launch of location based services is that there is a trustship established between an end-user and a service provider. This means e.g. that the customer can control her/his personal information. In GSM and UMTS this  issue is closely related to privacy handling in the context of LoCation Services (LCS). The standpoint in privacy handling is that the MS is not allowed to be positioned without permission. However, the MS may be positioned in special occasions such as emergency call or lawful interception even without explicit permission from the MS. 

To support privacy the MS subscriber may subscribe to a privacy exception list. Such a list consists of one or several privacy classes. Four privacy classes have been proposed to be specified in order to support positioning of a target MS in draft LCS stage2 description, TS 23.271 [1]: 

· Universal Class,

· Call/session-related Class,

· Call/session-unrelated Class,

· PLMN operator Class.

Privacy handling was initially specified for CS domain by ETSI and 3GPP. When LCS is introduced in PS domain 3GPP standards, there is a need to specify privacy handling procedures even there. It may be beneficial to adopt as much as possible from the CS domain in order to minimize both standardization and implementation effort.

This contribution discusses the applicability of privacy classes defined for CS domain, matching of external client identities in MSC and SGSN, as well as external client identities in PS mode. Recommendations are given to enhance the LCS stage 2 description TS 23.271 [1] to support LCS in PS mode. The scope of the the contribution is for 3GPP release 4 standards, hence later releases are out of scope this Tdoc. 

2. applicability of privacy classes in ps domain

2.1
Universal Class 

This class allows positioning by all LCS clients. The class is applicable in PS mode as such without any PS specific modifications.

2.2
Call/session-related Class

This class comprises any LCS client to which the MS originated a call in CS domain. For all clients in the call related class one of four possible subscription options related to notification shall apply. These are specified in TS 23.271 [1].

A mobile terminated location request (MT-LR) may be allowed if the MS previously originated a call that is still established and the called party number  either dialled by the MS or used by the VMSC/MSC Server for routing matches the called party number received from the GMLC. If the called party number conditions are satisfied, the MT-LR shall be allowed according the pre-defined subscription option (see TS 23.271 [1]).
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Figure 1 LCS Privacy related signalling messages and parameters in CS domain in the context of call/PDP context related privacy class

The same privacy procedure as in CS domain can not be applied as such in PS domain. The reason is that calls and PDP contexts are not analog. Anyway, in certain cases similar privacy procedure as defined for CS domain could be applied in PS domain with minor modifications. This is the case when the external client is located in the same network as the Internet Service Provider (ISP), towards which the PDP context is activated. The following changes are needed in PS mode:

· a new parameter APN is added in MAP Provide Subscriber Location message (see chapter3),

· Client identity matching (see TS 23.271 [1]) is based on the value of APN  which is negotiated within PDP context activation and APN parameter coming within "Provide Subscriber Location" message from the GMLC to SGSN.

Moreover, APN and lcsClientName parameters should be required mandatory within session related location procedure in Provide Subscriber Location message, whereas lcsClientExternalID should be optional.  The following figure depicts the signalling flow.
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Figure 2 LCS Privacy related signalling messages and parameters in PS domain in the context of call/PDP context related privacy class

As a result, it should be noted that call/session-related class can be applied in PS domain but the scope of it is limited.

2.3
Call/session-unrelated Class

This class allows positioning by specific identified LCS Clients or groups of LCS Client with certain restrictions described in TS 23.271 [1]. For each identified value added LCS client in the privacy exception list there is one out of four possible  notification procedures to be applied. These subscription options are described in TS 23.271 [1].

For all value added LCS clients sending a call/session-unrelated CS-MT-LR/PS-MT-LR that are not identified in the privacy exception list, one of the subscription option related to notification procedure defined in TS 23.271 [1] shall apply. If the MS subscribes to the call/session-related class, an CS-MT-LR/PS-MT-LR may be allowed by the network 

A mobile terminated location request procedure may be allowed by the network if the identity of the LCS client or LCS client group supplied by the GMLC matches the identity of any LCS Client or LCS Client group contained in the MS's Subscriber LCS Privacy Profile (SLPP) and any other GMLC restrictions associated with this LCS Client identity in the SLPP are also met. 
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Figure 3 LCS Privacy related signalling messages and parameters in the context of call/PDP context unrelated privacy class

This privacy class, as well as parameters used to make the match are applicable as such in PS domain, no PS specific parameters are needed. Two parameters are important from privacy point of view: lcsClientExternalID and lcsClientName. The lcsClientExternalID is used for matching the identities at SGSN and lcsClientName is used within notification procedure between MS and SGSN. The procedure is described in TS 23.271 [1] In case of value added location request both parameters should be required mandatory.  

2.4
PLMN operator class

This class allows positioning by specific types of client within or associated with the VPLMN, with the following types of client identified:

· clients providing a location related broadcast service

· O&M client in the HPLMN (when the MS is currently being served by the HPLMN)

· O&M client in the VPLMN

· Clients recording anonymous location information without any MS identifier

· Clients enhancing or supporting any supplementary service, IN service, bearer service or teleservice subscribed to by the target MS subscriber

This privacy class is applicable to PS domain as such.
3. map parameters and external Client Identity

It is proposed to use the following parameters within privacy context in PS mode:

E.164 address: In HLR, GMLC, and SGSN it is proposed to use E.164 address for external client identity. As an example, an Internet application such as associated with URL should have a E.164 address in GMLC. The number of external clients in HLR should not be limited, instead it should be up to the teleoperator and the subscriber to negotiate the number. 

Client name: this is a new parameter representing a logical name for an external client to be added in GMLC information storage. Basically this parameter is already used by the GMLC even it is not specified in the LCS stage 2 description.

Essential MAP parameters in privacy handling:

LcsClientExternalID: this parameter is used to carry E.164 addresses in MAP messages within call/session-unrelated MT-LR. The parameter can be used by both MSC and SGSN to make a match between client identities in the MAP message and the MS's SLPP.

LcsClientDialedByMS: this parameter is used to carry E.164 based client number in MAP messages. The parameter is used by the MSC in call related MT-LR to match client identities indicated by the MS and the GMLC. The parameter is not needed in PS mode signalling.

APN: this parameter is used to carry Access Point Name parameter within call/session-related MT-LR in PS mode. The parameter is used by the SGSN to try a  match between client identities indicated by the MS and the GMLC.

LcsClientName: this parameter is an octet string used to carry logical name of the external client. The parameter is used for privacy notification procedure to show the logical name of the external client to MS user. Such a name can be e.g. an URL or a host-name in tnternet services. No modifications due to PS mode are needed.

4. summary

A proper privacy handling is required when LCS feature evolves from CS domain to PS domain in 3GPP release 4 standards. It has been proposed to apply the same privacy classes defined in CS mode even in PS mode by modifying these where needed. The challenge in release 4 standards is to cope with the differences related to 

· privacy handling during established call and PDP context

· external client identities.
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