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Reason for change:
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Aligning 23.060 with 33.102 and 29.060




Summary of change:
(

According to 33.102 and 29.060, during Intersystem change for a UMTS subscriber, a Release-99 enabled 2G-SGSN should send unused authentication Quintuplets as well as CK & IK, to the new 3G-SGSN (Security Type 0, as defined in 29.060). 

On authentication of a UMTS subscriber at a 2G-SGSN, the HLR gives the 2G-SGSN a fresh array of authentication Quintuplets. 2G-SGSN converts one set of CK, IK keys to Kc. However, according to sub clause 13.2, the 2G-SGSN MM Context cannot store CK, IK and array of fresh UMTS authentication Quintuplets. 

It is proposed to change sub clause 13.2 allowing the 2G-SGSN to store the above mentioned parameters. This change therefore aligns 23.060 with 33.102 and 29.060. 

Likewise sub clause 13.2 at present forbids the 3G-SGSN from storing used Kc and Ciphering Algorithm within the MM Context. This restriction should be lifted as well because of the following reason. Once GSM subscriber has been authenticated with 3G-SGSN, fresh Kc key is converted to CK, IK keys. However, 3G-SGSN needs to store original Kc and Ciphering Algorithm in order to send them later to the new SGSN as required by 33.102 and 29.060 (Security Type 1). 

GSM applies the ciphering algorithms (GEA) between SGSN and MS, while in UMTS ciphering takes place between MS and UTRAN. Therefore, in UMTS the 3G-SGSN does not need to keep information on ciphering algorithm UEA. In order to avoid ambiguity, it is proposed to clarify this issue in sub clause 13.2 by adding to the description of Ciphering Algorithm a comment "(GEA)". 

Finally, it is proposed to clarify an issue of CKSN / KSI relationship during the Intersystem Change. According to 24.008v3.5.0 the MS sends either CKSN, or KSI with the Routing Area Update Request. Unless AKA is performed, KSI shall be assigned the value of the CKSN, which has been sent by MS, and vice versa.
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13.2
SGSN

SGSN maintains MM context and PDP context information for MSs in the STANDBY, READY, PMM‑IDLE, and PMM‑CONNECTED states. Table 6 shows the context fields for one MS.
During the Intersystem Change, when new Authentication and Key Agreement is not performed, the KSI in the new 3G-SGSN shall be assigned the value of the CKSN, which has been sent by the MS. Similarly, in the new 2G-SGSN, when AKA des not take place, the CKSN shall be assigned the value of the KSI, which has been sent by the MS.
Table 6: SGSN MM and PDP Contexts

Field
Description
GSM
UMTS

IMSI
IMSI is the main reference key.
X
X

MM State
Mobility management state, IDLE, STANDBY, READY, PMM‑DETACHED, PMM‑IDLE, or PMM‑CONNECTED.
X
X

P‑TMSI
Packet Temporary Mobile Subscriber Identity.
X
X

P‑TMSI Signature
A signature used for identification checking purposes.
X
X

IMEI
International Mobile Equipment Identity
X
X

MSISDN
The basic MSISDN of the MS.
X
X

Routeing Area
Current routeing area.
X
X

Cell Identity
Current cell in READY state, last known cell in STANDBY or IDLE state.
X


Cell Identity Age
Time elapsed since the last LLC PDU was received from the MS at the SGSN.
X


Service Area Code
Last known SAC when initial UE message was received or Location Reporting procedure was executed.

X

Service Area Code Age
Time elapsed since the last SAC was received at the 3G‑SGSN.

X

VLR Number
The VLR number of the MSC/VLR currently serving this MS.
X
X

New SGSN Address
The IP address of the new SGSN where buffered and not sent N‑PDUs should be forwarded to.
X
X

Authentication Triplets
Authentication and ciphering parameters.
X
X

Authentication Vectors
Authentication and ciphering parameters for UMTS.
X
X

Kc
Currently used ciphering key.
X
X

CKSN
Ciphering key sequence number of Kc.
X


Ciphering algorithm
Selected ciphering algorithm (GEA).
X
X

CK 
Currently used ciphering key.
X
X

IK 
Currently used integrity key.
X
X

KSI
Key Set Identifier.

X

MS Radio Access Capability
MS radio access capabilities.
X


MS Network Capability
MS network capabilities.
X
X

DRX Parameters
Discontinuous reception parameters.
X


MNRG
Indicates whether activity from the MS shall be reported to the HLR.
X
X

NGAF
Indicates whether activity from the MS shall be reported to the MSC/VLR.
X
X

PPF
Indicates whether paging for PS and CS services can be initiated.
X
X

Subscribed Charging Characteristics
The charging characteristics for the MS, e.g., normal, prepaid, flat-rate, and/or hot billing subscription.
X
X

Trace Reference
Identifies a record or a collection of records for a particular trace.
X
X

Trace Type
Indicates the type of trace.
X
X

Trigger Id
Identifies the entity that initiated the trace.
X
X

OMC Identity
Identifies the OMC that shall receive the trace record(s).
X
X

SMS Parameters
SMS-related parameters, e.g., operator-determined barring.
X
X

Recovery
Indicates if HLR or VLR is performing database recovery.
X
X

Radio Priority SMS
The RLC/MAC radio priority level for uplink SMS transmission.
X


GPRS‑CSI
Optional GPRS CAMEL subscription information, see 3G TS 23.016
X
X

Each MM context contains zero or more of the following PDP contexts:

PDP Context Identifier
Index of the PDP context.
X
X

PDP State
Packet data protocol state, INACTIVE or ACTIVE.
X
X

PDP Type
PDP type, e.g., PPP or IP.
X
X

PDP Address
PDP address, e.g., an IP address.
X
X

APN Subscribed
The APN received from the HLR.
X
X

APN in Use
The APN currently used.
X
X

NSAPI
Network layer Service Access Point Identifier.
X
X

TI
Transaction Identifier.
X
X

TEID for Gn/Gp
Tunnel Endpoint Identifier for the Gn and Gp interfaces.
X
X

TEID for Iu
Tunnel Endpoint Identifier for the Iu interface.

X

GGSN Address in Use
The IP address of the GGSN currently used.
X
X

VPLMN Address Allowed
Specifies whether the MS is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.
X
X

QoS Profile Subscribed
The quality of service profile subscribed.
X
X

QoS Profile Requested
The quality of service profile requested.
X
X

QoS Profile Negotiated
The quality of service profile negotiated.
X
X

Radio Priority
The RLC/MAC radio priority level for uplink user data transmission.
X


Packet Flow Id
Packet flow identifier.
X


Aggregate BSS QoS Profile Negotiated
The aggregate BSS quality of service profile negotiated for the packet flow that this PDP context belongs to.
X


Send N‑PDU Number
SNDCP sequence number of the next downlink N‑PDU to be sent to the MS.
X


Receive N‑PDU Number
SNDCP sequence number of the next uplink N‑PDU expected from the MS.
X


GTP‑SND
GTP‑U sequence number of the next downlink N‑PDU to be sent to the MS.
X
X

GTP‑SNU
GTP‑U sequence number of the next uplink N‑PDU to be sent to the GGSN.
X
X

PDCP‑SND
Sequence number of the next downlink in-sequence PDCP‑PDU to be sent to the MS.

X

PDCP‑SNU
Sequence number of the next uplink in-sequence PDCP‑PDU expected from the MS.

X

Charging Id
Charging identifier, identifies charging records generated by SGSN and GGSN.
X
X

PDP Context Charging Characteristics
The charging characteristics of this PDP context, e.g., normal, prepaid, flat-rate, and/or hot billing.
X
X

RNC Address in Use
The IP address of the RNC currently used.

X
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