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Introduction

3GPP TSG SA WG2 has a identified the need for the S-CSCF to have a mechanism to detect ungraceful session termination :

“If an ungraceful session termination occurs (e.g. flat battery or mobile leaves coverage) when a stateful proxy server such as the S-CSCF is involved in a session memory leaks and eventually server failure can occur due to hanging state machines. To ensure stable S-CSCF operation and carrier grade service, a mechansim to handle the ungraceful session termination issue is required. This mechanism should be at the SIP protocol level in order to guarantee access independence for the IM domain.”

TSG SA2 has briefly looked at the mechanism defined by the IETF to handle this issue, the SIP Session Timer [1], and would like to ask TSG CN1 to study this further.

The SIP Session Timer, description and technical discussion

The SIP session timer is described in detail in [1], it is as of yet an Internet draft and must be considered as work in progress. 

The basic mechanism is very straightforward, a timer is negotiated at session set up and a re-INVITE must be sent within this timer interval or the stateful proxy server (S-CSCF) may flush its state for the call leg in question.

The way the negotiation is performed allows the SIP proxy server to insert or alter the session timer. It is not allowed to increase the timer, only lower it. This extension to SIP introduces a new header, "Session-Expires", that sets the size of the timer and a new option tag, "timer", to the Require- and Supported-header. The "Session-Expires" header is optional, and only allowed in, INVITE requests and responses. Figure 1 gives an example of how the timer is negotiated.
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Figure 1, An example of negotiation of the SIP session timer

1. The caller sends an INVITE with a Session-Expires header indicating a timer length of 240 seconds. The Supported header must be present, optionally a Require header could be inserted to signal to the S-CSCF that the SIP session timer must be supported in order to process the call correctly.

2. The S-CSCF decides to shorten the timer length to 180 seconds and then passes the INVITE on to the callee.

3. The callee decides to further shorten the timer, sets it to 120 seconds and starts it. The 200 OK sent up stream must contain a Require header.

4. The S-CSCF starts the timer when receiving the 200 OK and passes on the message. The S-CSCF is not allowed to change the timer in a message going up stream.

5. The caller starts the timer and answers with an ACK following standard SIP procedure.

6. The ACK is forwarded by the S-CSCF to the callee. 

The caller must now send a re-INVITE every 120 seconds, following the procedure depicted in Figure 1, or the S-CSCF and the callee may consider the session terminated. 

The proper timer value for the IM domain is probably much higher than 120 seconds. However, the customer will not be billed for a terminated session during the time it takes the timer to expire since the charging function is handled by the standard PS domain procedures. The SIP session timer is to be seen as a protocol stability function to clear hanging state machines, and as such it could be set to a high value to minimise the amount of re-INVITE sent and decrease the signalling load on the radio interface.

The use of the SIP Session timer opens up an opportunity for DoS attacks. Since any node in the signalling path can shorten the timer and it can't be increased, there is a risk that a malicious node sets the timer to a very low value (e.g. 1 second) and thus causes a flood of re-INVITE messages to be sent over the radio interface. A way to work around this could be to add a new error code, e.g. "506 Bad Session Timer", that the S-CSCF could use to stop very short timers. This new error code would have to be accepted and approved by the IETF.

TSG SA2 would like to invite TSG CN1 to study this issue further in more detail.
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