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1.
Discussion
It is proposed that when the USS determines that a UAV controller replacement is required, the USS to invoke an Nnef_AFSessionWithQoS_Create request service operation. The USS includes in the request authorization information to allow connectivity between the UAV and and the new UAV controller. The PCF uses the authorization information to create new PCC rules for the UAV, e.g., allowing UAV traffic to be routed to the new UAV controller.
2. Proposed Changes
The following clarifications are proposed for TS 23.256 v0.2.0.

***************************************FIRST CHANGE  *************************************
5.2.8
UAV Controller Replacement
If USS determines that UAV controller replacement is required the USS invokes an Nnef_AFsessionWithQoS_Update service operation to the UAS NF including in the request authorization information (i.e. new pairing information). NEF authorizes the request from the USS followed by interacting with PCF triggering a Npcf_PolicyAuthorization_Update request and provides relevant parameters to the PCF. The PCF uses the information provided by the NEF to derive new PCC rules to allow C2 communication between the UAV and the new UAV controller.
The procedure for UAV-C replacement is as follows:





[image: image3.emf]USS

UAS NF/

NEF

PCF SMF AMF (R)AN UAV UPF

1. Nnef_AFSessionWithQoS_Update  request

2. Steps 2 –�ϰ�in TS23.502 

[3] Figure 4.15.6.6a-1 

3. Nnef_AFSessionWithQoS_Update response

6. Npcf_PolicyAuthorization_Notify

7. Nnef_AFSessionWithQoS_Notify

0. The UAV is registered in the 5GS and a PDU Session is established 

4. Steps 3 –�ϱ�in TS23.502 

[3] Figure 4.16.5.2-1 

5. Steps 2a –�ϭϯ�in TS23.502 [3] figure 4.3.3.2 

0b. Determines UAV-C 

replacement needed 

8. Steps 1-6 in Figure 5.2.4.1-1: UAV Re-authentication procedure


Figure 5.2.8-x: UAV-C replacement procedure
0.
A UAV has already established user plane connectivity for C2 operation. 
The USS determines that the UAV-C controlling the UAV needs to be replaced (e.g. if the UAV is misbehaving).
1.
The USS initiates the PDU Session modification by invoking the Nnef_AFSessionWithQoS_Update request including USS Identity/AF Identifier, Transaction Reference ID, Traffic filter update information(Replacement Indicator, optionally UAV-UAVC Pairing info/Flow description(s)), QoS reference. See step 1 in TS23.502 [3] clause 4.15.6.6a, AF session with required QoS update procedure.

2.
NEF authorizes the request from the USS followed by interacting with PCF triggering a Npcf_PolicyAuthorization_Update request and provides relevant parameters to the PCF. PCF determines whether the request is authorized and if the requested QoS is allowed. PCF informs NEF if the request is accepted by invoking Npcf_PolicyAuthorization_Update Response. See Steps 2 - 4 in TS23.502 [3] figure 4.15.6.6.6a-1.

3.
NEF sends a Nnef_AFsessionWithQoS_Update response message (Transaction Reference ID, Result) to the USS. Result indicates whether the request is granted or not. See step 5 in TS23.502 [3] figure 4.15.6.6.6a-1.

4.
If the PCF determines that the SMF needs updated policy information, the PCF issues a Npcf_SMPolicyControl_UpdateNotify request with updated policy information. See Steps 3 - 5 in TS23.502 [3] figure 4.16.5.2-1.

5.
The PDU Session Modification continues and completes as in steps 2a - 13 in TS23.502 [3] figure 4.3.3.2-1 UE or network requested PDU Session Modification (for non-roaming and roaming with local breakout). If UAV-UAVC Pairing info/Flow description(s) is not included, the SMF deletes the QoS Flow for connectivity between UAV and UAVC.
6-7. 
 [Optional] The PCF sends Npcf_PolicyAuthorization_Notify message to the NEF when the modification of the transmission resources corresponding to the QoS update succeeded or failed. The NEF transfers this information to the USS by sending Nnef_AFSessionWithQoS_Notify message. See step 6 & 7 in TS23.502 [3] figure 4.15.6.6a-1.

8
After step 1 is performed the USS invokes the UAS_ReAuth_Request (step 1 of Figure 5.2.4.1-1) to perform re-authorization and optionally re-authentication. The USS includes the 3GPP UAV ID, the IP address of the PDU session, the C2 authorization payload and security information which is further forwarded to the UE.
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1. Determines UAV-C needs to be replaced.
3. USS-initiated PDU session modification.
Steps 7a-7g of Figure 5.2.5.2-1 (common PDU session),
Steps 5a-5g of Figure 5.2.5.2-2 (separate PDU session for UAV communciation)
0. UAV has an existing user plane connectivity for C2 and is paired with a UAV-C
4. Steps 1-6 in Figure 5.2.4.1-1: UAV Re-authentication procedure
2. Revokes AF session with
previous UAV-C



USS
UAS NF/NEF
PCF
SMF
AMF
(R)AN
UAV
UPF
1. Nnef_AFSessionWithQoS_Update  request
2. Steps 2 – 4 in TS23.502 [3] Figure 4.15.6.6a-1
3. Nnef_AFSessionWithQoS_Update response
6. Npcf_PolicyAuthorization_Notify
7. Nnef_AFSessionWithQoS_Notify
0. The UAV is registered in the 5GS and a PDU Session is established
4. Steps 3 – 5 in TS23.502 [3] Figure 4.16.5.2-1
5. Steps 2a – 13 in TS23.502 [3] figure 4.3.3.2
0b. Determines UAV-C replacement needed
8. Steps 1-6 in Figure 5.2.4.1-1: UAV Re-authentication procedure
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1. Determines UAV-C needs to be replaced.
3. Determines updated PCC rules taking into account authorization information.
2. Steps 1-5 of Figure 4.15.6.6 of 3GPP TS 23.502
0. UAV has an existing user plane connectivity for C2 and is paired with a UAV-C
4. PCF initiated SM Policy Association Modification. Clause 4.16.5.2
1a. Revokes pairing authorization of previous UAV-C



